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OI1.08 OPTAHU3AIIMOHHO-IIPABOBOE OBECHIEYEHUE WH®OPMAIIMOHHON
BE3OINACHOCTMH. Metoanueckue yKa3aHus 110 BHIIIOJHEHUIO CAMOCTOSTENIBHBIX paboT.
CocraBuit: H.B. KpuBonocosa. — Cankrt-IletepOypr, 2021.

Metoanyeckre yKa3aHHs COAEPIKAT OIHMCAHUS CaMOCTOSTENBHBIX paboT, MpEeayCMOTPEHHBIX
paboueii  mporpammoiri  OIL.08  OpraHm3anoHHO-TIpaBOBOE  obOecrieueHre  MHGOPMAIMOHHOM
6e3onmacHoCcTH. KonmmuecTBO BHEYPOUHBIX CaMOCTOATENbHBIX pabot 10, obmmit 00béM coctaBiser 20
4acoB.

Meroandeckue ykazaHus TpeIHa3HAYCHBI UIsI OOydaromuxcs OYHOW (OpMBI OOy4YEHHUsS IO
crenuanbHocTd 10.02.04 Obecneuenne WHGOPMAIIMOHHONW O€30MaCHOCTH TEJIEKOMMYHHUKAITHOHHBIX
CHUCTEM

Paccmotpeno u o100peHo mpeaMeTHO!H (IIMKI0BOI) KOMUCCHEH o0ecrieueHns HHPpOPMAITHOHHOM
0€30MacHOCTH TEIEKOMMYHHUKAITMOHHBIX cucTeM CaHKT-IIeTepOyprckoro Kouiemka TeNeKOMMYHUKAIIAN
uM. D.T. Kpenkens.
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2.

1. HOSACHUTEJIBHASA 3AIIUCKA

CamocrosiTenbHble pabOTHl pa3paboTaHbl B paMKax pabouedl mporpamMmbl  yaeOHOU
mucuuruHael - «MHbDOpMaTHKay — SBISIOMIEHCS  YacThl0O  OCHOBHOW  MpoecCHOHATbHOM
obpasoBarenbHOl mporpammbl B cooTBeTcTBUU ¢ PI'OC CIIO mo cmenmanpHocTH 10.02.04
O6ecneyenne nHGHOPMAITMOHHOM 0€301TaCHOCTH TEIEKOMMYHUKAIIMOHHBIX CUCTEM.

VYuebnas mucnumimHa EH.02 Hudopmaruka obecneunBaeT (opmMupoBaHuEe O0OIIHMX
KoMmIieTeHmil 1mo BceM BumaM aesrensbHoctd @I'OC 1o criemmansHocTH 10.02.04 OGecieuenue
nH(pOPMalMOHHON 6€30MaCHOCTH TEIEKOMMYHHUKALMOHHBIX CHCTEM.

OK 01 | BeiObupare cmocoObl pemieHus 3agad  NpoecCHOHANBHOW  JIEeSITEIbHOCTH,
MPUMEHUTEIHHO K Pa3IMYHBIM KOHTEKCTaM

OK 02 | OcymiecTBisTh MOUCK, aHATIN3 U MHTEPIPETAINI0 HHPOpMALUU, HEOOXOAUMOM 115t
BBINOJTHEHMS 33124 NpodeCCHOHATbLHON NesTeIbHOCTH

OK 03 | [TnanupoBaTh W peaanu30BBIBaTh COOCTBEHHOE MPO(ECCHOHATBLHOE U JIMYHOCTHOE
pa3BUTHE

OK 04 | PaGoTtarth B KOJIJIEKTHBE U KOMaH 1€, 3P PEKTHBHO B3aMMOICHCTBOBATH C KOJIJIETaMH,
PYKOBOJICTBOM, KIIMEHTaMH

OK 06 | IIposiBiAT  Ipa’kJIaHCKO-TATPUOTUUYECKYIO MO3UIHUIO, JIEMOHCTPUPOBATH
0CO3HAHHOE MOBEJICHHE Ha OCHOBE TPAJAULIMOHHBIX O0IIEYEIOBEUECKUX [ICHHOCTEH,
MPUMEHSITh CTAaHAAPTHl AHTUKOPPYINIIHOHHOTO MOBEACHHUSL.

OK 09 | Ucnonp3oBarh  MH(POPMALMOHHBIE  TEXHOJOTMHM B  MpOo(hecCHOHAIbHOU
JESITEIIbBHOCTH

[IK 1.3 [IpoBoauTh TEXHUYECKOE OOCTY)KHBaHHE OOOpyAOBaHUS HWH()OPMAIMOHHO —
[TCJICKOMMYHHUKAIITUOHHBIX CUCTCM U ceTeit.
[IK 2.1 [Ipou3BOAWTH yCTAaHOBKY, HACTPOWKY, WCHBITAaHUA © KOH(QUTYPUPOBAHUE
MPOrpaMMHBIX M TPOTPaMMHO-ANIMApaTHbIX, B TOM 4YHCIE KpPUOTOrpaduuecKux
CPEICTB 3alIUTHI UH(POPMALIUK OT HECAHKIIMOHUPOBAHHOTO JJOCTYIA U CIIEIHATBbHBIX|
BO3/CHCTBUI B 000py10BaHNE HH(OPMAIIMOHHO — TEJICKOMMYHHUKAIIMOHHBIX CUCTEM
U ceTell.

[IK 3.2 [IpoBoauTh TEXHUYECKOE oOcy>)KuBaHUeE, JIMarHOCTHKY, YCTpaHEHHE]
HEHCIIPAaBHOCTEH M PEMOHT TEXHHUYECKUX CpPEACTB 3allUThl HMH(YOpPMALUH,
MCIIOJIb3YEMBIX B MH(OPMAIIMOHHO — TEJIEKOMMYHHUKAIIMOHHBIX CUCTEMAaX U CETSIX.

IHEPEYEHb CAMOCTOATEJIBHBIX PABOT

Ne HaumeHoBaHue O0beM B aK.4
1 | Pab6ora B nmporpamme Koncynsrant Ilmtoc. Pabota co cratbsimu @3 | 2u.

Ne 149-@3 «O06 unpopmaruu, HHGOPMAITMOHHBIX TEXHOJOTHSIX U O
3amuTe HHPOpMaITUm.

2 | PaGora c TpeboBanusimu 1o Hamzopy D3 Ne 149-03 «O6 | 2u.
uHpopmanuy, WHPOPMAIIMOHHBIX TEXHOJOTHSX © O 3alluTe
nH(pOpMaIum.

3 | Pabota co cratesamu @3 Ne 152-D3 «O mepcoHANbHBIX JaHHBIXY. | 24.
W3ydenue nopsaka paboThl C NEPCOHAIBHBIMU JaHHBIMU paOOTHUKA.
4 | Uzyyenne Mmep mo obecreueHHI0 O€30MacHOCTH TNEPCOHANBHBIX | 24.
naHHbIX Tpu ux o6padorke B MCII[H. H3ydyeHume ™MeTomoB
00e3TMYMBaHMS IEPCOHATBLHBIX TaHHBIX.




[ToaroroBka JOKyMEHTA JIJIsl BU/Ia OCYIIECTBICHUS IEATEIHHOCTH 110
TEXHUYECKOH 3amuTe KOH(UIESHITMAIBHON WH(OPMAIIMU COTJIACHO,
tpeboBanuit PCTOK

24,

[TonroToBka JOKyMEHTA JUTsl BUA OCYILIECTBIICHUS IEATEILHOCTH 10
BBISAABJICHUIO  OJICKTPOHHBIX YCTpOfICTB, NpeaAHa3HAYCHHBIX  IJIA
HETJIACHOTO  TOJydeHHWss WHGOpMAIMK, B  TMOMCIICHHSX |
TCXHUYCCKUX CPCACTBAX (38. HCKIIIOYCHHUEM Cliy4asl, CCJIN YKa3aHHasA
JESTeTBHOCTh OCYIIECTBIISCTCS JUIsi OOecreueHus: COOCTBEHHBIX
HYX] HOPHUINYCCKOTr0 Jana NN HHAUBUAYAJIBHOTO
npeanpuHuMartens) corjgacHo TpeboBanmii DCh. Iloaroroska
AOKYMCHTa JJIA BHUOA OCYHICCTBJICHUA ACATCIIbHOCTHU 10
pacpocTpaHEeHUI0 MUGPOBATBHBIX (KPUNITOTpa)UUIECKUX) CPEICTB
cornacHo TpeboBanuit ®CTIK.

24.

Pabota ¢ puck-nmogxonamu k moaenupoBanuto yrpo3 Ub. Pazpaborka
Mojeniell  yrpo3 0e30macHOCTH B HMH(OPMAIIMOHHBIX CHUCTEMax
niepcoHaTbHBIX TaHHBIX (MCIT1/H)

24.

Peanu3amust Momenu yrpo3 0€30MacHOCTH MEPCOHANBHBIX JTaHHBIX
pU UX 00paboTKe B MHPOPMAITMOHHBIX CHCTEMaX.

24,

[TpoBenenue aHanM3a CeTEBBIX pecypcoB opranuzanuu. [lposenenue
aHaIM3a  COTPYAHMKOB  OpraHM3alMd €  TOYKH  3PCHUS
MH(POPMAIMOHHBIN 6€301MacHOCTH

24,

10

PaboTa ¢ OCHOBHBIMHU TTOHSATHUSAMH CITY>)KEOHOMN TailHBI.

24.




CamocrositesbHasi padora Ne 1
TEMA: PABOTA B IPOTPAMME KOHCYJIBTAHT IUIKOC. PABOTA CO
CTATBSAMU @3 Ne 149-®d3 «Ob UHOOPMALIUU, UTHOPOPMALIMOHHBIX
TEXHOJIOTHUAX U O SAIUTE UHOOPMALIUN»..

1. Heas (u) padoTbl: H3yuyeHHE W OBIAJCHUE HABBIKAMU pPAa0OOTHI C TMPOrpaMMOin
KoncynbranT Ilmoc, a Takke O03HaKOMJIEHHME C OCHOBHBIMHM CTaTbsiMu D3 Ne 149-D3,
PETYIHUPYIOMKUMHA BOMPOCH WH(MOpMaNuu, WHOOPMAIMOHHBIX TEXHOJOTHA M 3allUThI
nHpOpMaIuu..

2. 3agaun:

- H3ydeHne oCHOBHBIX BO3MOKHOCTEH nporpammbl Koncynsrant [1toc.

- Ilouck u ananmuz crareit @3 Ne 149-D3, kacaromuxcs nHpopManuu, HHOOPMAITMOHHBIX
TEXHOJIOTUH U 3aIIUTHI HH()OPMAIIUH.

- OsHakoMJieHHME C TpeOOBaHHWAMHU HOPMATHUBHBIX M TPABOBBIX JOKYMEHTOB IO
nHpopMaMoHHOI Ge3omacHocTH PO.

- CocraBiieHHEe pPEKOMEHJAIMKA 1o 3amuTe WHpOpManuu o0beKkTa HHGOpMATH3alUd B
cooTBeTcTBHH ¢ TpeboBanus MU D3 Ne 149-D3.

3. IToaroroBka k padoTe M MOPS/IOK BBINOJTHEHHUS:

- M3yuuTh NpeioKeHHYIO JUTepaTypy;

- H3yuuTh OCHOBHBIE BO3MOXHOCTH nporpammbsl Koncynpsrant [lmoc.

- Haittu u o3HakomuTheca c Tpemsa crathamu D3 No  149-D3, kacarommmucs
UH(POPMALIMOHHOM 0€30MMacHOCTH.

- CocraBuTh crnucok TpeOoBaHWi MO 3amuTe WHOpMaruu o0BeKTa MH(POpPMATHU3AIUH,
OCHOBBIBASICh HA HalJICHHBIX CTATHSX.

- CocTaBUTh OTYET.

4. Heo0xoaquMoe o0opyaoBanue:

- Kowmmbrorep - HEOOXOOMMBIM MHCTPYMEHT IJsl CO3JaHMS MPE3CHTAIM, JOKIaI0B U
pedepatoB.  PexkomeHayeTcsi  HCNONb30BaTh  KOMIBIOTEp € JOCTATOYHOM
MIPOU3BOUTEIILHOCTHIO, YTOOBI 00ECIIEUUTh IABHOCTh Pa0OTHI POrpaMM U OBICTPYIO
00pabOTKy JaHHBIX.

- TlporpammHoOe o0OecrieueHHe - MOTYT MOTPeOOBAThCS Pa3IMYHbIE IPOTPAMMBI, TAKUE KaK
Microsoft Word u apyrue.

- VHTepHeT-cOoeMHEHHE - MOXET MOTpPeOOBaThCs [UId 3arpy3KH JIOTIOJHUTEIBHOM
uHpOpMaLH, U300paKEeHUH.

- Akceccyapsl - MOTYT NOTpeOOBaTbCS JTOMOJHUTENbHbBIE aKCeccyaphbl, TaKue KaK MBIIIb,
KJIaBHATypa, CTUIYC U T.[., YTOOBI 0OJETYUTh CO3/IaHHE OTYETA U MIOUCK HH(OPMAIIH.

5. Kpurepun oueHku

Ouenka 5 —

- HcuepnbiBaroliee U3I05KEHUE TEMbI

- Yerkas JOTHKa U TIOCIEIOBATEIILHOCTh H3JIOKECHHS MaTepHuaa

- ['paMOTHO€ U TOYHOE UCIOJIB30BAHUE TEPMUHOB U MOHITUI

- Hcnonb30BaHUE JOCTATOYHOTO KOJIMYECTBA UCTOYHUKOB M CCHIJIOK HA HUX

- Hanuuue ananuza u BRIBOJOB Ha OCHOBE MPE/ICTaBICHHON HH(GOpMaIIuu

Ouenka 4 —

Xopomee HU3JI0KEHUE TEMbI, HO C HEOOJILIITNMU HEAOUETAaMH B JIOTUKE H
MMOCICAOBATCIBbHOCTHU U3JI0KCHU A



- I'pamoTHOE HCTONB30BAaHUE TEPMUHOB U MOHSITHIA, HO C HEKOTOPBIMU HETOYHOCTSMU
- Hcmonp30BaHKue JOCTATOYHOIO KOJMYECTBA HCTOYHUKOB M CCHUIOK Ha HHMX, HO HE BCErja
IIOJIHOE ¥ TOYHOE
- IlpucyTcTBHE aHaIM3a U BHIBOJOB, HO HE BCET/Ia MTOJIHOE M TOYHOE
Ormenka 3 —
- CpenHee M3II0KEHUE TEMBI C 3aMETHBIMHU HEJIOYETAaMH B JIOTUKE W TOCIIEI0BATEIIBHOCTH
H3JI0KEHUS
- He Bcernma rpaMoTHOE HCHOJIB30BaHUE TEPMHUHOB M IOHSATHH, CYIIECTBYIOT OINWOKUA W
HETOYHOCTHU
- Hcmons30BaHue HEAOCTATOYHOIO KOJTHYECTBA HCTOYHMKOB M CCBUIOK Ha HUX
- AHanu3 ¥ BBIBOJIBI OTCYTCTBYIOT WJIM HEJOCTATOYHO MOJHBI H TOYHBI
Onenka 2 —
- HenocrtaTouHoe 1 HEUETKOE U3I0KEHUE TEMBI
- YacTele OMMOKA U HETOYHOCTH B MCIIOJIH30BAaHUH TEPMUHOB U TTOHITHIA
- OTtCcyTCcTBHE UCTOYHUKOB M CCHUTOK Ha HUX
- OTcyTcTBHE aHAJIM3a U BBIBOJIOB

6. IlosicHenus k padore

Kparkue TeopeTuueckue cBeleHHs
@3 Ne 149-®@3 "O6 unpopmanuu, HHGOPMAITMOHHBIX TEXHOJIOTUSAX U O 3aIIUTE
uHpopManuu" ycTaHABIMBACT IPABOBbIE OCHOBBI B 00JIACTH MH(OPMAIIMOHHON 0€30IacCHOCTH B
Poccuiickoit @enepannu. 3aKoH onpenesieT npaBa 1 0043aHHOCTH CYObEKTOB
UH(POPMALMOHHBIX OTHOUICHUHN, PETYIUPYET OTHOILICHHS, CBA3aHHBIE C UCIIOIb30BaHUEM
MH(POPMALMOHHBIX TEXHOJIOTUH, U YCTaHABIMBAET MEPHI 110 3aIUTE UH(YOPMALIHH.

[Tporpamma KoncynbranT [lnroc mpencraBisier co00i CpesiCTBO aBTOMATH3AIMK pabOThI
C HOPMAaTUBHBIMHU JOKYMEHTaMH U 3aKOHOJATEeNLCTBOM. B Hell MOKHO HaMTH TEKCTHI

HOPMAaTUBHBIX aKTOB, aHAJIM3bl U KOMMEHTapUU K HUM, UTO YIpoIIaeT padoTy co crtaThsimMu O3
No 149-D3.



4.

5.

CamocrosiTesibHast padora Ne 2
TEMA: PABOTA C TPEBOBAHUSIMU 11O HA3O0PY ®3 Ne 149-®3 «Ob
NHOOPMALIMN, THOPOPMAIIMOHHBIX TEXHOJIOTHUAX U O 3AIIIUTE
NHOOPMALINN».

Hean (1) padoTnl: o3HaKOMIICHHE ¢ TpeboBanusaMu 1o Hagzopy D3 Ne 149-d3 «O6
uHpopManuy, HHPOPMALMOHHBIX TEXHOJOTHAX U O 3allUTe MHPOpMALUU» U U3ydCHHE
MpoIeAYPHI pabOTHI C HUMH.

3agaun:

N3zyuenne ocHoBHBIX TpeOoBaHuit @3 Ne 149-D3 k o6bexkTaM HHOOPMATH3ALHH.
O3HakoMJICHHE C MPOIEAYPON MPOXOKAEHUS Haa3opa mo TpedoBanusm O3 No 149-D3,
OmnpeneneHre HEOOXOAMMBIX MeEp N OOECIEUeHUs COOTBETCTBHS  OOBEKTa
nHpopmaruzanuu TpedoBanusam O3 Ne 149-D3.

IIpakTueckoe NPUMEHEHHE MOJIyYECHHbBIX 3HAaHUU IIPU COCTABJICHUH IUIAHA MEPOIIPUATUI
1o o0ecIeueHuno 3auThl HHpopMaIuyu Ha 00beKTe HHPOPMATH3AITUH.

IMoaroroBka k paéore M MOPSIAOK BHINIOJTHEHUSA:

HA3YYUTH IPEATI0KEHHYIO IUTEPATYPY;

03HaKOMHTHCS ¢ TeKCTOM D3 No 149-D3 u BeIICIUTh OCHOBHBIC TPEOOBaHUS K 00BEKTaM
uH(pOpMATH3AIINH, a TAKXKE TIPOIEAYPY IPOX0KACHUS Haa30pa o TpedboBanusm 3.
COCTaBUTh OTYET.

Heo0xoaquMmoe o0opyaoBanue:
KowMmmbroTep - HEOOXOAMMBIN HHCTPYMEHT IS CO3JaHUS MPE3CHTAlWN, JOKIAJA0B U
pedepatoB.  PexkomeHayeTcsi  HCNONb30BaTh  KOMIBIOTEp € JOCTATOYHOM
MIPOU3BOUTEIILHOCTHIO, YTOOBI 00ECTIEUUTh MIABHOCTh Pa0OTHI MPOrpaMM U OBICTPYIO
00pabOTKy JaHHBIX.
[IporpamMmMHOe obOecrieueHne - MOTYT OTPeOOBATHCS Pa3IMYHbIC MPOTPAMMBI, TAKHE KaK
Microsoft Word u apyrue.
WNHTepHeT-coeuHEHNE - MOXET mOoTpeOOBaThCS JUIS 3arpy3KH JOIMOJHUTEIHHON
nHpopMaIuu, n300paKeHUN WA BUJICO.
AKkceccyapbl - MOTYT MOTPEOOBATHCS TOMOTHUTEIBHBIE aKCECCyaphl, TAKME KaK MBIIIb,
KJIaBUaTypa, CTHIIYC U T.J., 4TOObI 00JETYUTh COCTABJICHUE OTYETA U MOUCK HH(DOPMALIHH.

Kpurepun onenkn

Ouenka 5 —

HcuepnbiBaroliee U30KEHUE TEMbI

UeTkast 10TUKa U TIOCIE0BATEIbHOCTD U3JI0KEHUS MaTepuaia
I'pamoTHOE ¥ TOYHOE HCMOJIB30BAHUE TEPMUHOB M MOHSATUI
Hcnonp3oBanue J0CTAaTOYHOT'O KOJINYECCTBA HCTOYHUKOB U CChIJIOK Ha HUX
Hanuuue ananuza u BBIBOJOB Ha OCHOBE MPe/ICTaBICHHON HHGOpMaIuu

Oruenka 4 —

Xopomee HU3JI0KEHUE TEMbI, HO C HEOOJILIITNMU HEAOUETAaMH B JIOTUKE H
MMOCICAOBATCIBbHOCTHU U3JI0KCHU

FpaMOTHOC HCII0JIb30BAHHUEC TCPMHUHOB U HOHHTHﬁ, HO C HCKOTOPBIMHU HETOYHOCTAMU
Hcnonp3oBanue JOCTaTOYHOIO KOJIHMYECTBA MCTOYHUKOB M CCBUJIOK Ha HHUX, HO HC BCCTra
ITIOJIHOC U TOYHOC

HpI/ICyTCTBI/Ie aHaJIn3a U BBIBOJOB, HO HEC BCCTJa ITOJITHOC 1 TOYHOC

Onenka 3 —



- Cpennee U3OKEHUE TEMBI C 3aMETHBIMU HEJIOUYETAMH B JIOTUKE U TOCIIEI0BATEIIHHOCTH
W3JI0KEHUS
- He Bcerma rpaMoTHOE MCTOJIB30BaHUE TEPMUHOB WM TMOHSATHH, CYIIECTBYIOT OINUOKU U
HETOYHOCTH
- Hcnonp3oBaHue HEJOCTATOYHOI'O KOJIMYECTBA HUCTOYHHUKOB U CCHUIOK Ha HUX
— AHanm3 ¥ BBIBOJIBI OTCYTCTBYIOT WJIH HEJOCTATOYHO ITOJTHBI M TOYHBI
Ornenka 2 —
- HenocTaTouHoe ¥ HEYETKOE U3T0KEHHUE TEMBI
- YacTeie OMMOKY U HETOYHOCTH B MCTIOJIH30BAHUM TEPMUHOB U MTOHITHIA
OTCyTCTBHE UCTOYHUKOB M CCHUIOK Ha HUX
OTtcyTcTBUE aHAlIM3a U BEIBOJIOB

6. IlosicHenus k padore

KpaTkue TeopeTrndeckne cBeIeHHs

®3 No 149-03 «O6 wunbopmaruu, WHOOPMAIMOHHBIX TEXHOJOTHUAX W O 3alluTe
UHpOpPMaLMK» YCTaHABIUBACT TpeOOBaHMS K 3alIuTe WH(GOpPMAIMU, KOTOPBIE TOJDKHBI OBITH
BBINOJIHEHBI 00BeKkTamMu HHpopmaTuzanuu B Poccun. Kpome toro, @3 ycranaBiuBaeT npouenypy
IPOXOXKICHUS Ha/130pa 1o TpedoBanusm O3, KoTopas MpeycMaTpUBaeT MPOBEPKY COOTBETCTBHS
00BbeKTa MHPOPMATU3AIMK YCTAHOBJICHHBIM TPEOOBAaHUIM, a TaKKe BBIABICHHE M yCTpaHEHHE
HapyLEHUH B 00JIaCTH 3alUTHI HH(OpMaIK. 3HaHHE TPeOOBaHUI U Mpoueaypbl Haazopa o O3
Ne 149-03 HeoOxoauMO U OpTaHU3AIMH U OOECIeUeHHs 3alMThl HHPOPMALUU HA O0OBEKTE
nH(pOpMaTH3aIMK B COOTBETCTBHH C 3aKOHOAATEILCTBOM PD.
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CamocrosiTesibHast padora Ne 3

TEMA: PABOTA CO CTATBAMMU @3 Ne 152-®@3 «O IEPCOHAJIBHBIX TAHHBIX».

MN3YYEHUE NNOPAIKA PABOTBI C HIEPCOHAJIBHBIMU TAHHBIMH

PABOTHHUKA
1. Lean (1) padorbl: o3HaKOMUTHCS ¢ TpeOoBaHusaMHu D3 Ne 152-D3 «O mepcoHaTbHBIX
JTAHHBIX» U TOPSIKOM pabOThI ¢ IEPCOHATBHBIMU TAHHBIMU PAOOTHHKOB.
2. 3apaum:

- W3yuuth ocHOBHBIE TTOIOKEHUS D3 Ne 152-D3 «O nepcoHaNbHBIX TaHHBIX).

- Ormpenenuth, Kakue IMEPCOHATbHBIC JaHHbIE PAOOTHUKOB TMOMNAAAIOT TMOJ ACHCTBHE
3aKOHA.

- H3yunuth mopsiiok paboThI ¢ MepCOHATBHBIMU JAHHBIMU Pa0OOTHUKOB B OpraHU3aIUH.

- OmnpenenauTs MEpHI MO 3aIIUTE NEPCOHABHBIX JaHHBIX PAOOTHUKOB.

3. IMoaroroBka k paéore u MOPSIAOK BHINIOJHEHUSA:

-  U3YYHUTb NPEJJIOKEHHYIO TUTEPATypy;

- m3yuuTh ctatbi @3 No 152-D3 «O mepcoHaIbHBIX JTaHHBIX», OTHOCSIIHECS K padoTe C
NEPCOHATBHBIMH JAHHBIMU PaOOTHHUKOB, M OTIPE/ICIUTh OCHOBHBIE TpeOOBaHUS K paboTe ¢
TaKUMH JaHHBIMU.

- COCTaBUTb OTYET.

4. Heo0xoqumoe ob6opynoBanme:

- Kowmmnbiotep - HE0OXOMMMBIA MHCTPYMEHT JJIS CO3JAaHMS TMPE3EHTAllMi, JOKJIAJ0B H
pedeparoB.  PexkomMeHAyeTCsl  HCIONB30BaTh  KOMIBIOTEp € JOCTATOYHOM
MIPOU3BOUTEIHHOCTBIO, YTOOBI 00ECTICUNTh IIJIABHOCTH Pa0OTHI MPOTPaMM U OBICTPYIO
00pabOTKy JaHHBIX.

- IIporpamMmmHoOe oGecrieueHre - MOTyT MOTPeOOBaTHCS Pa3IMUHbIE POTPaMMBbl, TAKHE KaK
Microsoft Word u npyrue.

- HuTepHer-coequHEHNE - MOXKET TMOTpPeOoBaThCsl UIA 3arpy3KH JOIMOJHUTEIbHON
uHpOpMaLH, U300paKeHUH.

- VYcrpoiicTBa XpaHeHUs JaHHbIX - USB-HakonuTenu, BHEIIHWE >KECTKUE IUCKU WIH
00JauHbIe CePBUCHI MOTYT HCIIOIB30BATHCS JIJISI XPAHSHUS MIPE3ESHTAIINA U JJOKJIA0B.

- Akceccyapsl - MOTYT NOTpeOOBaTbCS JTOMOJHUTENbHBIE aKCeccyaphbl, TaKue KaK MBIIIb,
KJIaBHATypa, CTUIYC U T.[., YTOOBI 0OJETYUTh CO3/IaHHE OTYETOB M IMOMCK UH()OPMAIIHH.

5. Kpurepun oueHku
Ouenka 5 —

- HcuepnbiBaroliee U3I05KEHUE TEMbI

- UYerkas J0rvKa v mociaeA0BaTeIbHOCTh U3JI0KEHUSI MaTepraia

- ['paMOTHO€ U TOYHOE UCIOJIB30BAHUE TEPMUHOB U MOHITUI

- Hcnonp3oBaHue 10CTaTOYHOTO KOJUYECTBA UCTOUHUKOB M CCHUIOK Ha HUX

- Hanuuue ananuza u BRIBOJOB Ha OCHOBE MPE/ICTaBICHHON HH(GOpMaIUU

Onenka 4 —

Xopomee HU3JI0KEHUE TEMbI, HO C HEOOJILIITUMU HEAOUETAaMH B JIOTUKE H
MMOCICAOBATCIBbHOCTHU U3JI0KCHU

FpaMOTHOC HCII0JIb30BAHHUE TCPMHUHOB U HOHHTHﬁ, HO C HCKOTOPBIMHU HETOYHOCTAMU
Hcnonp3oBanue JOCTaTOYHOIO KOJIMYECTBA HCTOYHUKOB M CCBUJIOK Ha HHUX, HO HC BCCTra
ITOJIHOC U TOYHOC

HpI/ICyTCTBI/Ie aHaJIn3a 1 BBIBOJOB, HO HEC BCECTJa ITOJITHOC U TOYHOC

Onenka 3 —
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- Cpennee U3OKEHUE TEMBI C 3aMETHBIMU HEJIOUYETAMH B JIOTUKE U TOCIIEI0BATEIIHHOCTH
W3JI0KEHUS

- He Bcerma rpaMoTHOE MCTOJIB30BAaHUE TEPMUHOB WM TMOHSATHH, CYIIECTBYIOT OINUOKU U
HETOYHOCTH

- Hcnonp3oBaHue HEJOCTATOYHOI'O KOJIMYECTBA HCTOYHHUKOB U CCHUIOK Ha HUX

— AHanm3 ¥ BBIBOJIBI OTCYTCTBYIOT WJIH HEJOCTATOYHO ITOJTHBI M TOYHBI

Ormenka 2 —

- HenocTaTouHoe ¥ HEYETKOE U3T0KEHHE TEMBI

- YacTeie OMMOKY U HETOYHOCTH B MCTIOJIH30BAHUM TEPMUHOB U TTOHITHIA

- OTtcyTcTBHE UCTOYHUKOB M CCHUIOK Ha HUX

- OtcyTcTBUE aHANIM3a U BEIBOJIOB

6. IHosicHenus: k padore

Kparkue TeopeTnueckue cBeeHHs

®3 No 152-03 «O mepcoHANBHBIX JAaHHBIX» YCTAHABJIMBACT TpeOOBaHUA K 00pabOTKe
NIEPCOHANBHBIX JaHHBIX, BKIIOYAs MEPCOHAJbHBIC NaHHbIC PaOOTHWUKOB. PaboTomarens o0s3aH
00ecreunTh 3alIuTy MEePCOHATBHBIX NTaHHBIX PAaOOTHUKOB M COOJIIOJATh TMOPSAOK PabOTHI C
TaKUMHU JaHHBIMA. 71 3TOro HEOOXOAMMO OIpENeNInuTh, KaKhe IepPCOHAIbHBIC JaHHBIC
MONAIAI0T MO JICHCTBUE 3aKOHA, KaKue MEPhl HEOOXOMMO MPEIINPUHIMATE IS UX 3aIIUTHI H
KaKMe MpaBuiIa He00X0IMMO COOII0IaTh MPH 00pabOTKE TaKUX JAHHBIX.
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CamocrosiTesibHas padora Ne 4
TEMA: U3YYEHUE MEP I10 OBECIIEYUEHUIO BE3OIMACHOCTHU
IMEPCOHAJIBHBIX JAHHBIX ITPU UX OBPABOTKE B UCIIJIH. U3YUEHUE
METOJ0B OBE3JIMUVBAHWSI IEPCOHAJIBHBIX JAHHBIX.
MOJATOTOBKA JOKYMEHTA JIJIS1 BUJA OCYIIECTBJIIEHUSA JEATEJIBHOCTH
MO TEXHUYECKOM 3AIIIUTE KOHO®UJIEHIUAJTIBHO NHO®OPMALIUA
COI'JIACHO, TPEBOBAHUH ®CTOK.

1. s (1) padoThl: U3y4eHHE MEP 110 00ECTICUCHUIO 0€30TTaCHOCTH MEPCOHATBHBIX JAHHBIX
npu ux obpaboTke B MH(POPMAIMOHHBIX cUCTeMax nepcoHanbHbIX HaHHbIX (MCIIJIH) n
MOJrOTOBKA JOKYMEHTAa JJIsi BHJOB JAEATEIBHOCTH II0 TEXHUYECKOW 3aIuTe
KoH(HeHIMaTbHON HHpopMaruu corinacHo TpedoBanusm @CTIK.

2. 3agauu:
- M3y4YCHME METO/0B 00€3IMYMBAHUS IEPCOHAIBHBIX JaHHBIX;
— H3y4YeHHe Mep N0 00ecredeHn o 6€30MaCHOCTH MEPCOHANIBHBIX JAaHHBIX MPH UX 00paboTKe
B UCIIH;
— I[OArOTOBKa HAOKYMCHTA [JIsI BHUAOB  JCATCIBHOCTU IO TEXHUYECKOH 3alIUuTe
KoH(puAeHITMaIbHONU nHpOopMaruu corsacHo TpedoBanusm OCTOK.

3. IMoaroroBka k paéore u MOPSIAOK BHINIOJHEHUSA:

-  U3YYUTb NPEJJIOKEHHYIO TUTEPATYpy;

- Pazpaborare mnpesentanmuio Ha Temy "Mepsl 1o oOecrneueHHI0 Oe30MacHOCTH
NEepCOHANBHBIX JaHHBIX Npu uXx oOpabdorke B MCIIJIH", BKiIrOUaromiyro cieayromnue
pa3aensr:

o Ornpenenenue NoHATHS nepcoHanbHbIX AaHHbIX U UCII/IH;

o Mertobl 06€3MMYNBaHUS IEPCOHAIBHBIX JaHHbIX;

o Mepsl o obecnieyeHnto 6e30macHOCTH nepcoHanbHbIX JaHHbIX B MCITJIH;

o [IlpakTuyeckne mnpuMepsl peaqu3allud Mep MO oOecrneueHuIo 0e30MacHOCTH
nepcoHanbHbIX nanHbix B UCITJIH;

o Tpeboanus ®CTIK mo TexHUUECKOM 3aTuTe KOHPUICHITMATBLHOW HH(DOpMaIuy.

4. Heo0xoaquMoe o0opyaoBanue:
- KomnbioTep - HEOOXOIUMBI WHCTPYMEHT MJIsi CO3JAaHHS TMPE3CHTAIUH, TOKIAI0B U
pedepatos. Pexomenayercs HCIIOJIL30BaTh KOMITBIOTED c JOCTATOYHOM

MPOU3BOUTENLHOCTHIO, YTOOBI 00ECTICUUTh MIABHOCTh Pa0OTHI MPOrpaMM U OBICTPYIO
00pabOTKy JaHHBIX.

- IIporpamMmmHoOe oOecrieueHre - MOTYT MOTPEOOBATHCS PA3IMYHBIC MPOTPAMMBI, TAKHUE KaK
Microsoft Word u apyrue.

- HuTepHeT-coeMHEHNE - MOXKET TMOTPeOOBaThCsl IS 3arpy3KH JOIMOJIHUTEIHHON
nHpopMaIuu, n300paKeHUN WA BUJICO.

- VYecrpoiictBa xpaHeHusi naHHbix - USB-HakonuTtenu, BHENIHUE >KECTKHE IUCKH WU
o0J1auHble CepBUCHI MOTYT MCIIOIb30BATHCS JIJIsl XPAHEHUS MTPE3EHTAINM U JJOKJIa0B.

- Axceccyapsl - MOTYT TTOTPe0OBAThCS JTOTIOTHUTENBHBIE aKCeCCyaphl, TAKUE KaK MBIIIIb,
KJIaBUATypa, CTUIYC U T.[., YTOOBI OOJIErYUTh CO3/IaHUE OTYETA U OUCK UH(DOpPMALIUH.

5.  Kpurepum oueHkHu

Onenka 5 —
- HcuepnsiBarolee U310KEHUE TEMBI
- Yerkas JOTHKa U MOCIEIOBATEIBHOCTD U3JI0KECHH MaTepHaa
- I'pamoTHOE ¥ TOYHOE UCIOJIB30BAaHUE TEPMUHOB U IIOHATHH
- Hcnonp3oBaHHE OCTaTOYHOIO KOJIMYECTBA HCTOYHUKOB M CCBUIOK Ha HUX
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- Hannuue ananuza u BRIBOJOB HA OCHOBE MPEICTABICHHON WH(GOpMAITUU
Onenka 4 —
- Xopoiiee H3I0KEHHE TEMbl, HO C HEOONbIIMMH HEJAOYeTaMH B JIOTUKE U
MOCJIEIOBATEILHOCTH U3JIOKECHUS
- I'pamoTHOE uCnoib30BaHNE TEPMUHOB U TOHITHI, HO C HEKOTOPHIMU HETOYHOCTSMHU
- Hcnons3oBaHue JOCTATOYHOIO KOJWYECTBA HCTOYHUKOB U CCHUIOK Ha HHMX, HO HE BCEraa
MTOJTHOE M TOYHOE
- IlpucyrcTBue aHanm3a ¥ BEIBOAOB, HO HE BCET/Ia MOJTHOE U TOYHOE
Ormenka 3 —
- CpenHee U3I0KEHUE TEMBI C 3aMETHBIMHM HEJIOYETaMH B JIOTHKE U TMOCJIEI0OBATEILHOCTH
H3JIOKEHHUS
- He Bcerna rpamoTHOE HCIONB30BaHWE TEPMHUHOB U TIOHATHH, CYIICCTBYIOT OIIMOKH U
HETOYHOCTH
- Hcnons3oBaHue HEAOCTATOYHOIO KOJIMYECTBA HCTOYHUKOB M CCHUIOK Ha HUX
- AHaiu3 ¥ BBIBOJIbI OTCYTCTBYIOT MJIM HEJOCTATOYHO MOJIHBI U TOUHBI
Onenka 2 —
- Henocrarounoe u HEYETKOE H3JIOKEHUE TEMBI
Yacteie ommOKH M HETOYHOCTH B UCIIOJIb30BAHUN TEPMHUHOB M TIOHSITHI
- OTcyTCTBUE HCTOYHUKOB U CCHUIOK HAa HUX
OTcyTCcTBUE aHAIM3a U BEIBOJIOB

6. IHosicHenusi k padore

KpaTkue TeopeTnueckue cBegeHHsA

[lepconanbHble JaHHBIE - Jr00as MH(OpMAIUsA, OTHOCALIAsCS K OIpPENCIICHHOMY WU
onpenensieMomy (usznueckomy sy (cyobekty mnepcoHanbHbIX maHHbIX). WCIIAH - sT0
UH(OPMALIMOHHAs CHCTEMa, B KOTOPOil OCYIIECTBIsIETCsl 00pabO0TKa MEPCOHANBHBIX TaHHBIX.

Metoael  00e3nMYMBAHMSI MEPCOHAIBHBIX  JAHHBIX  BKJIIOYAIOT  aHOHMMM3AIHIO,
NICeBIOHMMU3ALMIO U MM (PPOBAHHUE.

Mepsl o obecrnieueHnio Oe3omacHOCTH TepcoHanbHbIX AaHHbIX B UCIIJIH BrmrogaroT
OpraHu3allMOHHbIC, TEXHUYECKUE U IOpHIuYecKrue Mepbl. OpraHu3allMOHHBIE MEPHI BKIIOYAIOT
YCTaHOBJIEHHE TMpaBWJI JOCTyla K TMEPCOHAIBHBIM JIaHHBIM, KOHTPOJIb 3a 00pabOTKOi
NEPCOHANBHBIX JJAHHBIX U 00yueHHe nepcoHana. TexHHUecKue Mepbl BKIIIOYAIOT HCIIOJIb30BaHHE
CPEICTB 3alUThl UHPOPMALIMH, KOHTPOJIb 32 TOCTYNOM K HH(OPMALlMOHHON CUCTEME, KOHTPOIIb
[IEJIOCTHOCTU JaHHBIX M Jp. lOpuanueckue Mepbl BKJIIOYAIOT 3aKIIOYEHHE JOrOBOPOB Ha
00paboTKy MepCOHATbHBIX JAHHBIX U ONpeAeICHUEe OTBETCTBEHHBIX
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CamocrositesibHas padora Ne 5
TEMA: IOAT'OTOBKA TOKYMEHTA JJIsA BUJA OCYIIECTBJIEHUSA

JEATEJbHOCTH IO TEXHUYECKOM 3AIIIMTE KOHOUJIEHIIUAJIBHON

UH®OPMAIIMA COT'JIACHO, TPEFOBAHUI ®CTIK

1. Heap (1) padoThl: MOArOTOBKA JOKYMEHTA JIsl BUAA ACATEIBHOCTH IO TEXHUYECKOU
3amuTe KOHPUICHIIMATHHON HHPOpMAITUU B cOOTBeTCTBUHU ¢ TpeboBanusmu ODCTOK..
2. 3apaumn:

- MWsyuenune tpeboBanuit ®CTOK k MOKyMEHTY M BUAA EATCILHOCTH MO TEXHUYECKOU
3amuTe KOHPUACHIINATHHONW HHPOPMAITUH.

- Coop u ananmmu3 uHpopmaruu 00 00BeKTe WH(POpPMATHU3AIMH, KOTOPHIM HYXIACTCS B
3amuTe KOHPUACHIINATHHOU HHPOPMAITUH.

- Omnpenenenane yrpo3 0Oe3onmacHOCTH HHpOpManuu W pa3paboTKa Mep M0 HX
MIPEIOTBPAIIECHUIO.

- Omnpenenenne TpeOOBaHUN K CHUCTEME 3alIUThl MH(POpMAIMM M BHIOOP HEOOXOIMMBIX
TEXHUYECKHUX CPEJICTB 3aIIUTHI.

- Pa3pabotka mokymeHTa 11  BUJA JAESITEIBHOCTH IO TEXHMYECKOM  3amuTe
KOH(HIESHIIMaTbHON HH(pOopMaIK B cooTBeTCTBUU ¢ TpeboBanusimu @CTIK.

3. IToaroroBka k padoTe M MOPSAOK BBINOJTHEHHUS:

—  H3Y4YUTh NPEIIOKECHHYIO JIUTEPATYPY;

- CoOpare unpopmanuio o i1o0oM 00bekTe MHpopMaTH3aMK (HAIpUMep, OaHKOBCKAs
CHUCTeMa, WHTEpPHET-MarasuH, TOCYJapCTBEHHBI caliT) ¥ ONpeaeauTbh Yrpo3bl
0e30macHOCTH HH(POPMAIIHH, & TAKKE MPEATOKUTH MEPHI IO UX MPEIOTBPAIIECHUIO.

- COCTaBUTb OTYET.

4. Heo0xoaquMoe o0opyaoBanue:

- KomnbioTep - HEOOXOMUMBIM MHCTPYMEHT MJIsi CO3JAaHHS TMPE3CHTAIUH, NOKIAI0B U
pedepatoB.  PexkomeHayeTcss — HCNONb30BaTh  KOMIBIOTEp € JOCTATOYHOM
MIPOU3BOUTEIILHOCTHIO, YTOOBI 00ECTICUNTh MIABHOCTh Pa0OTHI MPOrpaMM U OBICTPYIO
00paboOTKy JaHHBIX.

- IIporpamMmmHoOe oOecrieueHre - MOTYT MOTPEOOBATHCS PA3IMYHBIC MPOTPAMMBI, TAKHE KaK
Microsoft Word u apyrue.

- HuTepHeT-coeqMHEHNE - MOXKET TMOTPeOOBaThCsl IS 3arpy3KH JOMOJHUTEITHHON
nHpopMaIuu, n300paKeHU WA BUJICO.

- VYecrpoiictBa xpaHeHusi naHHbix - USB-HakonuTtenu, BHENIHUE >KECTKHE IUCKH WU
o0JiauHble CepBUCHI MOTYT MCIIOIb30BATHCS JIJIsl XPAHEHHUS MTPE3EHTAINM U JJOKJIa0B.

- Axceccyapsl - MOTYT TTOTPe0OOBAThCS JTOTIOTHUTENBHBIE aKCeCCyaphl, TAKUE KaK MBIIIIb,
KJIaBUATypa, CTUIYC U T.[., YTOOBI 0OJIEIrYUTh CO3/1aHNE OTYETOB U MOMCK UHPOPMAITUH.

5.  Kpurepum oueHkHu
Ouenka 5 —

- HcuepnbiBaroliee U3I0KEHUE TEMbI

- Yerkas JOTHKa U TIOCIEIOBATEIILHOCTh M3JIOKCHHS MaTepuaa

- ['paMOTHO€ U TOYHOE UCIOJIB30BAHUE TEPMUHOB U MOHITUI

- Hcnonp3oBaHue JOCTATOYHOTO KOJMYECTBA UCTOYHUKOB M CCHUIOK HA HUX

- Hanuuue ananuza u BEIBOJOB HA OCHOBE MPE/ICTaBICHHON HH(OpMaIIUU

Ouenka 4 —

Xopomee HU3JI0KEHUE TEMbI, HO C HEOOJILIITNMU HEAOUETAaMH B JIOTUKE H
MMOCICAOBATCIBbHOCTHU U3JI0KCHU
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rpaMOTHOG HCIIOJIb30BAHHUC TCPMHUHOB U HOHHTHﬁ, HO C HCKOTOPbIMHU HCTOYHOCTAMUA
Hcnons3oBanne JOCTAaTOYHOI'O KOJIHYECTBA UCTOYHHUKOB U CCBHIJIOK Ha HHUX, HO HE BCCraa
IIOJIHOC U TOYHOC

HpI/IC}’TCTBI/Ie dHaJIM3a U BBIBOJOB, HO HE BCETJa ITOJTHOEC U TOYHOC

Ouenka 3 —

Cpennee M30KEHUE TEMBI C 3aMETHBIMU HEJIOUYETaMH B JIOTUKE U MOCIIEI0BATEIbHOCTH
U3JI0KEHUS

He Bcerna rpamMoTHOE MCHOJIb30BaHUE TEPMUHOB M TOHSATHH, CYIIECTBYIOT OIIMOKU U
HETOYHOCTHU

Hcnonp30BaHre HEAOCTATOYHOTO KOJIMYECTBA HCTOYHUKOB U CCHUTOK Ha HUX

AHau3 ¥ BBIBOJIbI OTCYTCTBYIOT MJIM HEJOCTATOYHO MOJIHBI U TOUHBI

Onenka 2 —

HenocraTouHnoe 1 HeUETKOE U3JI0KEHNUE TEMBI
YacTeie omMUOKHU U HETOYHOCTH B UCTOJIb30BAaHUU TEPMUHOB U MOHITHIMA
OTCyTCTBI/Ie NCTOYHHUKOB U CCBIJIOK HA HUX
OTtcyTcTBUE aHAlIM3a U BHIBOJIOB
IHosicHenusi k padore

Kparkue TeopeTnueckue cBeeHHs

JIOKyMEeHT i BUJA JEATEIBHOCTH MO TEXHMYECKOW 3aluTe KOH()HICHIMAIbHON

uH(pOpMaLny SIBIIsSIETCA 00s3aTeIbHBIM TPeOOBaHUEM JIJIsl OpraHU3alMi U IPEeANPUSATHI, KOTOpbIE
pabotaroT ¢ KoH(puACHIMANbHON MHpOpManueil. OH JOIKEH COOTBETCTBOBATH TPEOOBAHUSAM
OCTOK u comepxkarb MHPOPMAIMIO O CHCTEME 3allUThl MH(POpMAIUK, BKIIOYAs OMHCAHHUE
UCTIOJIb3YEMbIX TEXHMUYECKHX CPEICTB 3allUThl M TMpoueayp oOpaboTku KOH(UIEHIHATBHOM
uHopmarnuu. Ilpu mMOATOTOBKE MOKyMEHTa HEOOXOJWMO YYUTHIBATH OCOOCHHOCTH OOBEKTa
UHPOpPMATH3aMU M BO3MOXKHBIE Yrpo3bl Oe3omacHOCTH WHGOpPMAlWU, a TaKKe BBIOMPAThH
TEXHUYECKUE CPECTBA 3alUTHI B COOTBETCTBHH ¢ TpeboBaHusiMu OCTIK.
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CamocrosiTesibHas padora Ne 6
TEMA: IOATOTOBKA TOKYMEHTA JJI51 BAAA OCYIIECTBJEHHA
JAEATEJBHOCTH 11O BBIABJEHUIO 3JIEKTPOHHBIX YCTPOUCTB,

IMPEAHA3HAYEHHBIX JJISA HEI'VTACHOI'O IOJTYYEHUA HHPOPMAILIUH, B

INOMEHEHUAX U TEXHUYECKHUX CPEJACTBAX (3A HCKJIIOYEHUEM

CJIIYYAs4, ECJIM YKASAHHASA JEATEJIBHOCTD OCYHECTBJIAETCA AJISA
OBECIIEYEHHMSA COBCTBEHHBIX HY K OPUIUYECKOI'O JIMIA NJIN
WHIUBUIYAJIBHOT O ITPEANPUHUMATEJIS) COTJIACHO TPEBOBAHUM ®CB.
MNOATI'OTOBKA JOKYMEHTA UIs1 BUJA OCYIHECTBJIEHUA JEATEJIBHOCTHU
11O PACITPOCTPAHEHUIO HIN®POBAJIBHBIX (KPUIITOI' PA®HUYECKHX)

4.

CPEJICTB COTJIACHO TPEBOBAHUI ®CTOK.

Ienp (1) padoThl: MOArOTOBUTH JOKYMEHT JUIsl MOJIYYEHHS BUAA JIEATEIBHOCTU IIO
BBISIBIICHUIO 3JIEKTPOHHBIX YCTPOMCTB, NMpEAHA3HAYEHHBIX JUIsI HETJIACHOTO TOTYYEHUS
I/IH(bOpMaI_[I/II/I B ITIOMCIICHUAX U TEXHUUYCCKUX Cp@I[CTBaX B COOTBETCTBHUHU C TpCGOBaHI/IHMH
®OCb, a Takke MNOATOTOBUTHh JOKYMEHT IS TMOJYYEHUS BHAA JEITEIBHOCTH IO

pacmpocTpaHeHUI0  MUQPPOBATBHBIX  (KpUOTOrpaUUYEcKUX)  CPEACTB  COIJIACHO
tpedboBanusM OCTOK..

3agaun:

Nzyuenne tpedoBanuit ®Ch u ®CTIK mo opranuzanuu JesTEIBHOCTH MO BBISIBICHUIO
ANEKTPOHHBIX YCTPOICTB U paCHpOCTPaHEHUIO MH(PPOBATBHBIX CPEJACTB COOTBETCTBEHHO.
Omnpenenenue TpeOOBaHUN K JOKYMEHTAIlMU [Jisi TOJNyYEHUS BUIA NEATEIBHOCTU IIO
BBISIBJICHHIO 3JIEKTPOHHBIX YCTPONUCTB U PacpOCTPAHEHUIO MIN(POBATBHBIX CPEJCTB.
CocraBneHue JOKYMEHTOB /I TMOJYYEHUsT BHUJA JEATEIBHOCTH MO BBISBICHUIO
ANEKTPOHHBIX YCTPOICTB M paCIPOCTPAHEHHUIO HIN(PPOBATBHBIX CPEACTB.

IMoaroroBka k paéore u MOPSIAOK BHINIOJHEHUSA:

W3YYUTh MPEI0KEHHYIO JINTEPATYPY;

Oznakomutbes ¢ tpeboBanusmu OChb m ®CTOK mo opranumzanuu ACSITEIBPHOCTH IO
BBISIBJICHUIO 3JIEKTPOHHBIX YCTPOUCTB M PaCIPOCTPAHCHUIO MU(PPOBATBHBIX CPEACTB.
CocraBuTh IEpeueHbh HEOOXOAUMBIX JOKYMEHTOB IS TIOJYYCHUSI BUIA JIEATEILHOCTH TI0
BBISIBJICHUIO 3JICKTPOHHBIX YCTPOWCTB M PACIPOCTPAHCHUIO MIHU(POBAIBHBIX CPEICTB B
cootBetrcTBUU ¢ TpeboBaHusIMu OCh 1 ®CTOK.

CocTaBUTh TEKCT 3asBICHUS JUIsI TOJNYYEHUS BHUAA JEIATEIBHOCTU IO BBISBICHUIO
3JICKTPOHHBIX YCTPOUCTB U PACTIPOCTPAHCHUIO MM (PPOBATLHBIX CPEACTB B COOTBETCTBUHU C
tpeboBanusiMu ®Chb u ®CTIK.

COCTaBUTh OTYET.

Heo0xoaquMoe o0opyaoBanue:
KowMmmbrotep - HEOOXOAMMBIN HHCTPYMEHT IS CO3JaHUS TPE3CHTAlWN, JOKIAJA0B U
pedepatoB.  PexkomeHayeTcsi  HCNONb30BaTh  KOMIBIOTEp €  JOCTATOYHOM
MIPOU3BOUTEIILHOCTHIO, YTOOBI 00ECTICUUTh IABHOCTh Pa0OTHI IPOrpaMM U OBICTPYIO
00pabOTKy JaHHBIX.
[IporpamMmMHOe obOecrieueHne - MOTYT OTPEOOBATHCS Pa3IMYHbIC MPOTPAMMBI, TAKHE KaK
Microsoft Word u apyrue.
WNHTepHeT-coemuHEHNE - MOXKET MOoTpeOOBaThCS Ui 3arpy3KH JOMOJHUTEITHHON
nHpopMaIuu, n300paKeHUN WA BUJICO.
VYerpoiictBa xpaHeHusi naHHbix - USB-HakonuTtenu, BHENIHHE >KECTKHE IUCKH WU
o0JauHble CepBUCHI MOTYT MCIIOIB30BATHCS JIJIsl XPAHEHUS MTPE3EHTAINM U JJOKJIaJ0B.
AKceccyapbl - MOTYT MOTPEOOBATHCS TOMOTHUTEIBHBIE aKCECCyaphl, TAKME KaK MBIIIb,
KJIaBUATypa, CTUIYC U T.[., YTOOBI 0OJIErYUTh CO3/1aHNE OTYETOB U MOMCK UHPOPMAITIH.
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5.  Kpurepum oueHkHu

Onenka 5 —
- HcuepneiBaroiee U310KEHUE TEMBI
- Yerkas JOTHKa U MOCIENOBATEIBHOCTD U3JI0KECHH MaTepHaa
- I'pamoTHOE ¥ TOYHOE UCIOJIB30BAaHUE TEPMUHOB U IIOHATHH
- Hcnonp3oBaHnE OCTATOYHOIO KOJIMYECTBA HCTOYHUKOB M CCBUIOK Ha HUX
- Hanuuue aHanu3a v BRIBOJOB Ha OCHOBE MPEICTaBICHHONW HHPOPMALIUU
Onenka 4 —
- Xopomiee HU3IOXKEHHE TEMbl, HO C HEOOJBIIUMH HEJOYeTaMHU B JIOTUKE H
IIOCJIEA0BATEIBHOCTH U3JI0KECHUS
- I'pamoTHOE UCIIOJIB30BaHNE TEPMUHOB U MIOHATHUH, HO C HEKOTOPBIMU HETOYHOCTSIMHU
- Hcnonp30BaHHE TOCTATOYHOTO KOJIMYECTBA HCTOYHHUKOB U CCBUIOK HA HHUX, HO HE BCErna
IIOJIHOE U TOYHOE
- IIpucyrcTBHE aHaIM3a ¥ BBIBOJOB, HO HE BCET/IA ITOJIHOE U TOYHOE
Onenka 3 —
- Cpensee M3II0)KEHUE TEMBI C 3aMETHBIMU HEIOYETAaMH B JIOTUKE U IIOCIEN0BAaTEIbHOCTH
U3JI0KEHUS
- He Bcerna rpaMoTHOE MCIOJB30BaHHE TEPMUHOB U MOHSATHH, CYIIECTBYIOT OIIMOKH U
HETOYHOCTHU
- Hcnonp30BaHnE HENOCTATOYHOIO KOJIMYECTBA HICTOYHUKOB M CCBUIOK Ha HUX
- AHanus3 ¥ BbIBOJBI OTCYTCTBYIOT MJIM HEJJOCTATOYHO ITOJIHBI U TOYHBI
Onenka 2 —
- HenocraTtouHoe 1 HEUETKOE U3JI0KEHUE TEMBI
YacTble OIMOKM M HETOYHOCTH B UCIOJIb30BAHUU TEPMUHOB U TOHATUI
- OtcyTcTBHE UCTOYHMKOB M CCBUIOK Ha HUX
OtcyTrcTBUE aHANIN3a U BEIBOJIOB

6. IHosicHenusi Kk padore

Kparkue TeopeTuueckue cBeeHHs
@denepanbHas ciayxba Oe3omacHoctn Poccun (OCB) u DenpepanbhHas cinyxba 1O
TEXHUYECKOH 1 3kcriopTHON KOHTpomo (PCTIK) ycranaBnuBatoT TpeGOBaHUS 17151 OpTaHU3ALUT
NeSITEIbHOCTH 1O BBISIBICHUIO 3JEKTPOHHBIX YCTPOWCTB, NMpeIHA3HAUYEHHBIX U HETJIACHOTO
NOJy4YeHUsI THPOPMALIUH, a TAKXKE 110 PacTpOCTPAHEHHIO U (PPOBATBHBIX (KPUIITOTPA)UIESCKHX )
CPEICTB.

[Ipu ocCylIecTBICHWU MACATENBHOCTH 110 BBISBICHUIO OJCKTPOHHBIX  YCTPOMCTB,
NpeJHAa3HAYCHHBIX [UI HETJacHOTO TONyYeHUs WHPOpPMAlUU, HEOOXOJMMO YYHTHIBATH
TpeboBaHus, ycTaHoOBIeHHble @DenepanbHoil ciyx0Ooi Oe3zomacHoctu (DPCB) Poccuiickoit
CDe;[epauHH. B cooTBeTcTBHU C JaHHbBIMH Tp660BaHI/I$IMI/I, BJIaaCJIbIbI HOMCH_ICHI/Iﬁ U TEXHUYCCKUX
CPEACTB OJKHBI 00ECIIeUnBaTh 3aIMTY OT HECAaHKIIMOHUPOBAHHOTO JOCTYIa K MHPOpMAIUH, a
TaKXe MPOBOJIUTH PETYIISPHBIC TPOBEPKH Ha HATMYNE HETJIACHBIX YCTPOHCTB.

JlesTenbHOCTh IO PACHpPOCTPAHEHUIO MIMQPPOBATBHBIX (KpUnTOrpaduuecKnx) CpeicTB
Takke perynupyercs denepanbHON ciyk00i TEXHUYECKOW U 3KcropTHON KOHTpoJist (PCTIK)
Poccuiickoit ®@enepanuu. Ilpu sToM HeoOXomumMo coOroAaTh TPEOOBAHUS, YCTAaHOBJICHHBIC
3aKOHOOATCJIIbCTBOM, CBA3aHHBIC C 3aLLIHTOﬁ I/IHq)OpMaI_[I/II/I OT HCCAHKIIMOHUPOBAHHOI'O JOCTYIIA.
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CamocrosiTesibHas padora Ne 7

TEMA: PABOTA C PUCK-ITIOAXOJAMHU K MOJAEJIMPOBAHUIO YI'PO3 UBb.
PA3PABOTKA MOJIEJIEX YT'PO3 BE3OITACHOCTH B UHO®OPMAIIMOHHBIX

4.

5.

CUCTEMAX ITIEPCOHAJIBHBIX TAHHBIX (MCII/TH)

Heap (M) padoOTHI: O3HAKOMIICHHME C PHUCK-TIOAXOJAMH K MOJEIMPOBAHUIO YIpo3
uHpopmannonHoil 6e3onacnoctu (Mb) u pazpaborkoil Monenel yrpo3 6€30mMacHOCTH B
MH(pOPMAIMOHHBIX cucTeMax nepcoHanbHbIX TanHbX (MCITIH)..

3agaun:

N3ydeHne 0CHOBHBIX ITOAXO0I0B K MoAenupoBanuto yrpo3 Ub.

N3ydeHue MeToIMK MPOBEICHUS aHaau3a puckoB 1 yrpo3 Ub.

Pazpabotka moneneit yrpo3 6ezonacuoctu B UCITJIH.

Orenka 3¢ (heKTUBHOCTH pa3paboTaHHBIX Mojenel yrpo3 6ezomacunoctu B UCTIIH.

IMoaroroBka k paéore M MOPSIAOK BHINIOJIHEHUSA:

W3YYUTh NMPEI0KEHHYIO JINTEPATYPY;

N3yunTh NpUHLMIBI PUCK-TTOAX0/1a K MOAeIHpoBaHuto yrpo3 Ub.

CocraBuTh cicok Bo3MoxHbIX yrpo3 b B UCIT/IH.

OueHuth ypoBeHb pucka kaxnaod yrpo3sl B MCIIIH u omnpenenutb mepsl Mo HX
MPEAOTBPALIECHUIO.

COCTaBUTbH OTYET.

Heo0xoaquMmoe o0opyaoBanue:
KowMmmbroTep - HEOOXOAMMBIN HHCTPYMEHT IS CO3JaHUS MPE3CHTAlWN, JOKIAJA0B U
pedepatoB.  PexkomeHayeTcsi — HCNONb30BaTh  KOMIBIOTEp € JOCTATOYHOM
MPOU3BOUTEIILHOCTHIO, YTOOBI 00ECIIEUUTh MIABHOCTh Pa0OTHI MPOrpaMM U OBICTPYIO
00pabOTKy JaHHBIX.
[IporpamMmMHOe obOecrieueHne - MOTYT OTPeOOBATHCS Pa3IMYHbIC MPOTPAMMBI, TAKHE KaK
Microsoft Word u apyrue.
WNHTepHeT-coeMuHEHNE - MOXKET MOoTpeOOBaThCS Ui 3arpy3KH JOIMOJHUTEIHHON
nHpopMaIuu, n300paKeHUN WA BUJICO.
VYerpoiictBa xpaHeHusi naHHbix - USB-HakonuTtenu, BHENIHHE >KECTKHE IUCKH WU
o0JauHble CepBUCHI MOTYT MCIIOIb30BATHCS JIJIsl XPAHEHHUS MTPE3EHTAINM U JJOKJIa0B.
AKkceccyapbl - MOTYT MOTPEOOBATHCS JTOMOTHUTEIBHBIE aKCECCyaphl, TAKME KaK MBbIIIb,
KJIaBUATypa, CTUIYC U T.[., YTOOBI 0OJIErYUTh CO3/1aHHE OTYETOB U MOMCK HHPOPMAIIUH.

Kpurepun onenkn

Ouenka 5 —

HcuepnbiBaroliee U30KEHUE TEMbI

UYeTkast 10TUKa U TOCIE0BATEIbHOCTD U3JI05KEHUS MaTepuaia
I'pamoTHOE ¥ TOYHOE HCMOJIB30BAHUE TEPMUHOB M MOHSATUI
Hcnonp3oBanue JO0CTAaTOYHOT'O KOJINYECCTBA HCTOYHUKOB U CChIJIOK HAa HUX
Hanuuue ananuza u BEIBOJOB Ha OCHOBE MPE/ICTaBICHHON HHGOpMaIuu

Ouenka 4 —

Xopomee HU3JI0KEHUE TEMbI, HO C HEOOJILIITUMU HEAOUETAaMH B JIOTUKE H
MMOCICAOBATCIBbHOCTHU U3JI0XKCHU

FpaMOTHOC HCII0JIb30BAHHUEC TCPMHUHOB U HOHHTHﬁ, HO C HCKOTOPBIMHU HETOYHOCTAMUA
Hcnonp3oBaHue JOCTaTOYHOIO KOJIMYECTBA MCTOYHUKOB M CCBUJIOK Ha HHUX, HO HC BCCTra
IIOJIHOC U TOYHOC

HpI/ICyTCTBI/Ie aHaJIn3a 1 BBIBOJOB, HO HEC BCECTJa ITOJITHOC U TOYHOC
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Ormenka 3 —
- CpenHee M3II0KEHUE TEMBI C 3aMETHBIMHU HEJIOYETAaMH B JIOTUKE W TOCIIEI0BATEIIBHOCTH
H3JI0KEHUS
- He Bcerma rpaMoTHOE HMCHOJIb30BaHUE TEPMHUHOB M IOHSATHH, CYIIECTBYIOT OINMOKUA W
HETOYHOCTHU
- Hcmonp30BaHue HEAOCTATOYHOIO KOJTHYECTBA HCTOYHMKOB M CCBUIOK Ha HUX
- AHanu3 ¥ BBIBOJIBI OTCYTCTBYIOT WJIM HEJJOCTATOYHO IOJHBI M TOYHBI
Onenka 2 —
- HenocrtaTouHoe 1 HEUETKOE U3I0KEHUE TEMBI
YacTeie OIMMMOKH U HETOYHOCTH B UCTIOJIH30BAHUU TCPMUHOB U TTOHITHIA
OTCyTCTBHE UCTOYHUKOB M CCHUIOK Ha HUX
OTcyTCcTBUE aHAJIM3a U BEIBOJIOB

6. IHosicHenusi k padore
KpaTkue TeopeTnueckue cBegeHHs

MopenupoBanue yrpo3 uHpopmanuonHoit 6e3omacHoctu (MbB) mpencraBnser coboit
MIPOLIECC CO3/IaHUsI MATEMAaTUYECKOM MOJEIH, KOTOpasi ONMMCHIBAET MOTEHIUAIBHBIE YIPO3bl IS
UH(OPMALIMOHHBIX CHCTEM U CpeACTB. PuUcCK-noaxon k MogenupoBanuio yrpo3 b ocHoBbIBaeTcs
Ha OIIEHKE BEPOSITHOCTM BO3HUKHOBEHHUS yrpo3 W ux mnocieactsuil gisi Wb. J{ns storo
UCTIOJIBb3YeTCsl METOJMKA IPOBEJNCHMUS aHanu3a puckoB u yrpo3 Mb. B undopmanmoHHBIX
cucreMax nepcoHanbHBIX AaHHBIX (MUCIIIH) yrpo3st b MoryT uMerh cephe3Hbie TTOCIEICTBUS
JUI KOH(QUICHIMAIBHOCTH, HEJIOCTHOCTH U JOCTYIMHOCTH NEPCOHANbHBIX JaHHBIX. Pa3paboTka
moaenen yrpo3 6e3onacHocta B MCITJIH mo3Bomsier onpenenuTs Hanbosaee BEPOSTHBIE YTPO3BI
Wb 1 npuHATE MEPBI 110 UX IIPEAOTBPALICHUIO.
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CamocrosiTesibHas padora Ne 8

TEMA: PEAJIMBALIMUA MOAEJIN YI'PO3 BE3OITACHOCTH ITEPCOHAJIBHBIX

JAHHBIX ITPU UX OBPABOTKE B UTH®OOPMALIMOHHBIX CUCTEMAX.

1. Leas (1) padoThl: peanu3anus MOJEIH yrpo3 6€30MaCHOCTH NEPCOHATBHBIX JAHHBIX MIPH
nx 00paboTke B HHGOPMAITMOHHBIX CUCTEMAX.
2. 3agaun:

- U3yyeHue mpaBOBBIX, OPraHMU3ALMOHHBIX M TEXHUYECKUX Mep IO 00ecreueHuto
0€30I1aCHOCTH NEPCOHAIBHBIX JaHHBIX.

- Anamu3 yrpo3 0€30MacHOCTM TMEPCOHAJBHBIX JIAHHBIX TpH HUX 00paboTke B
MH(POPMALMOHHBIX CUCTEMAX.

- Pazpaborka mMozmenu yrpo3 0€30MacHOCTH NEPCOHAIBHBIX JAHHBIX NPU UX 00paboTKe B
MH(POPMALMOHHBIX CHCTEMAX.

- Peanuzamus Mozaenu yrpo3 0€30HaCHOCTH TEPCOHAIBHBIX JIAaHHBIX B BBIOpaHHOM
MPOrpaMMHOM 00€CIICUCHUH.

3. IMoaroroBka k paéore u MOPSIAOK BHINIOJHEHUSA:

—  U3YYUTH NPEIJIOKECHHYIO JTUTEPATYPY;

- V3yunTh OCHOBBI 3allIUThI IEPCOHATBHBIX JAHHBIX M 3aKOHOJIATEILCTBO B 3TOM 00IacTH.

- CocTraBuTh CIHCOK yrpo3 0€30MacHOCTH MEPCOHANBHBIX TaHHBIX B MH(OPMAIIMOHHBIX
cucTeMax.

- PaszpaboraTh Mozenbh Yyrpo3 0€30MaCHOCTH MEPCOHAIBHBIX JaHHBIX MPH UX 00paboTKe B
MH(POPMALIMOHHBIX CHCTEMAX.

- IlpumMeHHUTH MOZETH K KOHKPETHOM MH(POPMALIMOHHOM CUCTEME [T OLIEHKU YPOBHS YIPO3
0€30I1aCHOCTH NEPCOHATIBHBIX JAHHBIX.

- PazpaboraTh 1uiaH MO YCTPAaHEHMIO BBISBICHHBIX Yrpo3 O€30MacHOCTH IMEPCOHAIBHBIX
JTAHHBIX.

— COCTaBHTb OTYET.

4. Heo0xoqumoe obopynoBanme:

- Kowmmnbiorep - HE0OXOAMMBIH MHCTPYMEHT JJIS CO3JaHMS TPE3EHTAllMl, JOKJIAJ0B H
pedepatoB.  PekomeHayercs = HMCIONB30BaTh  KOMIBIOTEp € JIOCTaTOYHOH
MIPOU3BOUTEIHHOCTBIO, YTOOBI 00ECTICUNTh IIJIABHOCTH Pa0OTHI MPOTPaMM U OBICTPYIO
00paboOTKy JaHHBIX.

- IlporpammHOe o0OecrieueHue - MOTyT OTPeOOBAaThCs Pa3IMYHbIE IPOTPAMMBI, TAKUE KaK
Microsoft Word u npyrue.

- lHTepHeT-coeMHEHHE - MOXXET MOTpPeOOBaThCA [UId 3arpy3kKH JIOMOJHUTENIBHOU
uH(pOpMaLIK, U300paKEHUI UK BUJIEO.

- VYcrpoiicTBa XpaHeHUs JaHHbIX - USB-HakonuTenu, BHEIIHWE >KECTKUE ITUCKU HIH
00J1aYHbBIE CEPBUCHI MOTYT UCIIOIB30BATHCS ISl XPaHEHH IPE3CHTAUI U JOKIIaI0B.

- Akceccyapsl - MOT'YT OTpeOOBATbCs JOMOJHUTEIbHBIE aKCECCYyaphl, TAKUE KaK MBIIIb,
KJIaBHATypa, CTUIYC U T.[., YTOOBI 0OJETYUTh CO3/IaHHE OTYETOB M MOMCK UH(OPMAIIHH.

5. Kpurepun ouenku
Onenka 5 —

HcuepnsiBarolee U310KEHUE TEMBI

Yerkast IOTMKa U NOCIEA0BATENBHOCTD U3JI0KEHUS MaTepralla
I'paMOTHOE ¥ TOYHOE UCIOJIB30BAaHUE TEPMUHOB U IIOHATHN
Hcnonp30BaHnEe JOCTATOYHOTO KOJIMYECTBA HCTOYHUKOB M CCBUIOK Ha HUX
Hanuyne ananu3a 1 BEIBOJIOB HAa OCHOBE NPEACTABICHHON HH(pOpMaInu
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Ouenka 4 —
- Xopoimee H3IOKCHHE TEMbl, HO C HEOOJBIIMMH HEJAOYETaMH B JIOTHKE U
[IOCJIENOBATEILHOCTH H3JI0KEHHUS
- I'pamMOTHOE HCIIOTB30BAaHKE TEPMUHOB U MOHITHIA, HO C HEKOTOPBIMU HETOYHOCTSIMU
- Hcoonp30BaHue JOCTATOYHOrO KOJIMYECTBA NCTOYHUKOB M CCHUIOK Ha HHX, HO HE BCErIa
ITOJIHOE ¥ TOYHOE
- IlpucyTrcTBHE aHanM3a U BBIBOJOB, HO HE BCET/Ia MTOJIHOE i TOYHOE
Onenka 3 —
- Cpennee U3IOKEHUE TEMBI C 3aMETHBIMU HEIOUYETAaMH B JIOTUKE U TOCIIEI0BATEIIHBHOCTH
W3JI0KEHUS
- He Bcerma rpaMoTHOE MCTOJB30BaHUE TEPMUHOB WM TMOHSATHH, CYIIECTBYIOT OIIUOKU U
HETOYHOCTH
- Hcnonp3oBaHue HEJOCTATOYHOIO KOJIMYECTBA HCTOYHHUKOB U CCHUIOK Ha HUX
— AHanm3 ¥ BBIBOJIBI OTCYTCTBYIOT WJIH HEJOCTATOYHO ITOJTHBI M TOYHBI
Ormenka 2 —
- HenocTaTouHoe ¥ HEYETKOE U3T0KEHHE TEMBI
- YacTeie OMMOKY U HETOYHOCTHU B MCTIOJIH30BAHUM TEPMUHOB U TTOHITHIA
- OTtcyTcTBHE UCTOYHUKOB M CCHUIOK Ha HUX
- OtcyTcTBUE aHANIM3a U BEIBOJIOB

6. IlosicHenus k padore
Kparkue TeopeTuueckue cBeleHHs

OOpaboTka NEpPCOHAIBHBIX JaHHBIX TpeOyeT BBICOKOTO YPOBHS 3alUTHI, YTOOBI
rapaHTUPOBaTh KOH(UICHIMATBHOCTh W HMHTETPUTET ATUX JAHHBIX. YTPO3bl 0€301MacHOCTH
NEepCOHATBHBIX JaHHBIX MOTYT BO3HUKaThb M3 PA3IMYHBIX MCTOYHHUKOB, TaKUX Kak
HECaHKIIMOHUPOBAHHBIN IOCTYII, yTeUKa JaHHBIX, BpegoHocHoe [10, ataku Ha ceTh U T.1.

Mogenu yrpo3 0e30MacHOCTH MEPCOHAIBHBIX JAHHBIX MO3BOJIAIOT HUICHTU(UIIMPOBATDH
NOTCHIMATILHBIE YIPO3bl W OLEHHUTh WX BIMSHHE Ha WHPOPMAIMOHHYIO cucTeMy. OHH Tarke
MOTYT TOMOYb pa3paboTaTh SPQPEKTHUBHBIE Mepbl 0€30MacHOCTH Ul TNPEAOTBpPAIICHUS H
YCTpaHEeHHUs 3TUX yrpo3.

Peanuzanus Momenu yrpo3 0e30MacHOCTH TMEPCOHATIBHBIX JAHHBIX BKJIIOYAaeT B celd
OIICHKY CHCTEMbI Ha HAJIMYKE ySI3BUMOCTEH, BBISIBIICHUE YIp03 0€30MacHOCTH, aHATU3 U OIICHKY
BJIMSTHUSL ATHX YTpo3 Ha MH(GOPMALMOHHYIO CHCTEMY, pa3paboTKy Mep MO MPEeAOTBPAILEHUIO U
YCTpaHEHUIO yrpo3 0€30MacHOCTH, U HEMPEPHIBHBI MOHUTOPUHT 0€30MaCHOCTH.
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CamocrositesibHas padora Ne 9

TEMA: IIPOBEJEHHUE AHAJIN3A CETEBBIX PECYPCOB OPI'AHU3ALINMN.
IMPOBEJIEHUE AHAJIN3A COTPYJIHUKOB OPTAHU3AIIMU C TOYKHU 3PEHUA

WH®OPMAIIMOHHBIN BE3OITACHOCTHU

1. eanb (1) padoThI: TPOBECTH aHAJIU3 CETEBBIX PECYPCOB OPraHU3AIMU U COTPYIHUKOB C
TOYKHU 3peHUS HHPOPMALMOHHOM O€30MacCHOCTH.
2. 3apaum:
- H3ydeHue CyIIECTBYIOIIHUX CETEBBIX PECYpPCOB OpraHU3allMd, BKJIIOYasl ammapaTHoe U
MporpaMMHOE 0OecTieueHue, HACTPOUKH U TIpaBa JOCTYTIA.
- OrnpeneneHue ysI3BUMOCTEN B ceTeBOM MH(MPACTPYKTYpE OPraHU3alMK U BBIPAOOTKA MEp
10 UX YCTPAHECHHUIO.
- AHanu3 NOJUTHKU HH(OPMALMOHHONW 0€30MacHOCTH OpraHU3allid U €€ COOTBETCTBHUS
TpeOOBaHUSM 3aKOHO/IATEIHCTBA U CTAHAAPTOB.
- OrmeHka KOMIIETCHIIMA COTPYAHUKOB OpraHu3alud B 00JacTd HMHGOPMAIMOHHON
0€30MMaCHOCTH U BBHISIBJICHHE CI1a0bIX MECT.
3. IToaroroBka k padoTe M MOPS/IOK BBINOJTHEHHUS:
- H3Y4YUTh NPEIJIOKECHHYIO JIUTEPATYPY;
- IIpoBectu aHanu3 6€30MACHOCTH CETEBOM MHPPACTPYKTYPHI KOMITBIOTEPHOTO KJlacca Uiu
JIOKaJIbHOM ceTu Ha 06a3e MpeoCTaBICHHbBIX CPEJICTB M TEXHOJIOTUH, BBISIBUTh YA3BUMOCTH
U pa3paboTaTh MEPHI 10 UX YCTPAHEHHUIO.
- COCTaBUTb OTYET.
4. Heo0xoaquMmoe o0opyaoBanue:

- KomnbioTep - HEOOXOMUMBIM WHCTPYMEHT MJIsi CO3JAaHHS TMPE3CHTAIUH, TOKIAI0B U
pedepatoB.  PexkomeHayeTcss  HCNONb30BaTh  KOMIBIOTEp € JOCTATOYHOM
MIPOU3BOUTEIILHOCTHIO, YTOOBI 00ECTICUNTh MIABHOCTh Pa0OTHI MPOrpaMM U OBICTPYIO
00pabOTKy JaHHBIX.

- IIporpamMmmHoOe oOecriedeHre - MOTYT MOTPEOOBATHCS PA3IMYHBIC MPOTPAMMBI, TAKHE KaK
Microsoft Word u apyrue.

- HuTepHer-coeqMHEHNE - MOXKET TMOTPeOOBaThCsl IS 3arpy3KH JOMOJIHUTEITHHON
nHpopMaIuu, n300paKeHUN WA BUJICO.

- VYecrpoiictBa xpaHeHusi naHHbix - USB-Hakonurtenu, BHENIHUE >KECTKHE IUCKH WU
o0JauHble CepBUCHI MOTYT HCIIOIb30BATHCS JIJIsl XPAHEHUS MTPE3EHTAINM U JJOKJIaJ0B.

- Axceccyapsl - MOTYT TTOTPe0OBAThCS JTOTIOTHUTENBLHBIE aKCeCCyaphl, TAKUE KaK MBIIIIb,
KJIaBUATypa, CTUIYC U T.[., YTOOBI 0OJIETrYUTh CO3/1aHNE OTYETOB U MOMCK MHPOPMAITUH.

5.  Kpurepum oueHkHu
Ouenka 5 —
- HcuepnbiBaroliee U3J05KEHUE TEMbI
- Uerkas J0rvKa v mociaea0BaTeIbHOCTh U3JI0KEHUSI MaTepraia
- ['paMOTHO€ U TOYHOE UCIOJIb30BAHUE TEPMUHOB U MOHITUI
- Hcnonp3oBaHue 10CTaTOYHOTO KOJUYECTBA UCTOUHUKOB M CCHUIOK Ha HUX
- Hanuuue ananuza u BRIBOJOB Ha OCHOBE MPE/ICTaBICHHON HH(GOpMaIIuU
Onenka 4 —

Xopomee HU3JI0KEHUE TEMbI, HO C HEOOJILIITNMU HEAOUECTAMH B JIOTUKE H
MMOCICAOBATCIBbHOCTHU U3JI0XKCHU
FpaMOTHOC HCII0JIb30BAHHUEC TCPMHUHOB U HOHHTHﬁ, HO C HCKOTOPBIMHU HETOYHOCTAMUA
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- Hcnonw3oBanue JOCTaTOYHOI'O KOJIMYECTBA MCTOYHHMKOB M CCBUIOK Ha HUX, HO HE BCEraa
MOJIHOE ¥ TOYHOE
- IlpucyrcTBue aHanM3a U BEIBOAOB, HO HE BCEI/Ia MOJHOE U TOYHOE
Onenka 3 —
- CpenHee U3JI0KEHUE TEMBI C 3aMETHBIMHM HEJI0YETaMH B JIOTHKE U IMOCJIEI0BATEIbHOCTH
W3JI0KEHUS
- He Bcerma rpaMoTHOE MCTOJIB30BaHUE TEPMUHOB WM TOHSATHH, CYIIECTBYIOT OINUOKU U
HETOYHOCTH
- Hcnonw3oBaHue HEOCTATOYHOTO KOJIMYECTBA MCTOYHUKOB M CCHIJIOK Ha HUX
- AHau3 ¥ BBIBOJIBI OTCYTCTBYIOT MJIM HEJOCTATOYHO TOJIHBI M TOUHBI
Ornenka 2 —
- HenocTaTouHoe M HEYETKOE H3JI0KEHHE TEMBI
- YacTeie OMMOKY U HETOYHOCTH B MCTIOJIH30BAHUM TEPMUHOB U TTOHITHIA
- OTCyTCTBHE HCTOYHUKOB U CCHUTOK HAa HUX
- OrTcyTcTBUE aHAIU3a U BHIBOJIOB

6. IlosicHenus k padore

Kparkue TeopeTuueckue cBeeHHs

AHanM3 CeTEeBBIX PECypcoB U COTPYIHUKOB SBISETCA BaXKHOM COCTaBISIOLICH
oOecrieyeHnss MHPOPMALMOHHOW Oe3omacHoCTH opraHu3anud. COBpEeMEHHBIE TEXHOJOTUU H
MHOT'OYHCIICHHbIE YIPO3bl, CBSA3aHHbIE C HApYyIIEHHEM OE30MaCHOCTH JaHHBIX U CETeH, TpeOyroT
CHCTEMaTHUYECKOTO aHAJIM3a CETEBBIX PECYPCOB M OILCHKH KOMIIETCHLUH COTPYIHUKOB. AHAIM3
CETEBBIX PECYpPCOB IOMOTAET BBISIBUTH YSI3BUMOCTH U PUCKH OE€30MAaCHOCTH, a TaKXkKe pa3padboTarhb
MepHhI M0 UX YCTPAHEHUIO. AHAINU3 COTPYAHUKOB MO3BOJISIET ONPENEIUTh YPOBEHb UX 3HAHUHN U
HaBBIKOB B 00;1aCTH MH(POPMAITMOHHOW 0€30MaCHOCTH U BBIIBUTH cla0ble MECTa, KOTOPhIE MOTYT
CTaTh KCTOYHUKOM yIrpo3 sl oprann3anuu. OneHKa NoJIUTUKA HHPOPMALIMOHHOM 6€3011acCHOCTH
OpraHu3allii IMOMOTaeT YOEOUThCS B €€ COOTBETCTBHM TPEOOBAHUSAM 3aKOHOAATENIBCTBA U
CTaHJapTOB.
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4.

5.

CamocrositesanbHast padora Ne 10

TEMA: PABOTA C OCHOBHBIMU NNOHATHUAMM CJIYKEBHOMN TAVHBI

Iean (1) padoThbI: 03HAKOMUTHCS C OCHOBHBIMHU TOHSITHUSMH CIIY>)KCOHOW TaliHBI U €e
IIPaBOBBIM peryinpoBaHueM B Poccuiickon @enepanun..

3agaun:

PaccMmoTpeTh OCHOBHBIC MTOHATHS CITY>K€OHOM TailHBI U €€ BHIBI.

W3yunTh npaBoBbIe OCHOBBI PETYJIHUPOBAHUS CIIY:KeOHOH TaliHbI B Poccum.
O3HAaKOMUTBHCA C TOPSIAKOM oOparieHusi ¢ HHPOpMaIHe, OTHECEHHON K CIy)KeOHOM
TaiiHe.

Pazobpatbcs B OTBETCTBEHHOCTH 32 HAPYIICHUE PEKUMA CITY)KEOHON TalHBI.

IMoaroroBka k paéore M MOPSIAOK BHINIOJTHEHUSA:

H3YYUTH IPEATI0KEHHYIO IUTEPATYPY;

Hamumure 3cce Ha TeMy "3HaueHHe CiyKeOHOM TaliHbI 1)1 oOecrieueHrs 6€30MacHOCTH
rocynapcrsa'.

COCTaBUTb OTYET.

Heo0xoaquMoe o0opyaoBanue:
KowMmmbroTep - HEOOXOAMMBIN HHCTPYMEHT IS CO3JaHUS MPE3CHTAlWN, JOKIAJA0B U
pedepatoB.  PexkomeHayeTcsi — HCNONb30BaTh  KOMIBIOTEp € JOCTATOYHOM
MPOU3BOUTEIILHOCTHIO, YTOOBI 00ECTICUUTh MIABHOCTh Pa0OTHI MPOrpaMM U OBICTPYIO
00pabOTKy JaHHBIX.
[IporpamMmMHOe obOecrieueHne - MOTYT OTPeOOBATHCS Pa3IMUHbIC MPOTPAMMBI, TAKHUE KaK
Microsoft Word u apyrue.
WNHTepHeT-coeMMHEHNE - MOXET MOoTpeOOBaThCS JUIS 3arpy3KH JOMOJHUTEIHHON
nHpopMaIuu, n300paKeHUI WA BUJICO.
VYerpoiictBa xpaHeHusi naHHbix - USB-HakonuTtenu, BHENIHHE >KECTKHE IUCKH WU
o0JauHble CepBUCHI MOTYT MCIIOIb30BATHCS JIJIsl XPAHEHUS MTPE3EHTAINM U JJOKJIa0B.
AKkceccyapbl - MOTYT MOTPEOOBATHCS OMOTHUTEIBHBIE aKCECCyaphl, TAKME KaK MBbIIIb,
KJIaBUATypa, CTUIYC U T.[., YTOOBI 0OJIErYUTh CO3/1aHNE OTYETOB U MOMCK MHPOPMAITUH.

Kpurepun onenkn

Ouenka 5 —

HcuepnbiBaroliiee U30KEHUE TEMbI

UeTkast 10TUKa U TOCIE0BATEIbHOCTD U3JI0KEHUS MaTepuaia
I'pamoTHOE ¥ TOYHOE HCMOJIB30BAHUE TEPMUHOB M MOHATUI
Hcnonp3oBanue JO0CTAaTOYHOT'O KOJINYECCTBA HCTOYHUKOB U CChIJIOK Ha HUX
Hanuuue ananuza u BEIBOJOB Ha OCHOBE MPE/ICTaBICHHON HH(GOpMaIuu

Onenka 4 —

Xopomee HU3JI0KEHUE TEMbI, HO C HEOOJILIITNMU HEAOUETAaMH B JIOTUKE H
MMOCICAOBATCIBbHOCTHU U3JI0XKCHU

FpaMOTHOC HCII0JIb30BAHHUEC TCPMHUHOB U HOHHTHﬁ, HO C HCKOTOPBIMHU HETOYHOCTAMU
Hcnonp3oBaHue JOCTaTOYHOIO KOJIHMYECTBA HCTOYHUKOB M CCBUJIOK Ha HHUX, HO HC BCCTra
IIOJIHOC U TOYHOC

HpI/ICyTCTBI/Ie aHaJIn3a 1 BBIBOJOB, HO HEC BCECTJa IIOJITHOC U TOYHOC

Onenka 3 —

Cpe;[Hee H3JI0KCHHUEC TCEMbI C 3aMCTHBIMH HCAO0YCTAaMHU B JIOTUKE W ITOCICIOBATCIBHOCTHU
H3JI0KCHU A
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- He Bcerma rpaMoTHOE MCTOJIB30BAaHUE TEPMUHOB WM TOHSATHH, CYIIECTBYIOT OINUOKU U
HETOYHOCTH
- Hcnonp3oBaHue HEJOCTATOYHOIO KOJIMYECTBA HUCTOYHHUKOB U CCHUIOK Ha HUX
— AHanm3 ¥ BBIBOJIBI OTCYTCTBYIOT WJIH HEJOCTATOYHO ITOJTHBI M TOYHBI
Ormenka 2 —
- HenocTaTouHoe ¥ HEYETKOE U3T0KEHHE TEMBI
- YacTeie OMMOKY U HETOYHOCTH B MCTIOIH30BAHIUN TEPMUHOB U MTOHITHIA
- OTtcyTcTBHE UCTOYHUKOB M CCBUIOK Ha HUX
- OtcyTcTBUE aHANIM3a U BEIBOJIOB

6. IlosicHenus k padore
Kpatkue TeopeTuueckue cBeeHHs

CayxeOHast TaifHa - 3TO MH(pOpPMAIKs, 3aIIUIICHHAS 3aKOHOM OT pasIJIalleHusi, B TOM
Yuciie B MHTepecax odecredeHus: 0e30MacHOCTH TOCy1apcTBa, 0OOPOHBI CTPaHbI, HAITMOHAIBHOTO
€IMHCTBA.

CryxeOHas TaifHa SBIIIETCS 4YaCcThIO 3aKOHA, KOTOPBIN OTOBapHBaeT KOH(MUIEHIIUATEHOCTh
uHpOpMaLMK, TOJTYYEHHOW B paMKax cCiy)keOHOH aearenbHocTd. CiyxeOHas TaiiHa HMeeT
0COOBIN CTaTyc, KOTOpBIH oOecreuyrBaeT €€ 3alluTy OT HECAHKI[MOHWPOBAHHOIO JOCTYyINa M
PacKpBITHS.

OCHOBHBIE TIOHATHSI, CBA3aHHBIE CO CIYKEOHOM TailHOH, BKIIIOYAIOT CIIEayIOLIee:

- CekpeTbl TOCYIapCTBEHHOM CIYyKObl - KOH(UIECHIMATbHAS WH(POpPMAIIUS,
KacaloIascs rocylapCTBEHHON MOJUTHKH, OOOPOHBI U O€30MacHOCTH CTpaHbI, a
TaKXKe pean3aliy 3aKOHOB.

- CayxeOHble cBeieHUs - HH(pOpMAIHs, TOJYyYeHHAs B PE3yJIbTaTe OCYIIECTBICHHUS
CIIy’K€OHOH IeTENbHOCTH, KOTOPasl JOJKHA OCTABATHCSA KOH(DUICHIIMATBHOM.

- CnyxeOHas TaiiHa - HHPOpMaLUs, KOTOpPask COAEPIKUTCS B CIYKEOHBIX CBEIEHUSIX
U HE MOJKET OBITh pasIuialieHa 0e3 pa3perieHuss KOMIETEHTHBIX OPraHoB.
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CnucoK UCTOYHMKOB HH(popMannu:

1.

bapanosa, E.K. Nndopmanuonnas Oe3omacHOCT, W 3amuTa WHpOpManuu: ydeOHOE
nocobue/ E.K.bapanosa, A.B.babam. — 3-e u3n., nepepad. u non. — Mocksa: PUOP:
NHOPA-M, 2020.

3amuta napopmanuu: yuyedbnoe mocodue / A.Il. XKyx, E.IL. XKyk, O.M. Jlenemxkun, A.H.
TumomkwuH. - 3-¢ u3x. - Mocksa: PUOP: UHDPA-M, 2019.

HoBukos, B.K. OpranuzannoHHO-IIpaBOBbIE OCHOBBI MH(OPMAIIMOHHOW O€30MacCHOCTH
(3amuTel nHGOpManun). FOpuanyeckast OTBETCTBEHHOCTh 3a IIPABOHAPYIICHUS B 00J1aCcTH
nH(popMannoHHOW Oe3omacHocTH (3amuThl HHGOpMaIuK): yueoHoe mocodme / B.K.
Hosukos. - Mocksa: ['opsiuas JIluaus—Tenexom, 2017.

OpraHu3anroHHOE U MPaBOBOE o0ecreyeHne nH(HOPMAIIMOHHON 0e30MacHOCTH: YUEOHUK
n mpaktukym 1is ByzoB / T. A. IlomskoBa, A. A. CrpensiioB, C. I'. UyOykosa,
B. A. Huecos; nox pexn. T. A. ITonskooii, A. A. CtpensiioBa. — Mocksa: FOpaiit, 2020.
XabubynuH, A. I'. TIpaBoBoe obecrnieueHrne MpopecCUHOHATHHON AEATEILHOCTH: YICOHUK
s cryn. yapexa. CIIO/ A.I'. Xa6ubynun, K.P. MypcanumoB. — 2-e u3n., nepepad. u
JOTL. —
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