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1. IACIIOPT PABOYEM ITPOT'PAMMBI TIPO®ECCHOHAJIBHOT'O MOJYJISA

1.1. O0JacTh IPpUMEHeHHUs POTrPaMMBbl
PaGouas nporpamma 1pohecCuoHaTBLHOTO MOJyJIS «O0ecneyeHue
HH(OPMAILMOHHOI 0e30IIaCHOCTH CHCTeM MOOWJIBHON CBSI3M» (Jlajee IporpaMma) sIBIsIeTCA
4acThI0 OCHOBHOHM 00pa3oBaTelIbHON MPOrpaMMBbl: MPOrpaMMbl MOJTOTOBKU CIIELUATINCTOB CPEAHETO
3BeHa (IIIICC3).

[Iporpamma B cootBercTBHHM ¢ PI'OC mo cnemumanpHoctr CITO 11.02.08 CpencrBa cBsizu ¢
NMOABMKHBIMH 00beKTaMH (6a30BOi NOATOTOBKM) CIHOCOOCTBYET OCBOCHHUIO BHUJA JICATCIBHOCTH:
«Oobecneyenne nHGOPMALMOHHON 0€30MIACHOCTH CHCTEM MOOMJILHOM CBSI3U» U COOTBETCTBYIOIIUX
npodeccnonanbHbXx KomnereHui (I1K):

IIK 3.1. HMcnonb3oBaTh MNpOrpaMMHO-amNIapaTHBIE CPEICTBA 3aIIUTHl MH(POPMAIMK B CHCTEMax
MOOUITLHOM CBSI3H.
JIK 3.2. [IpuMeHATh cHCTEMBbI aHaM3a 3alMIICHHOCTH I OOHAPYKEHHS YA3BUMOCTEH B CETEBOM
UHPPACTPYKTYpE, 1aBaTh PEKOMEHAINHU TI0 UX YCTPAHEHHIO.
1K 3.3. OGecnieunBarh 0€30MacHOE aIMUHUCTPUPOBAHKE CETCH BEIIIAHMS.

Ona sBisieTcs enHOM Ais Beex popM o0yueHus. Pabouast mporpamMma coepKUT TEMaTHYECKUI
IUIaH U CIYXHT OCHOBOM uig pa3paboTKu  KOHTposibHO-oueHOuHbIX  cpenctB  (KOC)
pohecCuOHATBHOTO MOIYJIS.

[Tporpamma npohecCHOHaTBLHOTO MOAYJISI MOXKET OBITh UCIIOJIb30BaHA!
o B JIOTIOJIHUTEIILHOM TPO()ECCHOHAIILHOM 00pa30BaHUK M MPO(ECCHOHANTBHOW TOATOTOBKE B
00J1aCTH TEIIEKOMMYHHKAIMHA TPU HATWYHH CPEIHEro (IOJTHOr0) 00mero o0pa3oBaHus, ONBIT pabOTHI
He TpedyeTcs;
. IIPU OPTaHM3ALMU KYPCOB IOBBIIICHUS KBATM(UKAIUN U TIEPETIOATOTOBKE PAOOTHHKOB CBS3H
[IPYU HAJIMYUHU TIPO(HECCHOHATFHOTO 00pa30BaHusl.

1.2. Henu u 3aga4u MOaYJisl — TPeOOBAHHUSA K Pe3yJIbTaTaM OCBOEHHS MOIYJIsl:

C uenpl0 OBIAJAEHUS  YKAa3aHHBIM  BHUJOM  JEATEIBHOCTH M COOTBETCTBYIOLIUMU
npodeCCHOHATBHBIMU KOMITETEHIIUAMU 00yYaroIUACs B X0 OCBOEHUS POPECCHOHATIBHOIO MOTYJIs
JTOJIKEH:

HMeTh NMPAKTUYECKUIl ONbIT:
e BBISIBJICHUS KaHAJIOB YTEUKH MH()OpMAaIINH;
orpezieNieHUs] HEOOXOANMBIX CPEJICTB 3ALUTHI;
MIPOBEJICHUS aTTECTAllMU 00bEKTa 3aIIUThI (TPOBEPKU YPOBHS 3aIIMILIEHHOCTH);
pa3pabOTKH MOJIUTUKU O€30TaCHOCTH JIJIsi 0OBEKTA 3allHUTHI;
YCTaHOBKH, HACTPONKHU CHEHAIN3UPOBAHHOTO 000PYAOBaHHUS 110 3aIIKUTe HHPOPMAIUY;
BBISIBJICHHSI BO3MOXHBIX aTaK Ha aBTOMAaTU3UPOBAHHBIE CUCTEMBI;
YCTAHOBKM M HACTPOMKM MPOTPAaMMHBIX CPEACTB 3aLIUThl aBTOMATU3UPOBAHHBIX CUCTEM U
UH(POPMALMOHHO-KOMMYHHUKALIMOHHBIX CETEeHl;
e KOH(GUI'YpUpPOBaHHUS aBTOMATHU3MPOBAHHBIX CHCTEM M HMH(OPMAIMOHHO-KOMMYHHKAIIMOHHBIX
CeTel;
® TMPOBEPKM  3ALIMIIEHHOCTH  aBTOMATU3MPOBAaHHBIX  CHCTEM M UH(POPMALMOHHO-
KOMMYHHKAIIUOHHBIX CETEM;
e 3aIUTHI 0a3 JaHHBIX;
e OpraHM3alliy 3allUThl B Pa3JIMYHBIX ONEPAL[MOHHBIX CUCTEMAX U Cpeaax;
e mumdpoBaHUI HHPOPMAIIH;
yMeThb:
e KIaCCUPUIIMPOBATH YIPO3bl HHPOPMAITMOHHONW 0€30MMaCHOCTH;
MIPOBOAUTH BHIOOPKY CPEACTB 3alllUThHI B COOTBETCTBUU C BBISBIEHHBIMU YTPO3aMH;
OTIpe/IeIIsATh BO3MOXKHBIE BU/IbI aTaK;
OCYILIECTBIISTH MEPOIPUSATHS 10 MPOBEICHUIO aTTECTAIIMOHHBIX padoT;
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pa3pabaTrhiBaTh MOJTUTHKY OE30MMACHOCTH 00BEKTA;

BBITIOJIHATh PAacyeT M YCTAHOBKY CIICIUAIM3HPOBAHHOTO OOOPYMOBaHHS IS MaKCHMAaJIbHON
3alIMICHHOCTH 00BEKTA;

HCIOJIb30BATh MPOTPAMMHBIE TPOTYKTHI, BBISBIISIOIINE HEJJOCTATKA CUCTEM 3aIlUTHI,
MIPOU3BOJIUTH YCTAHOBKY U HACTPOMKY CPE/ICTB 3AIIUTHI,

KOH(UTYpHPOBATh ABTOMATU3HPOBAHHBIE CHCTEMBI M HWH()OPMAIIMOHHO-KOMMYHHUKAI[MOHHBIE
CETH B COOTBETCTBHH C TIOJUTUKON HH(DOPMAIIMOHHOM 0€30MacHOCTH;

BBINOJIHATH TECTUPOBAHHUE CHCTEM C IEJIBIO ONPEICICHUST YPOBHS 3alIMIIICHHOCTH;
WCIIOJIB30BATh MPOTrPAMMHBIC TIPOIYKTHI JUISI 3alIUTHI 0a3 JaHHBIX;

MIPUMEHSITh KPUNITOTpadUIeCKHe METO bl 3aIIUTHI HHPOpMAIIHH;

KaHaJIbl YTEUKU WH(POPMAIHH;

Ha3HAa4YeHUE, KIaCCU(PHUKAUIO ¥ TIPUHLIUIIBI pabOTHI CIIEHATH3UPOBAHHOTO 000PYAOBAHNUS;
NPUHINIB TOCTPOSHUST HH)OPMALMOHHO-KOMMYHHUKAIIMOHHBIX CEeTeH

BO3MOJXKHBIE CITOCOOBI HECAHKIIHOHUPOBAHHOTO JIOCTYTIA;

3aKOHO/IaTeNIbHBIE ¥ HOPMAaTHBHBIC TIIPaBOBBIE aKThl B 00JACTH  HMH(POPMAIOHHOM
0€30I1aCHOCTH;

IpaBUJIa IPOBEICHHUS BO3MOXKHBIX MTPOBEPOK;

3TaIbl ONpeAeIeHus] KOHPHUICHINATBHOCTH JTOKYMEHTOB 00BEKTa 3aIUTHI;

TEXHOJIOTUU MPUMEHEHUS TPOTPAMMHBIX TIPOYKTOB;

3Tambl ONpeAeIeHus KOHPUICHIINAIbHOCTH JOKYMEHTOB O0bEKTa 3alHTHI;

BO3MO)KHBIE CITOCOOBI, MECTa YCTAHOBKH U HACTPOWKH IPOTPAMMHBIX ITPOIYKTOB;
KOH(UTYypalMy 3aIIUIIAeMbIX CETeH;

JITOPUTMBI PA0OTHI TECTOBBIX MPOTPAMM;

CpeACTBa 3aIIUTHI PA3JIMYHBIX ONEPALMOHHBIX CHCTEM U CpPeZ;

CTIOCOOBI M METOIbI M (pOBaHUS HHDOPMAITIH.

1.3. Kosin4ecTBO 4aCOB HA OCBOEHHE NMPOrPaMMBbl JIHCIHUIIIMHBI
Bcero — 198 yacoB, B TOM 4HCIIE:
00s13aTeNIbHON ayTUTOPHOM yueOHoi Harpy3ku oOyuatomerocst — 150 yacos,
y4eOHOW 1 IPOU3BOJCTBEHHON MPakTUKU— 36 + 18 yaca
CaMOCTOSITeNIbHON paboThl oOyyaromierocsi — 48 yacon



2. PE3YJIBTATBI OCBOEHUSA ITPO®ECCHOHAJIBHOT'O MOAYJISA

Pe3ynbraTroM OCBOEHUS TPOrpaMMbl MPOPECCHOHATBHOTO MOJIYJSL SIBIISETCS OBJIAJICHHE
o0yJaronuMucs BUAOM JesTelIbHOCTH «O0ecnedyeHne MH(OPMALMOHHOW 0€30MaCHOCTH CHCTEM
MOOMJIBHOI CBSI3W», B TOM unciie npodeccuonanbabivu (I1K) u o6mmmu (OK) komnereHIusMu:

Kon HaumeHoBaHue pe3yjibTaTa 00yuyeHUust

OK 1. [lonumarh CyIIHOCTH M COIMAIBbHYIO 3HAYUMOCTh CBOeil Oyayieil mpodeccuu,
IIPOSIBJIATH K HEW YCTOWYMBBINA UHTEPEC

OK 2. OpraHu3oBbIBaTh COOCTBEHHYIO JESTEIbHOCTb, BBIOMpAaTh THUIIOBBIE METOABI M
CIOCOOBI BBIMTOJHEHHSI MTPO(GECCUOHATBHBIX 3a/]a4, OLEHUBATh UX 3(P(PEKTUBHOCTH U
Ka4eCTBO

OK 3. IIpuHrMaTh pelieHus B CTaHJAPTHBIX U HECTAHJAPTHBIX CUTYalMsIX U HECTH 3a HUX
OTBETCTBEHHOCTb

OK 4. OcymiecTBIATh TMOWCK H  HCIONIB30BaHWE WHPOpPMAINK, HEOOXOTUMON s

3¢ (}HEeKTUBHOTO BBINONIHEHUS NPOGECCHOHATIBHBIX 3a/lad, MPOo(ecCHOHATBLHOTO U
JIMYHOCTHOTO PA3BUTHS

OK 5. Hcnonp3oBarh UH(POPMALMOHHO-KOMMYHUKAITUOHHBIC TEXHOJOTHH B
pohecCHOHALHOM IeATEITIBHOCTH

OK 6. PaGorats B KOJUIGKTHBE M KoMaHzae, 3(PQGEeKTHBHO 0OMATHbCS C KOJIJICTaMH,
PYKOBOJICTBOM, IOTPEOUTEIISIMU

OK 7. bpathb Ha cebsi OTBETCTBEHHOCTHh 3a pabOTy WIEHOB KOMaHJbl (IIOJAYUHEHHBIX),
pE3yabTAT BBINOJHEHHS 3aJaHHH

OK 8. CaMOCTOSTEIPHO ~ OMPEICNATh 3aJa4d  MPOPECCHOHAIBHOTO W JIMYHOCTHOTO
pa3BHUTHS, 3aHUMATLCA CaMOOOpPA30BaHHUEM, OCO3HAHHO ILIAHHUPOBAThH IOBBIIICHUE
KBJIH(DUKAITIH

OK 9. OpueHTHpOBaTbCS B YCIOBHUSX YAaCTOW CMEHBI TEXHOJIOTUH B MPOQeccHOHANIbHON
JIEATEIbHOCTH

IK 3.1. 1K 3.1. Mcnonp30BaTh MporpaMMHO-annapaTHbIe CPeICTBA 3alUTHl HH(GOpMAIIUU B
CHCTEMaX MOOUIBLHOM CBA3U

IIK 3.2. [TpuMeHsTh cuCTEMBI aHATH3a 3AIIUIEHHOCTH AJIs1 OOHAPYKEHHs YSI3BUMOCTEH B
ceTeBol HHPPACTPYKTYpPE, TaBaTh PEKOMEHIAINH 10 HX YCTPAHCHHIO

I1K 3.3. ObecneunBaTh Oe30MacHOE aIMUHIUCTPUPOBAHNE CETEH BEITaHH




3. CTPYKTYPA U COAEP KAHUE INTPOPECCUOHAJIBHOT'O MOAYJIA
3.1. TemaTndeckwuii muad npodeccuoHATBHOT0 Moayls «OoecneyeHue HHGPOPMANMOHHON 0€30MACHOCTH CHCTEM MOOMJILHOM CBSI3H

O0bem BpeMeHH, OTBeIEeHHbIH HA OCBOEHHUE

IIpakTnka
MEKTUCIUILUINHAPHOTO Kypca (KypcoB)
Oobs13aTesqbHAs ayAUTOPHAS CamocrosiTe/ibHA
yeOHasi Harpy3Ka s1 pabota
Bcer y Py P IIpousBoacTBeHHA
Kon R o0yuawuerocst o0yuarouierocst a
nmpo@PpecCunoHaAlIb HaumenoBanusa a3aejioB B T.4. B T.4. B T.4.
pod P * yaco K > | YueOna (mo mpoduitro
HBIX npogeccunoHATLHOT0 MOTYJIA Ja0opaTopH | KypcoBa KypcoBa *
. B A, CNeNrAJIbHOCTH),
KOMIeTeH Uit Bcero | ble padoThI U | A *
Bcero, 4acoB
: NpaKkTuieck | padora padora
4acoB 4acoB
4acoB | We 3aHATHS, | (MPOEKT (mpoexT
9acoB ), ),
4acoB 4acoB
MK 3.1-3.2 Pazpnen I[IM 1. TexnoJiorus 54 36 14 18 -
NpUMeHeHHUs POrPaMMHO-
anmapaTHbIX CPEeICTB 3aIUTHI
uHpopManuu B
TeJIeKOMMYHUKAIIMOHHBIX
CHCTEMAX U CeTSX IJIEKTPOCBA3HU
IIK 3.2- 3.3 Paszgen IIM 2. Texuosiorus 126 60 34 30 36
NpUMeHEeHHs KOMILJIEKCHO#
CHCTEMbI 3a1IUTHI MH(pOpManun
MK 3.1, 1K 3.2, | IIpou3BoacTBeHHasi MPAKTHKA, (110 18 18
IIK 3.3 NPoQUII0 CIENNATBLHOCTH), YACOB
Beero: [ 198 [ 96 | 48 | - | 48 | - 36 18




3.2. Conep:xxanue o0yueHus 1o npodgeccHoHaIbHOMY MOAYJII0 «O0ecnieyeHue MHPOPMALMOHHOI 0€30MACHOCTH CUCTEM MOOMJIbHOM CBSI3H»

HaumeHoBaHue pa3jie/ioB

npodeccuoHaTIBLHOr0 MOYJIsA Conep:kanue y4eOHOT0 MaTepHuaJia, JJadopaTopHble pad0ThI M MPAKTHYECKUE 3aAHATHUS, O0bem | YpoBeHb
(IIM), MeskIuCHUTIIHHAPHBIX caMoCTosITe/IbHAs padoTa 00y4aommXxcs, KypcoBasi padoT (IpoeKT) 4acoB OCBOCHUSA
kypcoB (M/IK) u Tem
1 2 3 4
Paznesn IIM 1. TexnoJiorus 54
NpUMEeHEeHHs IPOrpaMMHO-
annapaTHbBIX CPeACTB 3aIUUTHI
uHpopManumn B
TeJIEKOMMYHHKAIMOHHBIX
CHCTEMAX H CeTAX 3JIEeKTPOCBSA3H
MK 03.01 TexHonorus 54=
NpUMeHeHHsl IPOrpaMMHO- JZIZI;’;T"
annapaTHBIX CPeICTB 3aALUTHI 184.CP
HHPOPMAIIUU B CHCTEMAX
MOOMJILHOM CBSI3H
Tema 1.1. OcHOBBI Conepxanne 8
uHpopManronHoi 6e3omacHocTd | 1 | 3anaTue Ne 1. [Tousitue nHPOPMAIHOHHOI 6€30MACHOCTH 1
12 (8+44.JII13) 1. [TonsTue nH(pOpMAIIMOHHON 0€30MaCHOCTH, XapaKTEPUCTHKA €€ COCTABIISIOLIHX.
2. Mecto uH(pOpMaMOHHON O€30MacCHOCTH B CUCTEME HAllMOHAJIBbHON 0€30IacHOCTH.
KonnenryanbHas MoJIeNb 3alUThI HH(OPMAIIHH.
3. [Tpo6iembl nHGOPMAIIMOHHON 0€30IaCHOCTH B cpepe TEeINeKOMMYHUKALUN: 0ObEKTHI
3alUThI; BUJIbI 3aIIUTHI; CUCTEMBI 3aLIUTHI HH()OPMAIIHH.
2 | BansaTue Ne 2. Knaccupukaunus yrpos Ub 1
1. Knaccupukanus wu  aHanmu3  yrpo3  MHQOpPMAMOHHOW  0€30MacHOCTH B
TEJIEKOMMYHHUKAITHOHHBIX CHCTEMaX.
2. Bugpl ysa3BuMocTy nHGOpMaluu ¥ GopMbl ee MPOosSBICHHUS.
3 | 3anaTue Ne 3. 3amumaembie HHPOPMALHOHHbIE AKTHBBI 2
1. [Tonsate o KOHGUIEHIMATLHON HHPOpMaLuU (rpudbl, 3aKOH O TOCyIapCTBEHHON
TaifHe, 3aKOH O JTUYHOU TallHe, 3aKOH 0 KOMMEpPYECKOH TaiiHe).
2. KareropupoBanue nHpopmanuu.
4 | 3anaTue Ne 4. OcHOBHbIE NPUHIMIBI MIOCTPOEHNUS CHCTEM 3aIIUT HH(pOpMALUH 2
1. YpoBHU  HH(OpPMAIMOHHOW  0E30MAaCHOCTHM  —  3aKOHOJATeIbHO-TPaBOBOIA,

aMUHUCTPATUBHO-OPraHN3alOBHBIN, IPOIPAMMHO-TEXHUYECKUI.




2. [TpuHIMIIBI TOCTPOEHUS CUCTEM 3alIUThl HH(GOPMAIUH.

HpaRTn'{ecmle 3AHATHSA

1.1.1 | 3anstue Ne 5. Ananu3 puckoB nHGOPMAIMOHHON 0€30MaCHOCTH

1.1.2 | 3anarue Ne 6. OGecnieuenre HHPOPMALIMOHHOM 0€30MaCHOCTH B BEIYIIUX 3apPYOEKHBIX

CTpaHax
Tema 1.2. IIpaBoBoe obecnieuenue | Comep:kanue
uH(popMaoHHOM Oe3zonacHocTn | 1 | 3ausrue Ne 7. HopMaTHBHO-IIPABOBAasi pAMKa OTPAC/IH 3aUIMTHI HHpOpMAauu
12 (8+44.JII13) 1. Wudopmanus Kkak 00bEKT IpaBa.
2. HopmatnBHO-TTpaBOBbIe OCHOBBI HHPOPMALIMOHHOM Oe3omacHocTH B PO.
2 | 3anstue Ne 8. HopMaTuBHO-IpaBoBasi paMKa OTPACJIH 3alUTHI HHGOpManu
1. KoHcTUTylIMOHHBIE TapaHTHMM TIpaB TIpaxaaH B o00sacTd MHPOPMAIMOHHOMN
0€30MMacCHOCTH.
2. [ToHsTHE M BUABI 3aIIUIIAEMON HH(POPMAIIUH 110 3aKOHOIATENLCTBY PD.
3 | 3ansaTue Ne 9. 3ammuTa rocyaapcrBenHoii Taiinpl. KateropupoBanue undopmannu
1. CucreMa 3alUThl TOCYJapPCTBEHHOM TaliHBI.
2. ITpaBoBOM peXMM 3aLIUThI FOCYIAPCTBEHHON TalHBI.
4 | 3anaTue Ne 10. Crangapru3aunusi HHPOPMAIMOHHOI 0€30MaCHOCTH
1. JlunensupoBanue u cepTudUKaIys B 00JIaCTH 3aIUTHl HH()OPMAIUH.
2. Cranpapruzanus ”HOOPMAIIMOHHONW 0€301TaCHOCTH.

HpaKaneCKne 3AHATHUSA

1.1.3 | 3ansaTue Ne 11. M3yuenne HopmaTuBHO-NIpaBoBoii 6a3el b

11.4 |3anatue Ne 12. [Iloctpoenune KOHIENIMH WHOOPMAIMOHHOW 0€30MaCHOCTH

IPEeINPUATUS
Tema 1.3 OpranuzannoHsoe Coaepixanue
obecrnieuenre nHpopMannoHHoi | 1 | 3anaTue Ne 13. [TonsiTHe MOJHTHKH 0€30MACHOCTH
0€30MacHOCTH 1. CymHocTs 1 cpepbl JeHCTBUS OPraHU3allMOHHON 3alUThl HHPOPMAIUH.
12 (6+64.JI113) 2. MexaHu3Mbl oOecriedeHnss THPOPMALMOHHONW O€30MaCHOCTH.
3. Pa3paboTka monutuku 6€30MacHOCTH.
2 | 3anaTue Ne 14. AHanu3 yrpo3 uHGOPMaIHOHHOI §€30NMaCHOCTH
1. [IpoBenenne aHanmuza yrpo3 M pacueTa pUCKOB B obOiactu UHGOPMAIMOHHOMN
0€30MacCHOCTH.
2. Br160p MexaHM3MOB U cpeIcTB oOecredeH sl HHPOPMaIlMOHHOM 0€3011acHOCTH.
3. Mojenu 3amuThl THPOPMAITMOHHBIX CUCTEM.
3 | 3ansaTue Ne 15. OpranuzannonHoe odecneyeHue nHGOPMANMOHHOI 0€30MACHOCTH
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1. [TpaBuna opranuzanuu padoOT MOAPA3ACIICHHUIA 3aIUTH HH()OPMAITUH.
2. Pa3paboTka nHCTpYKLMH 110 pabOTE CO CPEACTBAMU 3aAILMTHI.
3. Opranu3zanus padoThl IepcoHaja ¢ KOHGUISHINATLHON HHPOPMAITUEH.

HpaRanecKne 3aHATHUA

1.1.5 | 3ansaTue Ne 16. Ayaut nHGOpMaIIMOHHON 0€30IaCHOCTH MPEATPHATHS

1.1.6 |3anmarue Ne 17. Pa3paboTka TMOJOXKEHUH O 3allUTe TEPCOHAIBHBIX JTaHHBIX
pabOTHUKOB IIPEANIPUATHN

1.1.7 | 3ansaTue Ne 18. PazpaboTka MOTUTHKH O€30MACHOCTH MPEITPUATUS

CamocrosiTesibHasi padoTa npu uzyvyennu pasaena [IM

RoOoo~NoarwdE

11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.

0.

Odopmrenue B BUJie KOHCIIEKTa OCHOBHBIX PYKOBOISIINX JOKYMEHTOB 00 aBTOMaTHU3UPOBAHHBIX CUCTEMaX.
Pa3paboTka cxembl KllacCH(PUKAIUU aBTOMAaTU3UPOBAHHBIX CUCTEM.
N3ydeHune KOHIENUIUKH aBTOMAaTU3UPOBAHHON CUCTEMBI.
CocraBneHue cxeMbl MOJCUCTEMA 3aIUThI OT HECAHKIIMOHUPOBAHHOIO JOCTYIIA.
Odopmrenre B BUJie KOHCIIEKTa OCHOBHBIX MPU3HAKOB HECAHKIIMOHUPOBAHHOIO JJOCTYMA K UH(pOpMALIHH.
Pazpabotka cxemsl [laponbHO# ayTeHTH)HUKAIAN.
OdopmiieHne B BUie KOHCIIEKTa OCHOBHBIX TOJIOXKEHUN 00IIEMETOA0IOTUIECKUX PUHIUTIOB (POPMUPOBAHMS TEOPUH 3AIUTHI.
CocraBiieHue nepeyHs 3a1a4 TEOPUH 3alLUTHI.
[IpuHUUITBI HOCTPOEHUS 3aLUTHI B CETSIX
Odopmnenne B BHJE KOHCIIEKTa BOIMPOCOB, KACAIOIIMXCS TMOHSATUS CTpaTerdd 3aliuThl WHGOPMAlMU M OCOOEHHOCTEH
CTPaTErM4eCKUX PELICHUM.
[ToaroroBka nepeuns TpeOOBaHUil K cepBrcaM 0€30IaCHOCTH.
CocraBieHre cXeMbl OCHOBHBIX COCTABIISIFOIIMX MOJUTHKU O€30M1aCHOCTH.
OdopmiteHne B BUJie KOHCIIEKTa OCHOBHBIX MOJIOXKEHUH MexaHu3Ma ayTeHTH(UKALINK.
PazpaboTka CTpyKTypbI TPOILIECCOB TEXHOJIOTHH YIIpaBieHus rnoacuctemMoit 3ammutsl OC.
[TonsTHE CHCTEMHOTO aHaNKM3a: MUKPOCKOIIMYECKOE MTPE/ICTABICHUE CUCTEMBI, HEPAPXUUYECKOE MTPEICTABICHUE CUCTEMBI.
Pa3paboTka kiaccudukanuy Mojenei 3ammrhl.
OdopmiieHne B BUjie KOHCIIEKTa OCHOBHBIX TpeOoBaHUil k CpeacTBaM M METO1aM BBISIBIEHUS! KOMITBIOTEPHBIX BUPYCOB.
[TonroroBka apXUTEKTYpPHON MOAENN YTIPAaBIEHUS TOCTYIIOM.
OdopmiieHue B BIJIe KOHCTIEKTa OCHOBHBIX MOJIOKECHUI AyTeHTUHKanuu B foMeHax Windows.
CocraBnenue nepeuns craauil CeTeBbIX aTak.
OnpezneneHue TUIIOBOM MOJIENIN CUCTEMBbl aBTOMATH3UPOBAHHOTO MTPOEKTUPOBAHMS 3aLTUTHI HH(OPMAIIHH.
Pa3paboTka MozienH 3aUThl HH(OPMAIIHH.
Odopmiienne B Bujie KOHCIIEKTa OCHOBHBIX MOJIOKEHUH alapaTHbIX CPEJICTB 3aIUThl HHPOPMAIIUH.
Odopmienue B BUe KOHCIIEKTa OCHOBHBIX BHI0B KOHTPOJISI 0€30MacHOCTH.
[Monroroska rana Ayaura. OdopmieHne B Biie KOHCIIEKTa OCHOBHBIX MOJIOKEHUH MaTeMaTH4eCKOM 3aluThl HH()OpMAIHH.
CocraBieHre nepeyHsl MeTOJI0B KOJUPOBaHus HHPOpMaIUH.
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27. Pa3paboTKa anropuTMa XeImnpoBaHusI.

28. [TonroToBka nepevyHst aHTUBUPYCHBIX IMPOTPAMM.

29. OdopmiieHue B BUJe KOHCIIEKTa OCHOBHBIX MOJIOKEHUN MHKEHEPHO-TEXHUYECKOH 3alUThl HH)OPMAIHH.
30. Pa3paboTka cxeMbl 3alIUThl ONIEPAITIOHHONW CHCTEMBI.

31. OopmieHne B BUJIe KOHCIIEKTa OCHOBHBIX BUJIOB TOTEHIIMAJILHO ONACHBIX IIPOrpamMM
TemaTnka ToOMAaIIHUX 3aJaHUNI

CocraBneHue 10KIa1a O KPUTEPUAX 3alUThl HH(YOpMAIIH.

[ToaroroBka pedepara no Teme «JIuHelHas cTpyKTypa 3aIUThl HHPOPMALIUN.
Cxema «Knacchl 3a1UThl aBTOMATU3UPOBAHHBIX CUCTEM.

Cxema «HopMaTHBHO-IpaBOBOE PEryJIMPOBAHHUE 3ALIUTH HH()OPMALII.
[MonroroBka nmpesenranyii mo reme «HecaHKIIMOHUPOBAHHBIN TOCTYI K MHPOPMALIUN.
[ToaroroBka noknana «Mogeins 3amutel Knapka-Buiconay.

Cxema «/cTOYHUK HECAaHKLIMOHUPOBAHHOTO JJOCTYyIA K UHPOPMAIHI».

Cocranenue noknana «Moaens 3amutsl bamna-Jla [Tagynei.

[MoaroroBka mpe3eHTalmii «3ammra onepannonHon cuctemsl Windowsy.

0. INToaroroBka pedepara «CranaapTsl 0€300aCHOCTI

1. Cxema «BBoj, XpaHEeHHE U y4eT HH(POPMAIITHIY.

12. TloaroroBka pedepara «Pe3epBHOE KOMUPOBAHUEY.

13. TMoaroroBka npe3enTarnuii «I[IporpaMmbl BOCCTaHOBJICHUST HHPOPMAILTU.

14. Cxema «Ayaur».

15. CocraBnenue aoxnana «IIpoTOKOIBI 3aIUIIIEHHBIX KAHATIOB

16. MexcereBoe skpaHupoBanue «OuabTparus Tpagukar.

17. TlonroroBka mpe3eHTanui «Matpuiia 10CTyIa.

18. Cxema «ApxuTekTypa cpeacTs 6e3omnacHocTH IPSecy.

19. TloaroroBka pedepara «Cpencrsa 3amutel CYBJ] Oracley.

20. CocraBnenue noknana «ObecnevueHne KOHGUICHIINATEHOCTH U IISJIOCTHOCTH 3JICKTPOHHBIX JOKYMEHTOBY.

RBOoo~NO~WNE

21. TlonmroroBka mpe3eHTanuii «AyTeHTU(UKAIS, aBTOPU3AIHS U aIMUHUCTPHPOBAHNE IEHCTBHIA TIOJIH30BATEICH».
22. TlonroroBka pedepara «/{omen 6e30macHOCTIY.

Paznen IIM 2. Texuonorus 126=
NpUMeHEeHUs] KOMILIEKCHOI 90+36
CHCTEMBbI 3alIMTHI HHOPMAINT
MK 03.02 TexHonorus 90=
NpUMEHEeHHUsI KOMILIEKCHOMH 26+
344.JI113
CHCTEMBbI 3aIMTHI HHPOpMAIHT " 30u.
Cp
Tewma 2.1 Tlporpammuo- Conep:kanue 12
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anmapaTHbBIC CPE/ICTBA 3aIINUTHI
uHpopMau
30 (12+184.JII13)

1 | 3ansarue Ne 1. 3ammra uadopmamuu B TKC

1. HNudopmannonnas 0e30MacHOCTh B TEIEKOMMYHHUKALMOHHBIX U HH()OPMAIIMOHHO-
KOMMYHHUKAI[MOHHBIX CETSIX.
2. OcHosnble HanpaBieHus 31 B TKC.
2 | 3ansarue Ne 2. 3ammumennocrs TKC
1. CTpyKTypHBIE CXEMBI CUCTEM 3aIIUTHl MH()OPMAIIMK B THUIOBBIX WH(OPMAIIMOHHBIX
cucreMax.
2. [Toka3zarenu 3alUIIEHHOCTH TEJIEKOMMYHHKAIIHOHHBIX CHCTEM.
3 | 3ansTue Ne 3. Ayaut 3amuimennoctu TKC
1. CepBuchl, o0ecreunBaroIue UH(POPMAITMOHHYIO 0e30macHOCTb B
TEJIEKOMMYHUKAI[MOHHBIX CUCTEMAX U  CETSIX BEllaHUs.
2. Orpannyenne GU3NIECKOTO IOCTYIA K aBTOMATH3UPOBAHHBIM CUCTEMaM.
3. WNnentudukanus 1 ayTeHTUPUKAIUS TOJIb30BaTENCH.
4. OrpaHudeHue J0CTyIa B CUCTEMY; pa3rpaHUYeHHE JOCTYIA.
5. Perucrpanus cobsiTuii (ayaur).
4 | 3anaTue Ne 4. OcHoBBI KpunTorpagpuu
1. Kpunrorpaduueckast 3amura; KOHTPOJIb LEIOCTHOCTH; YIPABICHUE MOIUTUKAMHU

0€30MaCHOCTH; YHUYTOKEHHE OCTATOYHON MH(OPMAIUH; Pe3epBUPOBAHIE TaHHBIX; CETEBas
3alIMTa; 3alMTa OT YTeUKU U IepexBaTa HH(POpMalMU 110 TEXHUYECKUM KaHaJIaM.

2. [Toncucrembl 6€30MACHOCTH.
5 | 3anaTue Ne 5. Bpenonocnoe IO
1. TumoBsle yaneHHbIE CETEBBIC aTaKH U X XapaKTePHCTUKA.
2. KomnbroTepHble BUPYCHI U 3aIIUTa OT HUX.
3. AHTHBHPYCHBIE IPOTPAMMBI U KOMIIJICKCHI.
6 | 3ansTue Ne 6. 3amura ot BpegonocHoro IO
1. [TocTtpoeHne cucTeM aHTHBHPYCHOW 3alIUTHl TEIEKOMMYHHKAIIMOHHBIX CHUCTEM U
ceTel.
2. ITporpamMmmHoe obecnieuenus as 60pbObI ¢ BpeaoHocHbIM 110.

JlabopaTopHbie padoThl

2.2.1 | 3ansarue Ne 7. Metozs! 3amutsl uHGopmanuu. [udp npocroit nepectaHoBKU

2.2.2 | 3ansarue Ne 8. Metosl 3amutel nHGopmanmu. [udp [e3aps

2.2.3 | 3ansarue Ne 9. Pe3epBHoe KonupoBaHue MHGOpMaIH

2.2.4 | 3ansatue Ne 10. OcHOBHBIC TpPHU3HAKH IPHCYTCTBUS HA KOMITBIOTEPE BPEIOHOCHBIX
IIporpamMm

2.2.5 | 3ansarue Ne 11. OgHOpa30BbIe OJIOKHOTHI
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2.2.6 | 3ansaTue Ne 12. Cetp Deiicrens
2.2.7 | 3anatue Ne 13. IlludpoBanue ¢ OTKPBHITBIM KIHOYOM M DIIEKTPOHHAs IU(pOBas
noanuck Ha GPG. Meron mmdpoBaHus ¢ OTKPHITHIM KitouoM RSA
2.2.8 | 3ansaTue Ne 14, OreHka 3aMIIEHHOCTH WHGOPMAITUH 110 aKYCTHYECKOMY KaHAITy
2.2.9 | 3ansaTue Ne 15, Onenka 3anunieHHOCTH HHPOPMAIIUH T10 AJIEKTPOMATHUTHOMY KaHATy
Tema 2.2 Conepxanue 14
AJIMUHUCTPUPOBAHUE 1 | 3ansrue Ne 16. TexHOJI0rHM 3aIMTHI JAHHBIX
TENIEKOMMYHUKAIITMOHHBIX 1. TexHonoruu 3auUThl JaHHBIX.
CUCTEM U CEeTeH 2. [Tpuniunel  Kpuntorpaduveckoil  3amuThl  UHPOPMAUUU (CUMMETPHYHBIE |
CBSI3U ACUMMETPUYHBIE  alNTOPUTMBl  IU(pPOBaHMS, DJIEKTPOHHAS [UGPOBas  MOJIKUCH,
30 (14+164.JI113) creraHorpadusi).
2 | 3ansaTue Ne 17. Ayrentudukanus
1. Pa3znuyHble TEXHOJIOTUN ayTeHTU(UKALINH.
2. TexHOMOornu 3a1uThl MEKCETEBOr0 0OMEeHa JTaHHBIX.
3. TexHonorHs oo6ecredeHus: 0€30MaCHOCTH CETEBBIX OMEPAIIMOHHBIX CHCTEM.
4, OCHOBBI TEXHOJIOTHH BUPTYaJIbHBIX 3amuieHHbIX ceteid VPN.
3 | 3ansaTue Ne 18. TexHoJiorun ooHapyKeHUsI BTOPKEHHUI
1. TexHonorust oOHapyXeHUsSI BTOPKCHUN (aHAIHM3 3alIUIIEHHOCTH M OOHApYKEHUS
CETEBBIX aTaK).
2. TpeGoBanwMs 1O 3aUTE OT HECAHKIIMOHUPOBAHHOTO JTOCTYTa
3. TexHudeckue cpeacrTBa oOecreueHuss Oe30MaCHOCTH TEICKOMMYHHKAIIMOHHBIX
CUCTEM CETEeH BElaHUs
4 | 3anaTue Ne 19. 3ammTa KOPNOPATUBHBIX ceTel
1. MHoroypoBHeBasi 3alluTa KOPIOPATUBHBIX ceTei. Pexum (QyHKIMOHHpOBaHUS
MEKCETEBBIX IKPAHOB U MX OCHOBHBIE KOMITIOHEHTHI. MapipyrtuzaTtopsl. [1Imt0361 ceTeBoro
ypOBHS. Y cuieHHas ayTeHTUUKAIIUS.
2. OCHOBHBIE CXE€MBI CETEBOM 3alllUTHl Ha 0a3e MEXKCETeBHIX JKpaHoB. [IpumeneHue
MEXKCETEBbIX OSKPaHOB Ui OpraHu3alliid BHUPTYaJbHBIX KOPIHOPATUBHBIX  CETEH.
[IporpamMHbIe MeTOABI 3amUTHl WH(pOpMaIUU. 3anuTa KOMIBIOTEPHBIX CHCTEM OT
yIAJICHHBIX aTak 4yepe3 ceTh Intrnet.
5 | 3ansaTue Ne 20. 3ammTa KOPNOPATUBHBIX ceTell
1. Knaccudukanus cmnocoOoB 3amuThl WHGOPMAIMM B KOMIBIOTEPHBIX CETSIX.
[TonsiTne pazpymaromero MporpaMMHOTIO  BO3ACUCTBHS. Mojenu B3aMMOACHCTBUS
MPUKJIATHON MPOrpaMMbl U TPOTPAMMHOM 3aKJIaKH.
2. Meronpl mepexBara W HaBsA3bIBaHWS HMHPOpManuh. MeToapl  BHEAPECHHS
MPOrpaMMHBIX 3aKJIaJ0K.
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6 | 3ansaTue Ne 21. [loHsiTHE KOMIIBIOTEPHOTO BHPYCa

cpeacTBaM U NporpaMMHOMY 00ecreyeHuIo.

1. KommbroTepable BHPYCHl Kak OCOOBIM KiIacc pa3pyllaloUnIMX MPOTrPaMMHBIX
BO3JICUCTBUSL.
2. 3amura OT pa3pyuarouX IPOrpaMMHBIX BO3/ICHCTBUM.
3. AHTUBHpYCHAs 3alIUTa B CETAX.
4, [ToHsITHE N30JIMPOBAHHON IPOTPAMMHOM CPEJIBI.
5. Pexomenmamuu no 3ammure naGopmanuu Internet.
7 | 3ansaTue Ne 22. Opranusanus 3aliMThl KOPNOPAaTUBHOI nHopManun
1. OpranuzanuoHHbie TpeboBaHUs K cucteMaM HHpopMmamonHoit 3amutel C.
2. TpeboBanus mo obecriedeHn0 WHGOPMAIMOHHON 0€30MacHOCTH K ammapaTHBIM

3. TpeboBaHWsT 1O TPUMEHEHHIO CIHOCOOOB, METOJOB W CpPEACTB  3aIUTHI
nHpopMaIuu.
4. TpeboBaHust K JOKYMEHTHPOBAaHUIO COOBITHA B CHCTEME U  BBIABICHHIO
HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.
o. Opranuzanus aynuta wHpopManuoHHOW Oe3omacHoctn MC u mpeampustus B
LIEJIOM.
JlaGopaTopHble paGoThI 16
2.2.10 | 3ansitme Ne 23. Bunbl u konpurypuposanus VPN-TyHuenen
2.2.11 | 3ansatue Ne 24. TexHuueckue CpelncTBa OOHAPYKEHHUsS, JIOKAIM3AUU U
HelTpaln3anun paguou3TyqalonuX CleUaIbHbIX TEXHUYECKUX CPEJCTB HETJIACHOTO
M0JIy4eHus nH(popMaluu
2.2.12 | 3ansatue Ne 25. lccrnenoBanue 3amuileHHOCTH OECHPOBOAHBIX CETEH mepenadu
JTAHHBIX
2.2.13 | 3ansitue Ne 26. I[IporpaMMHBIE cpelncTBa aHaidu3a CeTed ¢ KOMMYTAIMEW IMaKeTOB.
Ananu3 ceteBoro Tpaguka ¢ noMoubko nporpammsl « Wireshark»
2.14 | 3anstue Ne 27. IIpoueaypa ayreHTH(HUKAIINN TIOTH30BATENS HA OCHOBE TApOJIs
2.2.15 | 3ansaTne Ne 28. YcraHoBka u koHpurypuposanue Opanamayspa ISA. Iloctpoenue
VPN-ceru Ha 6a3ze ISA
2.2.16 | 3anstue Ne 29. Anroput™Mbl IpeaynpexaeHus: 1 00HAPYKEHUs] BAPYCHBIX YTPO3
2.2.17 | 3anstue Ne 30. Opranuzaiusi HHXCHEPHO-TEXHHUECKON 3alITHl HH(POPMAIHN
CamocrosiTesbHast padoTa npu u3ydenuu pasaena [IM 30

1

2.
3.
4.

Odopmienue B BUJie KOHCIIEKTa OCHOBHBIX MOJOXEHHUM KpUnrorpapuu.
Pazpabotka cxembl Mexanu3zma apouTpax.

N3ydenue ctpykTypbl CHMMETPUYHOM CUCTEMBI HIU(PPOBAHUS.
CocTaBiieHHE CXEMBI cepBepa NPUIIOKEHH.
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29

30.

OdopmiieHne B BUJIE KOHCIIEKTa OCHOBHBIX MOJIOKEHUH TIpoIIecca reHepauy KITtoueH.
[ToaroroBka cxembl AGOHEHTCKOE MU(POBAHNUE.

Pa3pabotka cxembl [lakeTHoe mudpoBanue.

Pazpabotka cxembl AyTeHTH(DHUKAIHUSIIAHHBIX .

Odopmienne B BUJie KOHCIIEKTa OCHOBHBIX IOJIOXKEHHH MpeacTaBIeHus andaBuTa B ABOUYHOM KOJIE .

. [onroroBka cxembl (PyHKIIMOHUPOBAHHS HIEKTPOHHBIX MJIATEKHBIX CHCTEM.

. OcopmiieHue B BUJIe KOHCIIEKTa OCHOB KOJTUPOBaHMUS.

. PazpaboTtka cxembl. OfHOHANpPaBIEHHBIX XeII-(pyHKINH.

. Pa3paboTka cxembl UPPOBaHUS C OTKPBITHIM KITFOUOM.

. Odopmiienue B BuJe KOHCIIEKTa MaTepuaia 1o [udpoBanuto MeTogamMu 3aMeHBI.

. Opopmiienue B Buie KOHCIIEKTa MaTeprana 06 AGOHEHTCKOM MIH(PPOBAHUH.

. PazpaboTka cxembl MaTpu4HOI epecTaHOBKH.

. OcdopmiieHune B BUJIe KOHCIIEKTa MaTepuala O KpUITOAHAJIM3E.

. IloaroroBka k nmpakrnyeckoMy 3aHATHiO «KoxupoBaHue».

. PazpaboTtka cxembl HacToTHOrO aHaIuU3a.

. Pa3paboTka cxembl KpUInTOaHAIIN3A.

. [logroroBka k npakrnueckomy 3ansaTuro «lIpocras 3amena».

. Odopmitenune B BUe KOHCTIIEKTa MaTepraia 0 KoMmnbroTepHOM muppoBaHHH.

. OdopmiieHue B BUJe KOHCIIEKTa MaTepuaia o 'aMMUpoBaHuU.

. IIoaroroBka Kk NpakTU4eCKOMY 3aHATHIO «[IpOTOKOJIBI yIIpaBiIeHUs MapLIIPyTU3ALUEN.
. [lonroroBka MaTepuaia 0 KpUITOrpapuUUECKUX MPOTOKOJIAX.

. IloaroroBka K mpakTUYECKOMY 3aHATHIO «AOcomoTHbIN mmdp. [HndpoOaokHOTY.

. [ToarotoBka marepuana o Tabnune Buxenepa.

. [louck u opopmiieHue B BUi€ KOHCIIEKTa MaTepuaios 1o TeMe «llepcoHanbHbIi HASHTU(PUKAMOHHBII HOMEP)
. Pa3paboTka cTpyKTypbl reHepauy KIIro4en.
Odopmienue B BUJie KOHCTIEKTa Mareprasia 0 CTpyKTYpHOU cxeMe IIM(PPOBaHUS C OTKPHITHIM KIHOYOM.

COoNoogrwWhME

TemaTnka 1oMalIHUX 3aJaHUHA

Cocrasnenune noknana o Cranmapre mupposanus [OCT 28147-89
[ToaroroBka pedepara mo Teme «AOCOTIOTHBIN MUDP».

Cxema «[Ipocras 3ameHay.

Cxema «lIpocras 3ameHa ¢ KIIF0UoM».

Cxema «Cucrema Llezapst ¢ KiIrouom».

Cxema «CHMBOJIBHOE KOJUPOBAHHUEY.

[TonrotoBka pedepara no teme «OCHOBHBIE MPOLEAYPHI HUGDPOBOM MOIITUCH.
[TonroroBka pedepara mo teme «KoMOMHHPOBaHHAS! KPUTITOCUCTEMAY.

Cxema cUMMeTpUYHOE MU (ppOBaHHE.
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10.
11.

12.
13.
14.
15.
16.
17.
18.
19.
20.
21.

Brimonaenue pedepara mo teme «Kpunromorusi.

[ToaroroBka npe3eHranuil mo teMe «Kpunroanamusy.

[TonroroBka pedepara no Teme «ACUMMETPHUYHBIE KPUIITOCUCTEMBI Ha 0a3e AITUITUYECKUX KPUBBIX).
[TonroToBka mpe3eHTaluii o TeMe «IeKTpOoHHAast HU(PPOBast MOAIUCH.

MamuHHOE KOAUPOBAHHE.

[ToaroroBka pedepara o treme «AyreHTudukaius aDOHEHTOB IIPU BXOJI€ B CUCTEMY U IPU YCTAHOBJICHUU COCTUHEHUS.
AcummeTpruyHOe HH(ppOBaHUE.

CocraBieHue 10K1aa O pa3BUTUH KpUNTOrpadhUUecKuX METOI0B 3aKPBITUS HH(OpMaIIH
Poccuiickue cuctemsl mudpoBaHus.

Cxema: Anroput™bl IU(POBOIA MOIHCH.

CocraBienue noknaga «As3odyka Mopse».

[TonroroBka npeseHTanuii o reme «Onepamuu ¢ KJIo4yaMm.

Yyeouas
NpaKkTHuKa

Bunawbi pator:

TexHUyecKue cpeicTBa 3alUThl HHQOpPMAIMK B KaHallaX Bemanus (4acthb 1)

TexHuueckue cpencTa 3amuThl HHQOpPMaI B KaHAJIaX BeNIaHus (4acTh 2)

I[I/IaFHOCTI/IKa CETEBBIX IOJKIIOYCHUM C ITOMOIIBLIO BCTPOCHHBIX YTHUJIUT OHepaHHOHHOﬁ CHCTCMbI (qaCTL 1)

JlnarHocTrka ceTeBbIX MOAKIIOUYEHUHN C OMOIIBIO BCTPOCHHBIX YTHIIUT ONEPallMOHHOM CHCTEMBI (4acTh 2)

Microsoft Windows (4acts 1)

Microsoft Windows (4acts 2)

N[OOI~ WIN| -

Ethernet ¢ momorpio nakeTHoro anaiau3aropa (4acth 1)

Omnpenenenne cpenHero koddduipenTa 3arpy3ku JIYIUICKCHOTO KaHalla Mepefadyd Ha peajbHoi cetn Fast

8 | Onpenenennie cpemHero Kod(p@UIMEHTa 3arpy3Kd TYIUIEKCHOTO KaHaua Tepeqadd Ha peanbHOM cetn Fast

Ethernet ¢ momorpio nakeTHOro aHajau3aropa (4acTh 2)

9 | Wireshark: Briaenenne KIrOUeBBIX KaJIpOB, COXpaHEHUE JAaHHBIX 3aXBaTa, MIPOCMOTP KajJpa B OTIEIHHOM OKHE,

nevath (dacth 1)

10 | Wireshark: BoifeneHue KIIFOUEBBIX KaJIPOB, COXPAHECHUE JAHHBIX 3aXBaTa, MPOCMOTP Kajapa B OTJCIBHOM OKHE,

nevarh (4acth 2)

11 | Wireshark: anamu3s nporokosa Ethernet

12 | Wireshark: anamu3 npotokona ARP

13 | Wireshark: ananu3 npotokosna IP

14 | Wireshark: anamu3s nporokona ICMP

15 | Wireshark: ananu3 nporokona TCP (dacts 1)

16 | Wireshark: anamu3 nporokona TCP (gacts 2)

17 | Pabota Ha 000pynOBaHUYU O0BEIMHEHHBIX CeTel M0 00ECIIeYeHHIO 3aUThl HHpOopMaIyu (4acTh 1)

18 | PaboTa Ha 0O6opymoBaHNH 00BETMHEHHBIX CETEH M0 00ECTIEYCHUIO 3alUTHl HH(popManuy (J9acTp 2)

36

16




Ipoussoacreen | Buabl pador: 18
Hasl pAKTHKA | 1 | YV craHOBKA, HACTPOMKA CIIEIMAIM3UPOBAHHOTO 000PYIOBAHUS 110 3aIUTE HHPOPMAIHH
cégg;ﬁoﬂﬂfn) 2 | BrlsiBIeHHE BOBMOXKHBIX aTaKk Ha aBTOMATH3HUPOBAHHBIC CUCTEMBI
3 | YcraHoBka M HACTpOiiKa MPOrPAMMHBIX CPEJCTB 3alllUThl aBTOMATU3MPOBAHHBIX CHCTEM W HH(POPMAIIMOHHO-
KOMMYHHUKAIIHOHHBIX CETEH
4 | KondurypupoBaHue aBTOMaTU3UPOBAHHBIX CUCTEM M MH()OPMAIMOHHO-KOMMYHHKAIIMOHHBIX CETeH
5 | IIpoBepka 3anUIIEHHOCTH aBTOMATH3UPOBAHHBIX CUCTEM U MH()OPMAIIMOHHO-KOMMYHHUKAI[HOHHBIX CETeH
6 | Opranu3anyu 3aUThl B Pa3JIMYHBIX ONEPANMOHHBIX CHCTEMAX M Cpeliax
7 | AIMHHHUCTPUPOBAHUE TEICKOMMYHHUKAIIMOHHBIX CUCTEM U MH()OPMAIIMOHHO-KOMMYHHKAIIMOHHBIX CETEH CBSI3U
8 | Hacrpoiika u xondurypupoBanue VPN-tynneneit L2, IP SEC L3, 3anumnennsie npunoxxenus L4 SSL, SSH
9 | AyrenTHhUKAIMS U HICHTH()HUKAINS C HCIIOJIb30BAHUEM CETEBBIX OMEPAIMOHHBIX CUCTEM
Bcero 198

Jlis XapakTepUCTUKU YPOBHS OCBOCHMSI yueOHOT0 MaTepuala UCIOJIb3YIOTCS CleAYIOIINe 0003HAYCHHUS:

1. — o3HaKOMHTENBbHBIH (Y3HaBaHUE paHEe U3YUYECHHBIX 00BEKTOB, CBOHCTB);

2. — penpOAYKTUBHBIHN (BBIIOIHEHUE JIEATEIBHOCTH 110 00pa3ily, UHCTPYKLUH WIH O]l PyKOBOJACTBOM)

3. — IPOAYKTHBHBIH (IUTAHWPOBAHUE U CAMOCTOSTEILHOE BBIIIOJHEHHE JACATEIIEHOCTH, PEHICHUE TPOOJIEMHBIX 331249
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4. YCJIOBUSA PEAJIM3ALIMU ITPOI'PAMMBbI
IMPO®ECCHUOHAJIBHOI'O MO YJIA

4.14.1. TpeGoBaHHsl K MUHUMAJBLHOMY MATEPHAJIbLHO-TEXHHYECKOMY 00ecredeHHI0:
Peanu3zanus mporpamMmbl MOIyJsS TpEANofiaraeT HaJW4YUe: KaOWHETa TEOPETHUYECKON IMOATOTOBKH
kabuHeTa obmenpodeccHoHaIbHbBIX TUCIUILINH, KaOnHeTa 0€30MacHOCTH CUCTEM U HH(POPMAIIMOHHO-
KOMMYHHUKAITIOHHBIX ~ CETeW  CBsA3M, KaOWHETA MaTEeMAaTHYECKUX IMPUHIMUIIOB  TOCTPOCHUS
KOMITBIOTEPHBIX CeTel; JJabopaTopuu HHPOPMAITMOHHOM 0€301acHOCTH

O6opynoBanne y4eOHbIX KAOMHETOB!

- TOCAJIOYHBIC MECTa IO KOJUYECTBY O0yUaIOIUXCS,

- pabodee MecTo MpemnogaBaTes,

- IIeYaTHBIE/IJIEKTPOHHBIC JIEMOHCTPAIMOHHBIE TIOCOOHH,

- TUIAKTUYECKHE MAaTEPUAIBL.

Texnuveckue cpeacTBa 00y4eHuUs :

- KOMIIBIOTEP, JUILIEH3MOHHOE ITPOrpaMMHOE 00eCIeUeHHE;
- MYJIbTUMEIUNHBIN IIPOEKTOD;

- MYJIbTUMEUIHBIE CPEICTBA.

OobopynoBanue JadopaTopu HHPOPMALMOHHOM 0€30IIACHOCTH:
- TOCAI0YHBIC MECTa 10 KOJMYECTBY 00YUarOIINXCS;
- pabouee MeCTO MpenogaBaTes;
- IEYATHBIE/IIIEKTPOHHBIE IEMOHCTPAIIMOHHBIE TTOCOOUSI.

J1J1s BEIOTTHEHUS JTA0OPATOPHBIX U MPAKTHYECKUX pabOT He0OX0IMMO UMETh 000PYy/10BaHKeE:

O0wvenunennbix cereir (Cisco wmmam ap.), cereit gocrtyma (ETTH, ADSL, Wi Fi u nap),
BO3MOXXHOCTh KOHGUTYpALIUU U aJMUHUCTPUPOBAHUS CETEBBIX ONEPALMOHHBIX CHCTEM, MEKCETEBbIC
skpanbl, omnepannoHHbie cuctembl WINDOWS, LINUX, UNIX, NOVELL u nap., anHTUBUpYCHBIE
MPOrPaMMbI, KPUIITOAJITOPUTMBI, 000PYJOBaHHE CUCTEM YCIOBHOTO JOCTYTIA.

Peanu3amust mporpaMmMbl MOYJIS TIPEIIONIaracT 00s3aTeIbHYIO YICOHYIO U IMPOU3BOICTBEHHYIO
MPAKTUKY, KOTOpasi MPOBOAUTCS KOHIIEHTPUPOBAHHO MOCJIE OCBOCHUS BCET'O MOIYJIS

4.2. UnpopmannoHHoe odecniedeHne 00yYeHus .
Ilepeyenb pexkomeHayeMbIX Y4eOHbIX u3AaHui, MHTepHeT-pecypcoB, AONOJHUTEIbHOM
JIMTEPATypBbl.

Jns peanuszauus nporpammbl OMOIMOTEUYHBIH (OHJ 00pa3oBaTEIbHOM OpraHU3alMM HMEeT
AJIEKTPOHHBIE M3JaHUs U WH(OPMALMOHHBIE PECYpChl, PEKOMEHJyeMble JJisi HCIOJIb30BaHUS B
00pa3oBaTeIbHOM Ipoliecce.

OcCHOBHBIC HCTOYHHKH:

1. bapanosa, E.K. NupopmannonHas Oe3omacHOCTh U 3amuTa HHGopManuu: ydyebHoe mocobue/
E.K.bapanosa, A.B.ba6am. — 3-e u3z., nepepab. u non. — Mocka: PUOP: UTHOPA-M, 2020.

2. bysos, I'A. 3amuTa MHGOPMAIIMU OTPAHUIEHHOTO JIOCTYIA OT YTEYKH MO TEXHHYECKUM KaHaJlaM:
yuebHoe mocobue st By30B/I.A.By30B. - Mocksa: ['opsiuast nunus-Tenexom, 2018.

3. BacwibkoB, A.B. be3omacHoCTh 1 yrpaBieHHE TOCTYIIOM B HH(POPMAIIMOHHBIX CHCTEMaX: yudeOHOe
nocobue g CITIO /A.B.Bacuiskos, M. A.Bacuiekos. - Mocksa: ®OPYM, 2020.

4. 3epeBa, B.Il. Yuactue B mnaHMpoBaHUM M OpraHu3aldu pabOT MO OOECTEUEHUIO 3aALTUTHI
oObekTa: yueOHUK Uit ctya. yupexna. CIIO/ B.IIL. 3BepeBa, A.B. HazapoB. — MockBa: KYPC:
NH®PA-M, 2017.

5. HmeitHos, B.f. OcHoBHBIE TON0KEeHUST WH(DOPMAIIMOHHON 0€30MacHOCTH: yuyeOHOe mocoOue ass
crya. yupexa. CIIO /B.SA.MmeiinoB, M.B.Menatynsu. - Mocksa: ®opym: UHOPA-M, 2018.
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http://www.rektor.ru/katalog/products/shkolnye-uchebnye-kabinety-klassy/klass-matematiki/pechatnye-materialy/pechatnye-posobija-demonstracionnye
http://www.rektor.ru/katalog/products/shkolnye-uchebnye-kabinety-klassy/klass-matematiki/pechatnye-materialy/pechatnye-posobija-demonstracionnye

[Mapreika, T.JI. MadopmanmonHas Oe3omacHOCTh: yueOHOoe mocobme mis cryn. ydupexa. CIIO
/T.JL.ITapteika, N.N.ITomos. - Mocksa: ®opym, 2020.

Hlanberun, B.®. WudopmanmnonHas 0e30MacHOCTb KOMITBIOTEPHBIX CHUCTEM M ceTeil: yueOHoe
nocobue s ctya. yupexa. CIIO. - Mocka: ®OPYM: UH®PA-M, 2020.

Manerun, B.®. KommuiekcHas 3amura WHGOPMAMU B KOPIIOPATUBHBIX CHCTEMaX: Yy4eOHOE
nocodue. - MockBa: POPYM: UHDPA-M, 2020.

I[OHOJIHHTBJILHLIC HCTOYHHUKMU:

1.

10.

11.

Aytentudukanus. Teopus u nmpakTuka odecredeHus: 0€30MacHOro J0CTymna K HHPOPMAIIHOHHBIM
pecypcam: yuebHoe ocobue st By30B / A.A. Adanacees, JI.T.BenenbeB, A.A.BopoHuos [u mp.].
— Mocksa: 'opsuast nunus—Tenexom, 2012.

bapanosa, E. K. OcHoBbl uH(OpMaTHKH U 3amUThl HHGOpMaIUu: ydeOHoe nmocobue. - Mockaa:
PUOP: UH®PA-M, 2018.

bamer, I1. H. Uadopmarnmonnas 6e3omacHoCcTh 1 3aniuTa uHdopmaruu: yaeonuk / 1. H. banuisr,
A. B. babam, E. K. Bapanosa. - Mocksa: PUOP, 2013.

benos, E.b. OcHoBbl nHbOpManoHHON Oe30macHOCTH: yueOHoe rnocobue s By3oB/E.b.benos,
B.I1.JIocs, P.B.Memepsikos, A.A.lllenynanos. - Mocksa: ['opsiuast nmuausi-Tenexom, 2011.
lanatenxko, B.A. OcnoBbl uH(popmanuonHoii 6e3omacHoct/ B.A. T'amarenko. - Mockaa:
Wutepner-Yuusepcurer Madopmammonnsix Texnomoruit (MHTYUT), 2016.

I'pumuna, H.B. Mudopmanronnas 6e3o0nacHOCTh mpeanpusaTus: yaeonoe nocooue/H.B.I'puinna.
- 2-¢ u3n., jpom. - Mocksa: ®opym: MTHOPA-M, 2019.

Hesnun, [IL.LH. Mogenu 06e30macHOCTH KOMIBIOTEPHBIX CHUCTEM. YIIpaBJIeHHE AOCTYIIOM H
nHGOPMAIIMOHHBIME NTOTOKaMH. - MockBa: ['opsiaas munus-Tenexkom, 2017.

JymkuH, A.B. AnnapatHble ¥ mporpaMMHbIe Cpe/ICTBa 3alllMThl HHPOpMaIK: yuyeOHoe nocooue /
A.B. Jymkun, A.Koasios, A.KpaBuenko. - Boponex: Hayunas xuura, 2017.

[Ipockypun, B.I'. 3ammra B ONEpallMOHHBIX CHCTeMax: Yy4dyeOHOoe mocobue IS
By30B/B.I".Ilpockypun. - Mocksa: ['opsiuas munus-Tenexkom, 2014.

Cxkpunauk, [I.A. OOmme Bompockl TexHUYeckod 3amuThl uHpopmauuu/ [.A.CKkpunHuk. -
Mocksa: UnTepHer-YHausepcurer Madopmanuonnsix Texnonoruit (MHTYUT), 2016.

\Illenyxun, O. W. OOHapyKeHHE BTOPKEHUH B KOMIIBIOTCPHBIC CETH (CETEBBIC AHOMAJINH):
yuebHoe mocobue st By30B/O. M.Ilenyxun, JI. XK. Cakanema, A. C. ®winHoBa. - Mockaa:
I'opsuasa muauns-Tenexom, 2018.

OteyecTBeHHBbIE JKYPHAJIBI:

1.
2.
3.

3ammra uapopmanuu Inside
WNudopmannonHas 6e30macHOCTb
DNEeKTPOCBA3h

HNHTepHeT-pecypcebl:

1.

MuHucTepcTBoO dpoBoro pa3BHUTHS, CBSI3U Y MacCOBBIX KOMMYHHUKAIUH
Poccwuiickoit @enepanuu: opunmaneHbiii caiit. - URL: http://www.minsvyaz.ru/. — Tekcr:
JJIEKTPOHHBIN.

denepanbHoe areHTCTBO cBsi3u (PoccBsasb): opunmansHbiil caitt. - URL: http://www.rossvyaz.ru/.
— TeKcT: PeKTPOHHBIH.

Comnews. HoBoctr TenekommyHuKaiui, Bemanus u UT: exxenneBHas MHTepHEeT-razera: [cair]. -
URL: http://www.comnews.ru/. — TeKCT: 3JIeKTPOHHBIH.

Connect! Mup cBsi3u: cereBoii skypHanm: [caiit]. - URL: http://www.connect.ru/. — Texkcr:
JJIEKTPOHHBIN.

CRN: UT-6usnec: cereBoe uHbopmanmoHHoe wu3manue: [caiit]. - URL: http://www.crn.ru/. —
TekcT: 271eKTPOHHBIA.

Mobile Review: mopran MoOouabHBIX TexHONIOTHIA: [caitT]. - URL: http://www.mobile-review.com/.
— TeKcT: PeKTPOHHBIH.
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PC-magazine: opunmanbubiii caiit. - URL: http://www.pcmag.ru/. — TekcT: 311eKTpOHHBIH.
I'TI Tenexom: odunmanbubIii caitt. - URL: http://www.gptelecom.ru/. — TekcT: 371€KTPOHHBIIA.
9. HutepHeT-yHUBEpCcUTET MHPOPMALMOHHBIX TexHoyorud - Mutynt (HammonampHbIi OTKPBITHIN

o

YHUBEPCHUTET. be3omacHocTh: [caiit]. - URL:
https://www.intuit.ru/studies/courses?service=0&option_id=9&service_path=1/ — TekcT:
3JICKTPOHHBIN.

10. KoMIIOHEHTbI W TEXHOJIOTHH: ceTeBOoM >kypHan: [cait]. - URL: http://www.Kit-e.ru/. — Tekcrt:
3JICKTPOHHBIN.

11. OtkpeiThbie cuctemsl: [caiT]. - URL: http://www.0osp.ru/. — TekcT: 3neKTpOHHBIH.

12. Caiit komnanuu Cisco: oburmansbiii cit. - URL: http://www.cisco.ru/. — TekcT: 3JeKTpOHHBIIA.

13. Caiit xomnanuu D-Link: odunmanersiii cait. - URL: http://www.dlink.ru/. — Tekcr:
3JIEKTPOHHBIN.

4.3. O0uue TpeOOBaHUS K OPraHU3alMU 00Pa30BaTeILHOIO NMpolecca

OO0s3aTeNbHBIM  YCIIOBUEM JONMYCKAa K Y4eOHOM MpakTHUKe IS MOJIyYEeHUS MEePBUYHBIX
poeCCHOHAIBHBIX HaBbIKOB ABJIETCS OCBOEHHUE IPOrpaMMBbl COOTBETCTBYIOILETO
MexaucIuIuImHapaoro kypea (MJIK).

OOs13aTeNIbHBIM ~ YCJIIOBUEM  JIONIyCKAa K  IMPOM3BOJACTBEHHON IpakTUKE B  paMKax
npodeccuonanpHoro moxyis «ObGecneyenne WHGOPMANMOHHOH  0€30MACHOCTH  CHCTEM
MOOMJIBHOI CBSI3M» SIBIISIETCSI OCBOCHHE YU€OHOH MPAKTUKH B PaMKax JAHHOTO MPO(eCcCHOHATBHOTO
MOJIYJIAL.

OcBOoeHMIO  JIaHHOTO  MOJyJs  JOJDKHO — NPEIIIECTBOBAaTh  M3YYEHUE  JAMCLMILINH:
npodecCHOHANBbHOrO IMKJIa: Teopusi JNEeKTpUYECKUX Ilemneil; DJIeKTpOHHas TexXHHKa; Teopus
DIIEKTPOCBS3M; BprumcnurensHas TexHuKa, OCHOBBI TENEKOMMYHHKAIWK; DHEProcHaOKeHue
TEJIEeKOMMYHUKAIMOHHBIX cUCcTeM; be30macHOCTh KU3HEACSITETbHOCTH.

OnHOBpEMEHHO C ATUM O0Y4YaIOIMMUCS JIOJKHA OCYLIECTBIIATHCS CaMOCTOsITENIbHAs paboTa B
COUETAaHMHM C YIOpaBICHHMEM U KOHTPOJIEM CO CTOPOHBI IMpermojaBaTelied W  MacTepoB
IIPOU3BOJICTBEHHOI'O O0Y4EHUS.

5. KOHTPOJIb 1 OIIEHKA PE3YJIbTATOB OCBOEHUS
MNPO®ECCHUOHAJIBHOI'O MOAVYJIA

KoHTpoab M oleHKa pe3ylbTaTOB OCBOEHUS MEXKIMCUUILUIMHAPHBIX KYPCOB OCYIIECTBISETCS
MpernoiaBaTesieM B MPOIECCE MPOBEICHUS 3aHATUN, MPOBEPKE TOMAIIHUX 3a/JaHHM, KOHTPOJBHBIX
paboT, TECTUPOBaHHUsS, a TaKKe OIICHKH BBIMOJHEHUS OOYYaIOIIMMUCS CaMOCTOSITENbHBIX pPadoT,
VHIUBUIYAIbHBIX  3aJaHUl, TPOEKTOB, HcciuenoBaHui. [IpoMexyTounass arrecranus IO
MEXIUCIUIUTMHAPHBIM KypcaM MPpoBoauTcs B popme nudepeHImpoBaHHbIX 3a4ETOB.

Koutpoas u omeHka pe3ylbTaToB  OCBOCHUS  NPO(ECCHOHATBHBIX  KOMIETEHIUH
OCYIIECTBIISIETCS. TIPU MPOBEIECHUU IK3aMEHAIIMOHHOW KOMHUCCHEH 5K3aMeHa KBalu(UKAIIMOHHOTO C
WCIIOJIb30BaHUEM KOHTPOJbHO-01eHOUHBIX cpenctB (KOC) mo3BONSIFOMIMX OIIEHUTh OCBOEHHBIE
KOMIIETEHIINH.

OCHOBHBIMH TIOKA3aTENSIMU OCBOCHHUS MPO(EeCCHOHATBHBIX KOMIETEHIIHA SBISIOTCS:

Pe3yabTaTsl OcHoOBHbBIE NMOKA3aTeU OLEHKHU @opMBbI U METOABI
(ocBOEHHBIE pe3yiabTara KOHTPOJISAA ¥ OIl€HKH
npogeccuoHaJIbHbIE
KOMIIETEHI[UH)
IIK 3.1. Ucnions3oBaTh |e Yerkoe MMOHUMAaHUe npo6iiem | TeKymmii KOHTPOJIb B
NpOrpaMMHO- nH(OPMaIIMOHHON 6€30MacHOCTHU B cdepe dbopwme:
amnmapaTHbIe CPECTBA TEJIEKOMM yHHUKAIIHIA; - 3aIUTHI
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3aImuThl HHQOPMAIUHU B
CUCTeMax MOOMJIbHOMN
CBSI3U

e ['paMOTHO BBISBIISTH, KJIACCU(DUITUPOBATH

" aHAJTM3UPOBATh YIPO3BI
UH(POPMALMOHHOM

0e30macHOCTH U JOPMBI UX MPOSIBIICHHS;
Br100op MexaHM3MOB U CpeACTB 0OecreueHHs
nH(OPMAMOHHON 0e30MmacHOCTH -
MPOTPAMMHBIX M TPOrPAaMMHO-AIAPATHBIX;
I'pamoTHO OPOPMIIATH JOKYMEHTAIHIO

JUIS JIMIIEH3UPOBaHus paboT B 00J1acTh
nH(pOpMaIMOHHOM 0€301MacCHOCTH;
Pa3pabaTpiBaTh TOJUTHKHU B 001aCTH
nH(OPMAIIMOHHON 0€30MaCHOCTH;

I[IK 3.2. IlpumeHnsars
CUCTEMBbI aHaimza
3alUIIEHHOCTH e
0oOHapyKCHHS
YSI3BUMOCTEHN B CETEBOU
uH(ppacTpyKType,
JaBaTh PEKOMEHJIAINH
M0 UX YCTPAHEHHUIO.

e Pacuer puckoB B 061acT ”HPOPMALMOHHOM
0€301acHOCTH U BbIZaya PEKOMEHAALNHN 110 X
YCTpaHEHHUIO;

e Brazners cepBucamu, 00eCreyuBaOIINMHI
nH(pOpMaMOHHYIO 6€30MaCHOCTh B
TEJIEeKOMMYHUKALIMOHHBIX CUCTEMaX U CeTIX
CBSI3H;

e Buaneth TexHonoruen ayreHTUUKALNY;

e (OOecne4nBaTh TEXHOJIOTHIO 3aIIUThI
MEKCETeBOro 0OMeHa IaHHBIMU;

e JlocTpoeHue cucTeMbl aHTUBUPYCHOM

340U TBI CUCTEM TCIICKOMMYHHUKAIITMOHHBIX
CUCTEM.

IIK 3.3. OOecneuyuBath
Oe3omacHoe
aJIMUHHCTPUPOBAHUE
ceTell BemaHusl.

e Beibop u  wHcnoibp30BaHHE — MAKETOB
NPUKIAJHBIX TPOrpamMM Jjsi 0e301acHOro
AIMUHHUCTPUPOBAHUA CETCBbLIX
OTIEPAIIIOHHBIX CUCTEM;

e (OOecneueHue IPOrpaMMHBIMH "
mporpaMMHO-aImnapaTHbIMn METOJaMU
0e30macHOCTH cereit J0CTyIa,
OOBEAMHEHHBIX CEeTe W  yIpaBlieHUs

TCIICKOMMYHHUKAIIMOHHBIMU CCTAMMU.

71a00paTOPHBIX
MIPAaKTUYECKUX 3aHATUH;
- KOHTPOJIBHBIX padoT
no remam MJIK;
HCCIJIEI0BATEIBCKO -
ITIOMCKOBBIN XapaKkTep
paloThI 110 TEMAaTHUKE
MOAYJIA C
HCII0JIb30BaHNEM
Internet.

3ayeTsl 0 y4eOHOMH
NPAKTHKE U T10
Ka)XXJIOMY U3 pa3zeiioB
npodeccHoHaIBHOTO
MOYJIS.

KBanuduxanoHHslit
9K3aMeH 110 MOAYJIO.

@opMBI 1 METOIbI KOHTPOJISL M OLIEHKH PE3yJIbTaTOB O0yUYEHUS JOJIKHBI 03BOJISATH IPOBEPATH
y o0y4aromuxcsi He TOJbKO CPOPMUPOBAHHOCTh MPOPECCHOHATIBHBIX KOMIIETEHIIUH, HO M Pa3BUTHE
00X KOMIETEHIMH 1 00eCIIeYNBAIOIINX UX YMEHUH.

Pe3yabTarhsl OcHOBHBIE IOKA3aTeJIH OLEHKH Dopmol u
(ocBoeHHBIE 001IHE pe3yabrara Memoowl
KOMIIETEHIUH) Konmpona u
OUenKu
[ToHrMaTh CymiHOCTb U ® CBOEBPEMEHHOE U KAY€CTBEHHOE OKCIIepTHOE
COLMAIIBHYIO 3HAYMMOCTh CBOEH MIPUMEHEHHUE KOMIIETeHIINI, YMEHUN U HaOJIFOEHUE U
Oynymeit npodeccun, 3HAHU, TIPUOOPETEHHBIX B PE3YJIbTATE OlIEHKa Ha
IIPOSIBIIATH K HEHW YCTOMYUBBIN OCBOEHMS MIPEIIECTBYIOLUX TEM, IIPAaKTUYECKUX U
HHTEpeC pazaenos, nucuuiuine, MJIK, mogynen. 1ab0paTOPHBIX
Opranu3oBbIBaTh COOCTBEHHYIO | ® BHIOOp M IIPUMEHEHHE METOOB U 3aHATUSAX,
JeSTEIBHOCTD, BEIONPATH CIIoco00B peleHus Mpo(hecCHOHaIbHbIX POJICBLIX UIpax,
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THITOBBIE METO/BI U CITOCOOBI
BBITTOJTHEHHS
npodeccHoHaIbHBIX 3a/1ad,
OLIEHUBATH UX 3(P(HEKTUBHOCTH U
Ka4ecTBO

3amay B o0JracTu oOecreueHust
0E30IMaCHOCTH CUCTEM BEIIAHHMS;

e oreHKa Y (HEKTUBHOCTH M Ka4yecTBa
BBITIOJIHEHHS CAMOCTOSATEIbHBIX U
JOMAIITHUX 3aJaHHi.

[TpunuMate pemieHus B
CTaHJAPTHBIX U HECTAHIAPTHBIX
CUTYaIUsX U HECTH 32 HUX
OTBETCTBEHHOCTh

L4 PEIICHUE CTAHAAPTHBIX U
HECTAaHJAPTHBIX HpO(l)eCCI/IOHaJ'IBHBIX
3aaad 110 obecreueHnI0 0e30IMacHOCTH
CHUCTEM BCUIaHUA,

OcyniecTBIATh IOUCK U
UCTIOJIb30BaHUE UH(OPMAIIHH,
HEOO0X0IUMOM JJIst
3(PEKTUBHOTO BBHIMOTHEHUS
npodecCHOHAIBHBIX 33/ad,
PO ECCUOHATBHOTO U
JMYHOCTHOTO PAa3BUTHUS

e 3 (heKTUBHBIN TOUCK HEOOXOAMMOM
WH(POPMALINY JIJISl pEIICHHS 3a]1a9 B 00JIACTH
CeTeBOM 0€30IMacHOCTH;

® WCIOJIb30BaHUE YUCOHOH, CITPABOYHOM
JUTEPaTypbl, HOPMATUBHO-TTPABOBBIX
HUCTOYHUKOB U HHTEPHET-PECYPCOB.

Hcnoinb3oBars
nH(pOpMaIMOHHO-
KOMMYHHKAITIOHHBIC
TEXHOJIOTUH B
pohecCHOHATLHOM
JICSITEIIbHOCTH

e paboTa C pa3’IMYHBIMH ONEPALMOHHBIMU
CUCTEMaMH U  CpelaMH, IPOrPaMMHO-
armapaTHbIMU u [IPOrPAMMHBIMHU
cpencTBamMu

PaboTarh B KOJUICKTUBE U
KoMaH1e, 3(HEKTUBHO
00IIaThCA C KOJIJICTaMH,
PYKOBOJICTBOM, IIOTPEOUTEIISIMU

® B3aMMOJICHCTBHE C O0YJAIOIIUMHUCS U
IpernoaaBaTesIMU B Xoe 00ydeHus, a
TaKKE C WICHAMH KOJUIEKTUBA MTPEIPHUITUS
BO BpEMs TPOU3BOJICTBEHHOW MPAKTUKU;

e BHECEHHE MHIUBHIyaIbHOTO BKJIaaa B
KOJUIEKTUBHOE PEUICHUE 3a/1ay.

Bpatp Ha ce0st OTBETCTBEHHOCTh
3a paboTy WIEHOB KOMaH/Ibl
(TOAYMHEHHBIX), pe3yJbTaT
BBITIOJIHEHM S 3a/1aHUN

e CaMOaHaJIN3 ¥ KOPPEKIUS Pe3ylIbTaTOB
COOCTBEHHOM paboThI, OLIEHKA
JIeSATEIbHOCTH 10 KOHEYHOMY Pe3yJIbTary.

CaMOCTOSATEIBHO OMPEAeIsATh
3a/1a4u MPOPECCUOHAIBHOTO U
JUYHOCTHOTO Pa3BUTHS,
3aHUMAThCS CaMOO0OPa30BaHUEM,
OCO3HAHHO MJIAHUPOBATH
IIOBBIIIICHUEC KBaJII/Iq)I/IKaIII/II/I

e [JIAHWPOBAHUE U OpPTraHU3aLMs
CaMOCTOSITENIbHOTO 00yUY€HHsI IPH OCBOSHUH
npodheccnoHaTbHOTO MOYJIS.

OpueHTHpOBaThCS B YCIOBUSIX
YacTON CMEHBI TEXHOJIOTHUH B
npodeccuoHaNbHOM
NeITeILHOCTH

® aHaJIM3 WHHOBAIMI B 001acTH
IPOTrPaMMHOT0 0OecrieueH s, pa3BUTHS
oTpaciy,

® pacIIMpEHHUE KPyro3opa B
npo¢ecCHOHATBHON e TETbHOCTH

N cnomHSITh BOMHCKYIO
0053aHHOCTh, B TOM YHCJIE C
IIPUMEHEHNEM ITOTYyYEHHBIX
npodecCHOHATBHBIX 3HAaHUIN
(11 roHO1IEH)

® C YCCTBhIO BBIIIOJIHATH T'pa)I(JIaHCKI/Iﬁ oJIr
B moboii  chepe  meATEIBHOCTH  C
MMPUMEHCHUEM IMMOJIYUYCHHBIX
npoheCCUOHATIBHBIX KOMIICTCHITHIA.

IIPU BBITOJTHEHUU
pabot no yueOHoi
u
MIPOU3BO/ICTBEHHO
1 MpaKTHUKE;

KBanudukanmonn
BII DK3aMeEH.
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NNPUJIO)KEHHE 1.

KOHKPETU3ALIUA PE3YJBTATOB OCBOEHMUS IIM

IIK 3.1. Ucnonb30BaTh NPOrpaMMHO-aNNIaPpATHBIE CPEICTBA 3alIMTHI HH(OPMaLK B CHCTEMAaX
PaaHOCBA3U U BeLIAHUA

Hmems npakmu YecKUil Onvim:

® BBIBJICHUS  KaHAIOB  YTCUKH
uHpOpMaLnu;
® OIpeaeneHus HEOOXOIMMBIX

CPEJICTB 3alIUTHI;
® TIPOBEJICHUSI ATTECTAIIMHN OOBEKTA;

® 3AIUTEI (mpoBepku YPOBHS
3aIIUIIEHHOCTH);
e pa3paboTKH MOJIMTUKU

0e30macHOCTH JUIsi 00BEKTA 3aIUThI;

® YCTaHOBKH, HACTPOMKHU
CHEIHUATH3UPOBAHHOTO 000PYI0BaHUS
10 3aIIUTe HHPOPMAITUH

Bunel paboT Ha npakTuke:

YV VV V

YCTaHOBKA, HACTPOWKA CIECIUATHM3UPOBAHHOTO
000pyI0BaHUs TI0

3ammrTe HH}popMaIumy,

BBISIBIICHHE BO3MOKHBIX aTaK HA aBTOMAaTU3UPOBAaHHbBIE
CHUCTEMBI

paboTa Ha AIMYJIATOPAX-CUMYJIATOPAX

paboTta Ha 000pYyIOBaHUM OOBEIMHEHHBIX CETEH MO
00eCTICYCHHIO 3aIUThl HH)OpMAIUH

Ymemon:

Temamuka nabopamopHblX/npaKmuieckux pabom:

® KJIaCCU(PUIMPOBATH YIPO3bI

WH(OPMAIIMOHHON 0E30MaCHOCTH;

® IPOBOJUTH  BBIOOPKY  CPEICTB
3aIIUTHl B COOTBETCTBUU C

® BBISIBIICHHBIMU YIPO3aMU;

® ONpe/IeNATh BO3MOXKHBIE BU/IBI aTaK;

® OCYILICCTBIATh  MEPONPUATUS 110
MIPOBEICHUIO aTTEeCTAIIMOHHBIX
pabor;

® pa3pabaThIBaTh MIOJINTUKY

0€30I1aCHOCTH 00BEKTA;

® BHIMOJHATH pacyeT U YCTAaHOBKY
CHEIHATU3UPOBAHHOTO
o0opynoBaHusl Jii MaKCHMAalbHOM
3alIUIIEHHOCTH 00bhEKTa

VV VY

Y V V

3amura 1 06paboTka KOH(UAECHIUATBHON JOKYMEHTAllUN
Opranuzanys aTTecTalluyd BbIACIEHHOTO MOMEIIEHUS I10
tpeboBanusiM OCTIK

W3ydyeHre MUPOBBIX CTAaHAAPTOB I10 3alUTE HH(OpMaLUU
HccnenoBaHue CUCTEMBbl aHallM3a PUCKOB U IPOBEPKHU
MOJINTUKU MH(POPMALMOHHOM 0e30macHOCTH
OPEaNpUATHS

AymuT nHOOPMAITMOHHOHN 3aIIUTHI TIPEATPUSTHS

AHanu3 nHGOPMALIMOHHBIX PUCKOB MPEANIPHUATHS
Pa3paboTka mMoONOXKEHUH O 3alIUTe IEPCOHAIBHBIX
JTAHHBIX PAOOTHUKOB MPEIIPUATHI

3name:

e Ha3HAu€HUE, KIACCUPUKALUIO U
IIPUHIUIIBI paboThI
CHeHaTU3UPOBAHHOTO

000pyI0oBaHus;

® [IPUHIUIBI IOCTPOCHHUS
MH(OPMALIOHHO
KOMMYHHKAIIMOHHBIX CETeH

®  BO3MOYHBIE CITOCOOBI
HECaHKI[MOHUPOBAHHOTO JOCTYTIA,

® 3aKOHOJATEJbHbIE 1 HOPMATHUBHbIE
npaBoOBblE aKThl B  00OJacTu
nH(GOpMallMOHHON 6€30M1acCHOCTH

Ilepeyensb Tem, BKiIOYeHHbIX B MIK:

Tema 1.1. OcHOBBI HTHPOPMAITMOHHOH 0€30M1aCHOCTH

Tema 1.2. IIpaBoBoe ob6ecrnieueHne HHPOPMaAITMOHHOMN
0e30macHOCTH

Tema 1.3 OpranuszaionHoe odecreyeHne MHPpOPMaIMOHHON
0e30macHOCTH
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CamocrosiTeibHas padora

»ow

®©

10.

11.

12.

13.

14.

15.

16.
17.

18.

19.

20.
21.

22.
23.

24,

25.

26.

217.

Odopmnenne B BUAEC  KOHCIIEKTa  OCHOBHBIX
PYKOBOZSIIUX JOKYMEHTOB 00 aBTOMATH3UPOBAHHBIX
cucTemax.

Pa3paboTka CXEMBbI KJ1acCU(pUKalnuu
ABTOMATU3UPOBAHHBIX CHCTEM.

W3ydyeHne KOHUENIMN aBTOMaTU3UPOBAHHOMN CHCTEMBI.
CocraBieHre  CXeMbl  MOJCHCTEMA  3alIUTBl  OT
HECaHKIIMOHUPOBAHHOIO JOCTYTIA.

Odopmienne B BUIEC KOHCIEKTa OCHOBHBIX NPU3HAKOB
HECaHKIMOHUPOBAHHOTO JJOCTYyIAa K UHPOPMAIIHIH.
Pa3zpabotka cxemsbl [laponbpHO ayTeHTH(DHUKAITUN.
OdopmieHne B BUIEC KOHCIIEKTa OCHOBHBIX ITOJOXKCHHMA
00LIEMETOOOTHYECKIX — MPHUHIMIIOB  (HOPMHUPOBAHUS
TEOPHUH 3alTUTHI.

CocraBieHue nepeyHs 3a7a4 TEOPUH 3aIIUTHI.
[TpyHIMITE TOCTPOSHUS 3aIIUTHI B CETIX

Odopmienue B Bue KOHCIIEKTa BOIIPOCOB, KACAIOIINXCS
MOHATHUSL ~ CTpaTeTMu  3aluThl  UHbOpMAIUU U
0COOCHHOCTEH CTpaTern4ecKux pereHuu.

[TonroroBka mepeuHss TpeOOBaHHWII K  cepBUCAM
0€3011acCHOCTH.

CocraBieHne  CXeMbl  OCHOBHBIX  COCTaBIISIOIIUX
MOJINTUKU O€30MaCHOCTH.

Odopmienue B BUIE KOHCIEKTa OCHOBHBIX IMOJOXKECHHM
MexaHu3ma ayTeHTH()HKAIIH.

Pa3paboTka  CTpyKTyphl  MpOIECCOB  TEXHOJOTHUH
ynpasieHus nojacucremon 3amursl OC.

[ToHsITHE CHCTEMHOTO aHaIHM3a: MHUKPOCKOITHMYECKOE

MpeaACTaBJICHHUEC CUCTCMbI, HCPAPXHUICCKOC IIPCACTABIICHUC
CHCTCMBI.

Pa3paboTka kinaccupukanuu Moiesei 3amnThI.
Odopmrenue B BUue KOHCIIEKTa OCHOBHBIX TPEOOBAaHUI K
CpeactBaM ¥ MeTOJaM BBISBICHHUS KOMIBIOTEPHBIX
BHUPYCOB.

[TonroroBka  apXUTEKTYpHOW MOAEIU Y NpPaBICHUS
JIOCTYTIOM.

OdopmieHue B BUAE KOHCIEKTa OCHOBHBIX TMOJIOKEHUM
Ayrentudukanuu B 1omenax Windows.

Cocrasnenne niepeuns craanii CeTeBbIX aTak.

Omnpenenenue THITIOBOM MOJIENTN CHCTEMBI
ABTOMAaTH3UPOBAHHOTO POEKTHPOBAHUS 3aITUTHI
uHpOpMaLnH.

Pa3paboTka Mojenu 3amuThl HHPOPMAIIUH.

Odopmienue B BUAE KOHCIEKTa OCHOBHBIX TMOJIOKEHUM
amnmapaTHbIX CPEJICTB 3alIUThl HHPOPMAIUH.
Odopmnenne B BHUJE KOHCIEKTa OCHOBHBIX BHJIOB
KOHTPOJIs1 0€30MaCHOCTH.

[TogrotoBka mmana Ayawta. OdopmiaeHue B BHJC
KOHCIIEKTAa OCHOBHBIX TOJIOKEHUH MaTeMaTHU4eCKOu
3alUThl HHGOPMAIUH.

CocraBnenue IepeyHs METOJI0B KOJMPOBaHUS
uH(pOpMaLINH.

Pa3paboTka anroputMa XenmpoBaHusl.
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28. [ToaroToBKa nepevHsi aHTUBUPYCHBIX MPOTPAMM.

29. OdopmiieHrEe B BHJIE€ KOHCIIEKTa OCHOBHBIX IOJIOKEHUN
WH)KCHEPHO-TEXHUYECKOH 3aIuThl HHPOPMAITUH.

30. CocraBiieHre XapaKTEPUCTHK MOJICUCTEM BBOJIA,
XpaHEHHS, PETHCTPALUU B y4eTa HHPOPMAIIHH.

IIK 3.2. IIlpuMeHATH CHCTEMbI AHAJIW3A 3AINMIIEHHOCTH IJIsi OOHApY:KeHHUsl YSI3BUMOCTeill B
ceTeBOil HH(PPACTPYKTYpeE, 1aBATh PEKOMEHIALHUY 10 UX YCTPAHEHHUIO

Hmemo
NPAKmMu4ecKuilt Onbim:

® BBISIBJICHHA BO3MOXKHBIX AaTaKk Ha

aBTOMaTU3UPOBAHHBIE
CUCTEMBI;

® YCTaHOBKHU U HAaCTPOMKH
IIPOrPaMMHBIX CPEICTB
3alllUThl aBBTOMaTU3UPOBAHHBIX
CHCTEM U HH(pOPMAIIMOHHO-
KOMMYHHKAIIMOHHBIX

CeTeH;

e KOHQUTrypUpPOBaHUS
ABTOMATHU3UPOBAHHBIX
CHCTEM H HH(OPMAIIHOHHO-
KOMMYHHKAIIUOHHBIX CETEH;
® [IPOBEPKH 3aAIIUIIEHHOCTU
aBTOMAaTU3UPOBAHHbIX
CHCTEM U HH(pOPMAIIMOHHO-
KOMMYHHKAIIMOHHBIX ceTel

Buowt paoom na npakmuxe:

» AIMUHUCTPUPOBaHHE TEICKOMMYHUKAIIMOHHBIX CHCTEM
u

MH(POPMALMOHHO-KOMMYHUKALIMOHHBIX CETEH CBA3U

» AyreHtuukanus U UACHTH(GUKALMS C MCIOIb30BAaHHEM
CETEBBIX

OIEpPALMOHHBIX CUCTEM

» Hacrpoiika u konpurypupoBanue VPN-tynneneit L2, IP
SEC

L3, 3ammmennsie npwioxenus L4 SSL, SSH

AyTeHTH(QUKAIMS, aBTOpU3ALUS U AJAMUHUCTPUPOBAHUE

NEUCTBUI MMOJIL30BATEIEH

Metonbl ayTeHTH(PHUKAINH, UCTIOJIB3YIOIINE TTAPOJIIH.

AyTeHTH(HKAIHI HA OCHOBE MHOTOKPATHBIX ITAPOJICH.

AyTeHTH(HKAIHI HA OCHOBE OJJHOPA30BbIX MapOJICH.

KoHnuenus 31eKTpoHHOro TOKyMEHTO000poTa.

3amura 6a3 JaHHBIX. MeTo/1bl IpeoOpa3oBaHus TaHHBIX

3ammra  KOH(QUIEHIMAIBHOCTH  IEpelaBaeMbIX WU

XPaHUMBIX B IAMATH JITAHHbBIX

[TonTBepxieHNE LETOCTHOCTH U MOAJUHHOCTH JAHHBIX.

AyTteHTH(UKaMI a0OHEHTOB NPU BXOJE B CHCTEMY H

IIPU YCTAHOBJICHUH COEIMHEHUS.

YV VVVVVY

Ymems:

e licnosp30BaTh IpOrpaMMHBbIE
TIPOJIYKTHI, BBISIBIISIFOIIIE
HEJIOCTAaTKU CHCTEM 3allUThl;

® [IPOU3BOJUTH

YCTAHOBKY U HACTPOMKY CPEICTB
3aIIUTHI,

e KOH(UrypupOBaThH
ABTOMAaTH3UPOBAHHBIE CUCTEMBI U
MH(OPMaLMOHHO-
KOMMYHHKAIIHOHHBIE CETH B
COOTBETCTBUH C OJIUTUKOM
UH(POPMALIMOHHOM
0e30macHOCTH

Temamuxa nadopamopHbIX/NPAKMu4ecKux paoom:
Mertonsl  3ammtel  uH(opmaruu. Iludp mpoctoit
MIEPECTAaHOBKH

Mertonapb! 3amuTs! nHGopmaruu. [Hudp Lezaps
Pe3epBHOE KonMpoBaHUe HHPOpMALUU

OcHOBHBIE IIPU3HAaKW MPHUCYTCTBUS HA KOMIIBIOTEpE
BPEIOHOCHBIX MTPOrpaMM

B3nom MoHOan(paBUTHOTO MOJCTAHOBOYHOTO MIM(pa
METO/I0M YaCTOTHOM aTaku

OnHopa3oBbie OIIOKHOTHI

Cetp OQeitmrens

[IudpoBaHue ¢ OTKPHITHIM KIIOUOM U 3JIEKTPOHHAsS
nugposas noanuck Ha GPG. Merox mmdpoBanus ¢
OTKPBITBIM KJItouoM RSA

Hcnonp3oBanue xau-QpyHkuuii Ha npumepe MDS.
OrneHka ycTOMYMBOCTH NApoJis KO B3JIOMY

Buner u konpurypupoanus VPN-TyHHenen
TexHuueckue cpeacTBa OOHAPYKEHMs, JIOKAIW3alUN MU
HEUTpAIM3alMd  PAJAHOU3IYYAOIIMX  CHEHHAIBHBIX
TEXHUUYECKUX CPEICTB HETJIAaCHOTO MOJIy4YEHHUS
uH(popManun

» MHccnenoBaHue 3alMIIEHHOCTH OECHPOBOAHBIX —CETEH

VVYVY YV VVVY V

\ A%
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nepesayn JaHHBIX

» IlporpaMMHBIC CpeICTBa aHAIM3a CETEH ¢ KOMMYTaIUCH
NmaKkeToB. AHaIM3 ceTeBoro Tpaduka ¢ TOMOIIBIO
nporpammbl « Wireshark»

3namo:
o HpaBI/IJIa HpOBe[[eHI/ISI BO3MOXXHBIX
MIPOBEPOK;

® JTambl ONpeIeICHUs

KOH(HICHIIMAIIBHOCTH JJOKYMEHTOB

00BEKTa 3aIIUTHI;

® CTPYKTYPY CHCTEM YCIOBHOTO
JOCTYTIa U IPUHIIHAI UX paOOTHI;

® BO3MOXHBIE CIIOCOOBI, MECTa
YCTaHOBKH U HACTPOMKH
MIPOTrPaMMHBIX MMPOJTYKTOB

Ilepeuens mem, éxnrwuennvix ¢ M/IK:

Tema 2.1 IIporpamMHoO-anmapaTHble CpEACTBA 3alllUThI
uHpopMauu

Tema 2.2 AIMUHUCTPUPOBAHUE TEIIEKOMMYHHUKAIIMOHHBIX
CHCTEM M MH(OKOMMYHUKALMOHHBIX CETEHl CBA3M

CamocrosiTesbHasi padoTa

1. Odopmnenne B BUIe KOHCIIEKTa OCHOBHBIX ITOJIOKECHHM

Kpurnrorpadumu.

Pa3pabotka cxembl Mexanuszma apOuTpax.

3. Wzyuenme  crTpykTypsl =~ CHUMMETPUYHOH  CHUCTEMBbI
mmdpoBaHus.

4. CocraBiieHHE CXEMBbI cepBepa MPHII0KEHHH.

Odopmienue B BHI€ KOHCIIEKTAa OCHOBHBIX TMOJIOKEHUMN

npolecca reHepay KIoYen.

[ToaroroBka cxembl AOOHEHTCKOE MU POBAHUE.

Pazpabotka cxemsl. [TakeTHoe mudpoBaHue.

Pa3paboTka cxembl AyTeHTU(UKALNS JaHHBIX

OdopmiieHne B BUJE KOHCIIEKTa OCHOBHBIX I10JIOKEHHM

npecTaBieHns andaBuTa B JBOMYHOM KOJIE

10. IloaroroBka cxeMmbl (YHKIMOHMPOBAHUS 3JIEKTPOHHBIX
TUTATEKHBIX CHCTEM.

11. OdopmieHnue B Buae KOHCIIEKTa OCHOB KOAMPOBAHUSI.

12. Pa3pabotka cxembl OnHOHANPABICHHBIX XEI-(DYHKITHIA.

13. Pa3paboTka cxeMbl HIM(PPOBAHUS C OTKPHITHIM KIIFOYOM.

14. Odopmnenue B BuAE KOHCIEKTa MaTepuaiga IO
[IudpoBaHio METOJAMH 3aMEHBI.

15. Odopmnenue B BuAEe KOHCIEKTa Marepuaiga o0
AOGOHEHTCKOM MU(pPOBAHHH.

16. Pa3pabotka cxeMbl MaTpruHOI IEPECTAHOBKH.

17. Odopmnenne B BUAE KOHCHEKTa Marepuajga o
KPHUITOAHAIH3E

18. IloaroroBka K MPAKTUYECKOMY 3aHATHIO
«KomupoBanuey.

19. Pa3pabotka cxembl HaCTOTHOTO aHaIM3a.

20. Pa3paboTka cxeMbl KpUNITOAHATTN3A.

21. TlonroroBka K mpakTuueckomy 3ausaTHio «lIpoctas
3aMeHa.

22. Odopmienue B BHAE KOHCIEKTa MaTepuajia o
KomnerorepHoM mugpoBaHuu.

23. Odopmienue B BHJE KOHCIEKTa MaTepuajia o
I'ammupoBanum.

24. TlonroroBka K MpakTH4YeCKOMY 3aHATHIO «IIpoTOKOIBI
YOPABJIECHUS MapIIPyTH3ALNACH.

N

o

©ooNo
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25. Iloaroroska
MIPOTOKOJIAX.

26. IloaroroBka K MPakTHYECKOMY 3aHATHIO «AOCOIIOTHBIH
mmdp. LnudpobrokHOT.

27. Tloaroroka Marepuana o Tabiuie Buxenepa.

28. Tlouck u oopmiieHne B BUJE KOHCIIEKTa MaTEPHAJIOB 110
teme «llepcoHanbHbBIN UACHTU(HUKAITMOHHBIA HOMEDPY

29. Pa3paboTka CTPYKTYpBHI T€HEepaIiy KIIIOYEH.

30. Odopmnenne B BHAC KOHCIEKTa MaTephaisa o
CTpyKTYpHOU cXeMe MHU(PPOBAHUS C OTKPHITHIM KITFOUOM.

Marepuaia O  KpUNTOTrpaduuecKux

31. IoxroroBka K MpakTU4YecKOMY 3aHATHIO «CTaHaapThl
1U(GPOBON NOIIUCHY.

IIK 3.3. O6ecnieunBaTh 0e30nacHoe aAMMHUCTPUPOBAHME CeTell BeIaHUs.

Hmems

NpaAKmMuyecKuil Onvim:

e 3amuThl 0a3 JAHHBIX;

e OpraHM3aliH 3aIIUTHI B
Pa3IUYHBIX
OIIEPAIIOHHBIX CUCTEMaX
U cpelax;
mmdpoBanus uHGOpMaIIH

Buowvi pabom na npakmuxe:

» YcraHOBKa, HaCTpOMKa CIELMATIU3UPOBAHHOT O
000pyI0BaHUS 1O 3aluTe HHPOPMAITUH

» YcTaHOBKa M HacTpoiika MPOTrPaMMHBIX CPEJCTB 3aIUTHI

aBTOMATH3UPOBAaHHbIX CUCTEM M  HMH(OPMAIMOHHO-

KOMMYHHMKAIIMOHHBIX CeTel

Kondurypupoanue aBTOMaTU3MPOBAHHBIX CUCTEM U

MH(POPMAMOHHO-KOMMYHUKAIIMOHHBIX CETEH

[TpoBepka 3anIMIIEHHOCTH aBTOMAaTH3UPOBAHHBIX CHCTEM

u

MH(POPMAMOHHO-KOMMYHHUKAIIMOHHBIX CETEH

Opranu3anus 3alUThl B Pa3JIUYHBIX ONEPALUOHHBIX

cucremMax u

cpenax

CoOBOKYIHOCTH MPOLEAYP U MpaBMJl KpUNITOrpahuIecKux

npeoOpa3oBaHU

3amudpoBanue

uH(popManuu

[Mudpporexcr. Koy mmpposanus. XsmupoBaHue

bnounoe mmdponanue. Ilotounoe mudpoBanue

MH(pOpMaLINH. PacimdpoBanue

VV VYV VYV VYV VVYVY

Ymems:

e BEHINOJHATH TECTUPOBAHUE CUCTEM
C LEJBIO ONPEIETIECHUs YPOBHS
3alIUIIEHHOCTH;

® JCIOJI30BaTh IPOrPAMMHBIE

MPOIYKTHI 7S 3aIIUTHI 033 TaHHBIX;

®  TPUMEHSTH KpUnTorpadhuyeckue

METO/IbI 3aIUTH HHGOPMAITIHT

Temamuka nadopamopuvix/npaKkmuyeckux paoom:

» Ckpeitas nepenada napopmaruu B JPEG nzodpaxkeHusx

» MHccnemoBaHme W aAMUHHCTPUPOBAaHHME  CPEICTB
obecnieuenus nHpopmarmoHHou 6e3onacHocTn Microsoft
ISA Security Server. YcrtaHoBka M KOH(UrypHpOBaHUE
opannmayapa ISA. [Toctpoenne VPN-ceTu Ha 6aze [SA

» MHoropyHKIIMOHaIBHBIH TOMCKOBEIN prbop ST-031
«[Tupanbs». Kontponb 3 pexTHBHOCTH 3aLIUTHI peueBOi
UH(OPMALIKHU C TOMOIIBIO TPOrPaMMHO-AIAPATHOTO
koMmiutekca «CITPYT-MHWHN»

» Opranuzanus MH)KEHEPHO-TEXHUYECKOM
nH(popMaluu

3alllUThI

3namo:

e KOH(pUrypanuu

3alUIIAeMBIX CETEH;

® aNTOPUTMBI PabOTHI

TECTOBBIX MPOTPaAMM;

® CcOOCTBEHHBIE CPEACTBA 3AIUTHI

Ilepeuenv mem, exnouennvix 6 M/IK:
Tema 2.1 IIporpammHoO-annapaTHble CPEACTBA 3aIUThI
uH(popManun
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pa3IMYHBIX

OTIEPAIMOHHBIX CHCTEM H CPE/I;
e CcriocoObI U METOJIBI
mudpoBaHus nHGoOpMaIuu

CamocrosiTeibHas paGora 1. CocraBnenue noknana o Crangapre mmpposanus ['OCT
28147-89

[Toaroroska pedepara mo Teme «AOCOMIOTHBIA MUDP».

Cxema «IIpocras 3ameHay.

Cxema «IIpocras 3aMeHa C KIIOUOM.

Cxema «Cucrema Llezaps ¢ Kiirouomm».

Cxema «CHUMBOJIBHOE KOIHUPOBAHUE.

[MoaroroBka pedepara mo Teme «OCHOBHBIC MPOIECTYPHI

M (POBON TOJITUCHY.

8. IloagrotoBka pedepata mo Teme «KoMmOuHUpOBaHHAsS
KPHUIITOCUCTEMAY.

9. Cxema cUMMETpUYHOE MIHPPOBAHUE.

10. Bemmoanenue pedepara mo teme «Kpunromorus.

11. TloaroroBka npe3eHTanuii mo reme «Kpunroanammsy.

12. IlogrotoBka pedepara 1o TemMe «ACHMMETpPHUYHBIC
KPHUIITOCUCTEMBI Ha 0a3€ SJUTMITUYECKUX KPUBBIXY.

13. [lonrotoBka mpe3eHTalMii 1O TeMe «IJIEeKTPOHHAs
U poBast MOAIUCH.

14. MamHHOE KOJUPOBaHHE.

15. [lonroroBka pedepata mo TemMe «AyTeHTUDHUKAIUSA
aOOHEHTOB MpPH BXOJ€ B CHCTEMY MU MpPH YCTaHOBJICHHUH
COCMHEHUS.

16. AcummeTpudHOE IHPPOBAHUE.

17. CocTtaBneHue JoKJIaga O pa3BUTUU KpUOTOrpadhuuecKkux
METOJIOB 3aKPBITHS WH()OPMAITUN

18. Poccuiickue cucteMbl mu(poBaHus.

19. Cxema: AnropuT™MBI TU(PPOBON TOITHCH.

20. CocraBnenue noknana «Asz0yka Mop3ey.

21. [lonrotoBka mpe3eHTanmuid 1o Teme «Omnepanuu ¢

KITFOUaMm.

NoUR®N

ITpunoxxenune 2
HNudopmanuonHbie pecypcbl, HCIOJIb3yeMble IIPH BHINOJHEHUH CAMOCTOATEIbHOI padoThI*
*peKOMEeH1yeTcs T0JIb30BaThCsl IHTEpHET-pecypcaMul PU CaMOCTOSITENbHOM paboTe 1o BceM
paszzaenaM JUCLUILIMHEI

5 cemecTp

Ne zamsiTust | Pexomenayembie yueOHbIC H3IAHUSA

IMM.03. «Ob6ecnieueHue HHGPOPMAITHOHHOI 0€30MACHOCTH CHCTEM MOOHIbHON CBS3M»

MJK.03.01. TexHo.siorusi npuMeHeHHs] MPOrPaMMHO-ANNAPATHBIX CPeCTB 3aLUTHI
I/IH(l)OpMalIl/l]/I B TCJICKOMMYHUHKAIMOHHBIX CUCTEMAX U CETHX IJICKTPOCBA3H

3anstue Ne 1 | [1] c.c. 6-19; [5] c.c.5-64

3ansitue Ne 2 | [1] c.c. 34-37, 44-48; [8] c.c. 21-35, 53-56

Banstue Ne 3 | [1] c.c. 15-22, 30-31

3anstue Ne 4 | [1] c.c. 12-13, 31-33; [2] c.c. 334-344

Banstue Ne 5 | [8] c.c. 21-35

3anstue Ne 6 | [6] c.c. 10-29

Bansitue Ne 7 | [1] c.c. 15-19
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3ausatue Ne 8

[1] c.c. 15-19

3ausarue Ne 9

[4] c.c. 13-22, 94-102

3ausatue Ne 10

[1] c.c. 26-30; [7] c.c. 76-97

3ausatue Ne 11

[1] c.c. 15-19

3ausatue Ne 12

[4] c.c. 11-13, 51-64; [3] C.c. 116-156

3ausarue Ne 13

[7] c.c. 61-75

3ausatue Ne 14

[7] c.c. 9-25; [1] c.c. 44-48; [3] c.c. 244-249, 334-350

3ausarue Ne 15

[4] c.c. 66-78

3austue Ne 16

[3] C.c. 244-249

Sausatue Ne 17

[3] c.c. 94-109

3ausarue Ne 18

[7] c.c. 61-73;[8] c.c. 62-86

MK 03.02. TexHos0rusi npUMeHEeHUs] KOMILJIEKCHOM CHCTEMbI 3a1MThl HHpopMauuu

3ausarue Ne 1

[6] C.c. 365-403

3ausarue Ne 2

[7] c.c. 334-343

3ausatue Neo 3

[7] c.c. 344-353

3ausarue Ne 4

[7] c.c. 121-141; [8] c.c. 86-94

3ausarue Neo 5

[7] c.c. 353-357

3ausarue Ne 6

[7] c.c. 367-377; [8] c.c. 492-510

3ausatue Ne 7

[8] C.c. 86-90

3ausarue No 8

[8] c.c. 86-90

3ausarue Ne 9

[8] c.c. 527-530

3ausatue Ne 10

[8] C.c. 527-530

Sausarme No 11

[8] c.c. 94-110

3ausatue Neo 12

[8] c.c. 111-123

3ausarue Ne 13

[8] c.c. 111-123

3ausatue Ne 14

[2] c.c. 257-275

3ausatue Ne 15

[2] c.c. 257-275

3ausatue Ne 16

[5] c.c. 96-158; [7] c.c. 97-121

3austue Ne 17

[7] c.c. 142-170

3ausarue Neo 18

[7] c.c. 333-353

3ausatue Ne 19

[8] c.c. 250-270

3ausatue Ne 20

[8] c.c. 271-288

3ausatue No 21

[8] c.c. 492-507

3austue Ne 22

[8] c.c. 441-479

3ausarue Ne 23

[8] c.c. 407-440

3austue Ne 24

[2] c.c. 122-246

3ausarue Ne 25

[2] c.c. 512-534

3ausatue Ne 26

[3] c.c. 253-278

3austue No 27

[7] c.c. 142-170

3ausarue Ne 28

[7] c.c. 217-238

3ausatue Ne 29

[7] c.c. 179-192

3aasgtue Ne 30

[2] c.c. 248-277
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