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1. OBIIASI XAPAKTEPMCTHKA PABOYE ITPOTPAMMEBI IPO®ECCHOHAJBHOTO
MOIY.JISA

IIM.01 BpinosiHeHHe PadoT M0 NPOEKTUPOBAHUIO CceTeBO HHPPACTPYKTYPbI

1.1. Heap u niiaHupyemblie pe3yJibTaThl 0CBOeHUsI NPO¢ecCHOHATBHOT0 MOIYJIA

B pesynbTare u3yueHus nmpodeccuoHaIbHOTO MOTYJIS CTY/ICHT IOJKEH OCBOUTH OCHOBHOM BH/T
NEeSTeNIbHOCTH  BpimonHenne paboT MO MPOEKTUPOBAHHMIO CETEBOM HMHGPACTPYKTYpHl U
COOTBETCTBYIOIIKE €My O0IHEe KOMIIETCHIIUU U TIPOPECCHOHATBHBIC KOMIICTCHIIHH:

1.1.1. TTepedeHp 00X KOMIIETEHITHIA

OK 01. Beibuparh  cmocoObl  pemieHus 3amad  IpOoEeCcCHOHANBHON — JIesATEIbHOCTH,
MIPUMEHUTEIBHO K PAa3JIMYHBIM KOHTEKCTaM

OK 02. OcCymiecTBISTh TIOUCK, aHAIW3 U MHTEPIPETali0 HHPOPMAIIMH, HEOOXOIUMOM JIJIst
BBITIOJIHEHHS 3a71a4 MPO(ECCUOHATBHOM eI TEIIbHOCTH

OK 03. [InanupoBaTh M peaNM30BBIBATH COOCTBEHHOE IMPO(PECCHOHAIBHOE W JIMYHOCTHOE
pa3BUTHE.

OK 04. PaGoTaTh B KOJIIEKTHBE U KOMaH e, 3PHEKTUBHO B3aMMOJICHUCTBOBATh C KOJIJICTaMH,
PYKOBOACTBOM, KJIHCHTaMH.

OK 05. OcCyecTBISITh YCTHYIO M TUCBMEHHYI0 KOMMYHHUKAIIMIO HA TOCYJaPCTBEHHOM SI3bIKE
C Y4ETOM OCOOCHHOCTEH COIMAIIBHOTO M KYJbTYPHOTO KOHTEKCTA.

OK 06. [TposBAATH Tpak1aHCKO-TATPUOTUYECKYIO TTO3UIIHIO, IEMOHCTPUPOBATH OCO3HAHHOE

IIOBE/ICHUE Ha OCHOBE OOIIEYETIOBEUECKUX ILIEHHOCTEHM, MPUMEHSTh CTaHIApThI
AQHTUKOPPYILMOHHOT'O MTOBEICHMSL.

OK 07. CopeiicTBOBaTh  COXPAHEHUIO  OKPYXKAIOIIEH  Cpelbl, PpecypcocOepexeHuIo,
5 PEeKTUBHO AEHCTBOBATH B UPE3BbIYAHHBIX CUTYALIUSX.
OK 08. Hcnonb3oBath cpeacTBa (DU3NYECKOW KYIBTYPHI JUI COXPAaHEHUS M YKPEIUICHUS

310pOBbS B Ipouecce NpodecCHOHATbHOW JEeATENbHOCTH U MOJepKaHHe
HEO0OXOIUMOT0 YPOBHS (PU3HUECKOHN MOATOTOBIEHHOCTH.

OK 09. Hcnonp3oBaTh HHGOPMAIIMOHHBIE TEXHOJOTUHU B MPOPECCHOHATBHON AESITEIbHOCTU

OK 10. [Tonp3oBaTbess MpPodecCHOHANBHOM JOKyMEHTAled Ha TOCyJapCTBEHHOM U
MHOCTPAHHOM SI3bIKE.

OK 11. Hcnonb3oBate  3HaHMA 1O  (UHAHCOBOW  TPaMOTHOCTH,  IUIAHUPOBATH

MPEANPUHUMATEIIBCKYIO ACSITENILHOCTD B MPO(heCcCHOHaIBHOM cdepe

1.1.2. Ilepedens npodeccnoHaNbHBIX KOMITETEHIIUN

[IK 1.1. | BoImosHATh NpOEKTHPOBaHHUE KAOEIbHON CTPYKTYpPhl KOMIIBIOTEPHOU CETH.

IIK 1.2. | OcymecTBiasTh BBIOOpP TEXHOJOIMH, HMHCTPYMEHTAIbHBIX CpPEICTB M CPEJCTB
BBIYHCIIUTENbHON TEXHUKH MPU OpPraHu3alliu Mpoliecca pa3paboTKu U MCCIe0BaHus
00BEKTOB MPOPECCHOHATBHOMN NeSITETbHOCTH

I[IK 1.3. | OGecneunBarh 3amuTy WHGOPMAlMU B CETU C MCIOIb30BAHUEM MPOTPAMMHO-
annapaTHbIX CPEJCTB.
[IK 1.4. | IlpuHuMare y4yacThe B NPUEMO-CAATOYHBIX HCIBITAHUSAX KOMIIBIOTEPHBIX CETEH M

CETeBOr0 00OPYIOBAHMSI PA3IMYHOIO YPOBHS U B OIICHKE KaYyeCTBA M YIKOHOMUYECKON
3(PEKTUBHOCTU CETEBON TOTIOJIOTHH.

I[IK 1.5. | BoimonHaTe TpeOOBaHUS HOPMATHUBHO-TEXHHUYECKON MOKYMEHTAIIMH, WMETh OIIBIT
o(OopMIIEHUS TPOCKTHOM JTOKYMEHTAIIUH.




1.1.3. B pe3ynbTaTe 0cBOeHUsI MPOoheCCHOHATBFHOTO MOTYJISI CTYACHT TOKEH:

HMeTp npakTUYECKUi ONBIT | B MpOEKTHPOBaHUYU apXUTEKTYPHI JTOKAJIBHONU CETH B COOTBETCTBUH
C IIOCTaBJICHHOM 3aJadyeld; YCTAHOBKE M HACTPOMKE CETEBBIX
IIPOTOKOJIOB M CETEBOr0 O0OpYJOBaHHA B COOTBETCTBUH C
KOHKpPETHOW 3ajadell; BBIOOpPE TEXHOJIOTHH, WHCTPYMEHTAIbHBIX
CPEICTB MpH OpraHU3alldd Ipolecca HCCIENA0BAHUS OOBEKTOB
ceTeBol MHPPACTPYKTYphI; oOecrieueHnH Oe30MaCHOTO XPaHEHUS 1
neperaud  MHGOpPMALUKM B JIOKAIBHOM CETH; HCIOJIb30BaHUU
CMEUUAIBHOTO TPOTPaMMHOI0 00ECHIeYEeHUs! ISl MOJICITUPOBAHMS,
IIPOEKTUPOBAHUS U TECTUPOBAHMSI KOMIIBIOTEPHBIX CETEH.

YMETh MIPOEKTUPOBATH JIOKAIbHYIO CEThb, BBIOMPATH CETEBHIC TOMOJIOTHH;
HCIIOJIb30BaTh MHOTO(YHKIIMOHATBHBIE TPUOOPHI MOHHMTOPUHTA,
MIPOrPaMMHO-AINAPATHBIE  CPEICTBA  TEXHUYECKOTO  KOHTPOJIA
JIOKAJIbHOM CETH.

3HATh oOlMe TMPHUHIMIBI TOCTPOCHUSI CETEeH, CETEBBIX TOMOJOTHIA,
MHorocnoiHor Moaenu OS], TpeboBaHUil K KOMITBIOTEPHBIM CETSIM;
ApXWTEKTypy TMPOTOKOJIOB, CTaHJIAPTU3AlMA  CETeH, JTaroB
MIPOCKTUPOBAHUSI CETEBOM MHPPACTPYKTYPHI; 0a30BBIC TPOTOKOJIBI U
TCXHOJIOI'NHU JIOKQJIBHBIX CGTGI\/JI; HpI/IHIII/IHI)I HOCTpOCHI/Iﬂ
BBICOKOCKOPOCTHBIX ~ JIOKQJIbHBIX CETeH; CTaHmapThl KaOeeH,
OCHOBHBIC BHIBI KOMMyHI/IKaIII/IOHHI)IX YCTpOfICTB, TepMI/IHOB,
MOHSTHH, CTaHJAPTOB M THUIIOBBIX AJIEMEHTOB CTPYKTYPHPOBAHHOM
Ka0eJIbHOH CUCTEMBL.

1.2. Kosin4ecTBO Y4acoB, 0TBOIUMOE HA OCBOEHHE MPO(eCCHOHAIBLHOTO MOAYJIsI

Bcero yacos - 854

N3 Hux:

ocBoeHne MJIK — 548

NpakTUKU — 288, B TOM uunciie yueOHas npakthka — 108 ¥ mpon3BoAcTBEHHas! TpakTHKa (10
npodumto cnenuansHocTr) - 180

KOHCYJIbTAINH - 2

IpOMeXyTouHas aTTectauus — 12, B Tom uucne quddepernunponanubie 3a4etsl no MK — 4 u
9K3aMEH 110 MOIYITIO — 8

KypcoBo#i mmpoekT - 30

camocTosTenbHas padota — 126, B Tom uncie npu oceoernu MJIK — 118 u npu noaroroske
9K3aMeHy M0 MOJYIIO - 8.



2. CTPYKTYPA U COAEPKAHUE ITIPO®ECCUHOHAJIBHOT'O MOAYJIsA
2.1. CrpykTypa npoecCHOHAIBLHOT0 MORYJISI
IIM.01 BBIIIOJHEHUE PABOT 110 TPOEKTUPOBAHUIO CETEBOW MH®PACTPYKTYPHI

o Kozt O6BeM NpodecCHOHATLHOTO MOJIYJIs, Yac.
poeCCHOHATIBH
BIX O0LIMX Cymmapu O6yquge 1o MJIK IpakTuku Camoc Hpomex
. i TOM YHCIIe - -
KOMIICTCHIMH HanMeHOBaHuUs pa3IesioB NPOQeCcCHOHATBHOTO 61) " CVDCOB Tos Koucyib y
- 00BeM naGopatopH yp TeJIbHA T TOYHAs
Harpy3ku Bcero BIX U bIX y‘{e6 IMMpOnU3BOJACTB o9 aTTecra
, Jac. MpaKTHYeCK (Eagg; Hast CHHas pabota LM
UX 3aHATHH I?)B)
[IK 1.1-IIK 1.5 | Pa3znen 1. KomnsrotepHsie cetu
OK 01-11 140 108 46 36 30 2
IIK 1.1-IIK 1.5 Paznen 2. Opranuzanusi, OpUHIAIIBI
OK 01-11 MOCTPOCHUS ¥ (PYHKIIMOHUPOBAHUS 408 318 120 30 72 88 2
KOMITBIOTEPHBIX CETEU
K 1.1-IIK 1.5 | Ilpon3BoacTBeHHAas MPaKTUKa (110
OK 01-11 IpOQIITIO CTIEHUATHLHOCTH), YaCOB 180 180
(KOHIIEHTPUPOBAHHAS)
K 1.1-IIK 1.5 | Dx3ameH 1o npodeccHoHaIbHOMY 18 8 2 8
OK 01-11 MOJTYJIIO
Bcero: 854 426 166 30 108 180 126 2 12




2.2. TemaTnyeckuii IJIaH U cofep:xanue npodeccuonaabuoro moayJas (IIM)

HaunmenoBaHmue pa3aeioB

1 Tem Copaeprxanue yueOHOro Mmarepuaa,
npo¢eccHOHATBHOTO O0bem YpoBenn
wonyas (ITM), JabopaTopHble padoThbl M NPAKTHYECKHE 3aAHATHS, CAMOCTOSATeJIbHAsSI ydeOHast 4ACOB yeBoeHust
paboTa o0yuarommXxcs, KypcoBasi padora (IpoeKT) (eciu npedycmompeHul)
MEKIUCHUTITTHHAPHBIX
Kypcos (M/IK)
Pa3ne 1. KomnbloTepHble ceTH 140
MJIK.01.01. KomnbloTepHble ceTH 108
1Tema 1.1. BBenenune B Coaep:kanue
ceTeBble TEXHOJIOTHH 1 Komnetotrepusie cetu. CoBMecTHast paborta, VIHTEpHET W COBpEMEHHBIE CETEBbBIE 30 1
TEXHOJIOTUM — 00JIaCTh MPUMEHEHUSI U Ha3HaueHue. BUabl KOMIBIOTEPHBIX CETEH.
['nmoGanbHbIe U TOKaNbHbIE ceTH. OHOPAHTOBBIE U KJIMEHT-CEPBEPHBIE APXUTEKTYPHI.
OcHOBHBIE KOMIIOHEHTBI CETEH, CETEBAs Cpella U ceTeBble yCTpoiicTBa. TexHoornn
noaxiatoueHus K Murepuer. KonBeprenTHele cetn. KauecTBO M HaJ€KHOCTh CETEH.
OcHOBHBIE IOHATHS ceTeBOM Oe30nacHOCTH. TeHJeHIIMU pa3BUTHS CETell.
2 KoHconmpHBIIi TOCTYI, yIaIeHHBIN qocTyi ¢ moMotibio Telnet u SSH, ncnons3oBanue 1
nopra AUX.
3 CereBble MPOTOKOJIBI U KOMMYHUKalMU. KoaupoBaHue U mapamMeTpbl COOOIIECHHUS. 1
CereBble poTokoibl. Bzanmoneiictsue nporokosno. Ha6op npotokosnos TCP/IP u
nporiecc oOMeHa nanHbiMu. Opranuzanuu no crangaptusanuu: [ISOC, IAB, 1ETF,
IEEE, ISO. MuoroypoBueBble monenu OSI u TCP/IP. MHkancymsius NaHHBIX.
[Tporoxonbubie 650ku naHHbIX (PDU). Jloctyn k nokaneHbIM pecypcaM. CeteBast
aapecaiuss. MAC- u IP- agpeca. Jloctyn k ypan€HHeIM pecypcam. Illnro3 mo
YMOJTYAHHUIO.
4 CeteBoii 1OCTYII. 1

[Ipotokonel u cTaHaapThl HU3NUIECKOTO ypOoBHA. CHOCOOBI MOJKIIOUEHUS K CETH.
CereBbie unTepdeiicupie maatel (NIC). Cpeapl mnepemauyum JaHHBIX U HX
XapaKTEePUCTUKH: TIPOITYCKHASI CIIOCOOHOCTh, TPOU3BOJAUTEILHOCTh. BHIBI METHBIX
cereBoix kaOeneii: UTP, STP, koakcuanbHbiii. Pa3HOBUAHOCTH, OCOOCHHOCTH
MPOKJIAJKU W TeCcTUpoBaHUs KaOeneil. CTpykTypa W OCOOEHHOCTH TPOKJIAJKU

ONTOBOJIOKOHHBIX Kabeneil. becipoBoHble cpencTBa nepenaun JaHHbIX. CTaHaapt
Wi-Fi IEEE 802.11




KananbHbIl ypOBEHb M €T0 MOypOBHU: YTipaBiieHue JorndeckuM kanajaom (LLC) u
Vnpasnenue pocrynom k cpenae mnepenaun ganHeix MAC. Crpykrypa Kajapa
KaHaJbHOTO YPOBHS M MPUHUMIBI ero (opmupoBanus. CraHgapThl KaHAIBHOTO
ypoBHs. dDusnyeckas U JOTUYECKAsT TOMOJIOTUSI CETH. TOIMOJOTUU «TOYKA-TOUKAY,
«3Be3/1ay», «IIOJIHOCBSI3aHHAs», «KOJbIeBas». [loayayniaekcHas U MOJIHOYIIIEKCHAS
nepenava nanabeix. Ocobennoctu kaapos LAN, WAN, Ethernet, PPP, 802.11.

Ceressle TexHonoruu Ethernet

CemeiictBo  ceteBbix Texnosoruii Ethernet. Ilpunumn paGotsr  Ethernet.
B3aumoneiicteue Ha moaypoBHsax LLC u MAC. YnpaBneHue I0CTynoM K cpene
nepenaun aaHHbIX (CSMA). MAC-aapec: unentuduxanus Ethernet. ATpuOyTs
kanpa Ethernet. IlpencraBmennss MAC-aapecoB. OmHO- W MHOTOAJIPECHOM,
HIMPOKOBeIaTenbHon paccbuiok. CkBo3Hoe nonkioueHue, MAC- u IP-agpeca.
[Tporokon paspemenus aapecoB (ARP): mpunuumel pa®oTsl, poib B Ipolecce
ynanenHoro ooMeHa nanabiMu. Tabmuubl ARP Ha ceteBbIx ycTpoiicTBax. OCHOBHBIE
HepoctaTku mnpotokona ARP - Harpyska Ha cpeny mnepemaun JaHHBIX U
0€3011aCHOCTb.

OcHoBHas uH(popMmanuss o moprax KoMmmyratopa. Tabmuuna MAC-agpecos
kommyTtaropa. @ynkmus Auto-MDIX. Crioco0Ob! TepechbUIKH Kaapa Ha KOMMYyTaTopax
Cisco. bydepuzauusa namsatu Ha kKomMmyTaropax. PHUKCHUpOBaHHAs M MOAYJIbHAS
KOH(purypauuu kKomMmyTtaTopoB. CpaBHEHME KOMMYTAIlMM YPOBHS 2 U YpPOBHSL.
Texnomnorust Cisco Express Forwarding. BupryanbsHblit uHTEpdEiic KoMMyTaTopa
(SVI), Mapmpyrusupyemsiii nopt, EtherChannel ypoBus 3. Koudurypamms
MapLIPYTU3HPYEMOTO TIOPTA.

CereBoil ypOBEHb

CereBoll ypoBEeHBb B IIpoliecce Nepefadyd JaHHBIX. [IpOTOKOJIBI CETEBOro ypOBHSI.
OcHoBHble xapakTepuctuku [P-mporokona. Ctpykrypa mnakeroB IPv4 u IPveé.
OcobeHHOCTH U IpeuMyliecTBa npoTokona Pve. Metonbl MapmipyTH3aliu y3j10B.
Tabnuia MapmpyTH3aluK y3JI0B U MapiipyTuzaTopa s npotokonos [Pv4 u IPv6.
VYerpolictBo Mapuipytuzatopa — IIpoueccop, mamsaTh, ONepalMOHHAs CUCTEMA.
[TonkiroueHue K MapuIpyTH3aTOpy uepe3 pasianuHble nopThl. HacTpoiika ncxomHbix
napamMeTpoB, HWHTep(EHCcOoB, MNUII03a MO0 YMOTYAHHUIO MU JPYTUX XapaKTePHUCTUK
MapuIpyTU3aTopa.

TpaHCIIOPTHBIN YPOBEHD




Ha3nauenue u 3aauu TPaHCIIOPTHOT'O YPOBHSI.

MynpTUIUIEKCUPOBAaHUE CEaHCOB CBs3U. Onucanue u cpaBHeHue poTokosioB TCP u
UDP — HamexHOCTh W TPOHM3BOIUTEIBHOCTh, 00JIACTh NMPUMEHEHHS. Anpecarus
noproB u cermeHrauus TCP u UDP. O6men nannsiMu no TCP. Ilpoueccst TCP
cepepa. Ycranomienue TCP-coenuHeHus U ero 3asepiieHue. [IpuHIMIIBI
«rpéxcroponHero pykonoxatus» TCP. HanéxHnocts u ynpasinenue norokom TCP -
IloaTBEpKIeHHE MOIYYEHUsT CETMEHTOB, IOTEPsl NaHHBIX M MOBTOpHAs Iepeaaya,
ynpasieHue norokom. OOMeH naHHbIMH ¢ Hcnonb3oBanneM UDP. Ilpoueccsl u
3anpocsl UDP-cepBepa, UDP-natarpammel, mporieccel UDP-knuenra. [puinoxenus,
ucnosassytonie UDP u TCP.

10

IP-anpecamms

Crpykrypa IPv4-anpecoB. CereBas u y3noBas 4acte IP-agpeca. [IpeoOpazoBanue
aZpecoB MEX]ly IBOUYHBIM U IECATEPUYHBIM IIpeAcTaBieHueM. Macka noaceru [Pv4.
CeteBoii aapec, aapec y3iia U MUpOoKoBenaTesbHbIN aapec cetu [Pv4. [IpucBoenue
y3]ly cTaTu4yeckoro M auHamudeckoro IPv4-agpeca. MuoroaapecHas nepenaya.
[Ty6mmunpie u uactHele [Pv4-aapeca. IPv4-agpeca crnenuanbHOTO HAa3HAYCHHS.
[TIpucBoenue IP-agpecos.

CoBmecTHOE wHcCHONB30BaHWEe TpoTokoioB I[Pv4 wu IPv6: naBoifHON  CTeK,
TyHHEJIMpOBaHWe, mpeoOpa3oBanue. IlpencraBnenue IPv6-aapecos. IlpaBuna
cokpaieHus 3anucu [Pvé-agpecos. UHauBuayanbHbli, rpynnoBoi, TPOU3BOIbHbII
tunbl [Pv6-anpecoB. CTpyKTypbl JIOKaJbHOTO M TJI0OAJBHOTO HHAMBHIYATbHBIX
IPv6-anpecoB. Cratmueckas © JWHaAMUYecKas KOHQUTYpAIMH TII00ATLHOTO
uHauBuAyansHoro azapeca. llponecc EUI-64 u cioyyailHO creHepupOBaHHBIN
uaeHTuuKaTop uHTEpdeiica.

11

ICMP-cepBuchl. Otanuusa s npotokonoB [Pv4 u IPv6. Coobmenus ICMPvI6
«3ampoc Kk wmapuipytuzatopy», «OOBSBICHHE OT MapUIPyTU3aTOpa», «3armpoc
cocenqHero yzna» u «OO0bsIBICHNE COCEAHETO y31a». TeCTUPOBaHUE CETH C MTOMOIIBIO
9X0-3ampocoB. TpaccupoBka MapIiipyTa. BpeMs mpoxosk/ieHrs CUTHaJIa B TIPSIMOM U
obparaoM Hampasienusx (RTT). Bpems xuznu (TTL) IPv4 u mpenen mepexoioB
IPV6.

12

Pasnenenue IP-cereli Ha moaceTu

Cermentauusi IP-ceteit. OOMeH nAaHHBIMM MeXAy nojaceTsmu. I[lnmanupoBanue
ajipecaluy B nojceTsx. PacuetHblie hopMymbl A5l cerMeHTanuu cetu. Pazouenue Ha
MIOJICETH HAa OCHOBE TpeOOBaHUM y3JI0B U ceTel, B COOTBETCTBUU C TPeOOBaHUSIMU




cerei. Ompenenenre Macku mojaceTu. Pa3OoueHue Ha mMoJCeTH ¢ UCIMOIb30BAaHUEM
Macku nepemeHHoi amuHbl (VLSM). ba3oBas Mojienb 1 Ha3HaueHue OJIOKOB apecoB
VLSM. I[TnanupoBanue anpecanuu cetu. OcoOeHHOCTH nMpoeKkTupoBanus [Pvo-cern.
Pa30Ouenue Ha MOACETH C MCIOIh30BaHUEM HICHTH(HKATOpa HHTEpdEeiica.
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YpoBeHb NPUITOKEHUI

YpoBeHb NPUIIOKEHUN, YPOBEHDb MPEJACTABICHUS U CEaHCOBBIM ypoBeHb. [Ipumepsl
paclpoCTpaHEHHBIX  MPUIOKECHHIH. [IpoTokonbl  ypoBHS  HIPUIIOKEHUH.
Opnopanroseie cetu (P2P). Mogens tuna «kimueHt-cepepy». O030p MpOTOKOJIOB
HTTP, HTTPS, SMTP, POP u IMAP. Cnyx6a nomenubix umén (DNS). dopmar
coobuienuit u uepapxus DNS. Yrunmura «nslookupy». Cinyx6a DHCP. Ilporokon
nepenaun (daitmoB (FTP). Ilporokonm oOmeHa O0KkamMH CEepBEPHBIX COOOIICHUM
(SMB). Konneninu «Bceoobemimomuiit Mutepuer» BYOD. [loctaBka maHHBIX 1O
KOHBEPIreHTHBIM CETSIM.
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Coznianue 1 HacTpoiKa HEOOIbILION KOMIIBIOTEPHOU ceTH

[InanupoBanue ¥ co3iaHHE HEOONBIION KOMIBIOTEPHOW CETH: ONpelesieHHe
KITIOYEBBIX (haKTOPOB, BEIOOP TOIMOJIOTHH U CETEBBIX YCTPOMCTB, BEIOOP M HACTpOiiKa
IPOTOKOJIOB, CHCTEMbI ajapecanuu. Mepsl 1Mo oOecredyeHHI0 0e30MacHOCTH CETH.
VYS3BUMOCTH U ceTeBbIe aTaku. Pa3BenpiBaTenbHbIC aTaku, ATaku goctyna, OTkas B
oOcnyxuBanuu (DoS-ataku). PezepBHoe komupoBaHHe, OOHOBJIEHHE M YCTaHOBKA
ucTpaBiIeHUuH. MexceTeBble SKpaHbl. AyTeHTH(UKauus, aBTOpU3AIMSA W YUET.
Bxurouenune nporokona SSH.
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@aiyioBbIE CHCTEMBI MapIIPyTU3aTOPOB U KOMMYTAaTOPOB. Pe3epBHOE KONMpoOBaHUE
U BOCCTaHOBJIEHHE C TOMOIIbIO TEKCTOBBIX (haitnos, mportokona TFTP, USB-
HakonuTenss. Berpoennble ciyxkObl Mapuipytuszauuu. [lognepkka OecipoBOIHBIX
noAKIoYeHu. Hactpolika BCTpOEHHOI0 MapuipyTu3aropa.

JlabopaTopHbie padoThI

1

CocraBieHue KapThkI CCTU I/IHTepHeT C IIOMOUIBIO YTUIIUT «ping» U «traceroute»

2

Co3pnanue npocToit ceTu:

* VYcraHOBKa ceaHca KOHCOJIH C CETEBBIM 000pPYI0BAHUEM MPH TOMOIIH
nporpammel TeraTerm;

* Co3pgaHue cetu;

Hactpoiika OCHOBHBIX TapaAMETPOB KOMMYTATOPA.

[TpocMmoTp ceteBoro Tpaduka ¢ moMoibo nporpamMmmel Wireshark.

30
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[ToakmroueHne KOMITBIOTEPOB K CETH C IIOMOIIBIO Kabenel 1 6eCIIpOBOTHBIX
aJlanTepoB:

OmnpeneneHne CETEBBIX YCTPONUCTB U KAHAJIOB CBSI3H,
O0XHUM ceTeBOro Kades;
ITpocMOTp TaHHBIX 0 OECITPOBOAHBIX M MIPOBOJIHBIX CETEBBIX ajanTepax.

Nzyuenune Ethernet-rexHomorwmii:

[TpocMoTp MAC-anpecoB ceTeBbIX YCTPOMCTB;

Nzyuenune kanpor Ethernet ¢ momomisto mporpammel Wireshark;

[TpocmoTp ARP ¢ momomisto nporpammsl Wireshark, nuarepdericoB komanaHoM
ctpoku Windows u 10S;

Hcnonws3oBanue untepeiica komanaaoit crpoku [0S ¢ Tabmumamu MAC-
aZipecoB KOMMYTAaTOpa.

[TocTpoeHue cetn Ha 0a3ze MapUIpyTU3aTOpa:

[TpocMoTp TabauI MapIIpyTU3ALUH Y3JI0B;
W3ydenue pu3nUecKux XapakTEpUCTUK MapIIPyTU3aTOPa;
Coznlanue ceTu, CoCcTosIel 3 KOMMYTaTopa U MapuIpyTH3aTopa.

I/I3yquHe TPAHCIIOPTHOTO YPOBHSL:

HaGnronenue 3a nporeccom TpEXCTOpoHHero «pykonoxarus» TCP ¢ momonisio
nporpammbl Wireshark;

N3yuenune 3axBaueHHbIX JaHHBIX DNS UDP ¢ nomoreio nmporpaMmsl
Wireshark;

N3yuenne 3axBaueHHbIX mnakeroB FTP m TFTP ¢ nmomonipro mnporpamMmsl
Wireshark.

Hacrpoiika [P-agpecanuu:

Hcnonp3oBanue kanbKyasaropa Windows B paboTe ¢ ceTeBBIMH aJJpecaMu;
Konseprauus [Pv4-agpecoB B ABOUYHYIO CUCTEMY CUUCIICHUS;
Onpenenenue IPv4/IPv6-anpecos;

Hactpoiika [Pv6-anpecoB Ha ceTeBbIX YCTPOICTBAX;

TecTupoBaHHe ceTEBOro MOJKIIOYEHHSI C TOMOUIBI0 KOMaH/ «ping» U
«traceroutey.

Cermenranus [P-cereit:

N3ydenne KabKyIsSTOPOB NOACETEN;
Pacuér moncereit IPv4;
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Pazpnenenue cereid ¢ pa3aMYHBIMUA TOMOJIOTHSIMU Ha MOJICETH;
Pa3paboTka 1 BHeIpeHnEe CXeMbI aapecariy pa3aeaéHHon Ha nojacetu [Pv4-
CETH;

Pa3zpaboTka u BHenpeHue cxemsl aapecaruu VLSM.

10

IP-agpecanus:

aHanu3 TpaduKa OJJHOAAPECHOI Mepeaauu, IMUPOKOBEIATEIbHON 1
MHOT'0aJJpECHOMN PACCHUIKU;

HacTpoiika aapecauuu [Pvo;

npoBepka aapecauu [Pv4 u IPv6;

0TpabOTKa KOMIUIEKCHBIX MPAKTHYECKUX HABBIKOB.

11

Cermenranus [P-cereit:

opranusanya nmoaCCTH 10 Pa3IMYHbIM CLHICHAPHAM;

pa3palboTKa U BHeApEHHE CTPYKTYphI aapecannu VLSM;
BHEJIPEHUE CXEMBI aJjpecaliiu pa3aesiéHHoun Ha nojacetu [Pvo-ceru;
OTpa60TKa KOMITIJICKCHBIX NPAKTHYCCKNX HABBIKOB.
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N3ydeHre OCHOBHBIX CETEBBIX CIIYXKO:

Nzyuenue pynkunu oOMeHa daitiiaMu Mex1y OJHOPAaHTOBBIMU

yCTpOMCTBaMH| omnpeiesieHne mpeodpazoBanuii PAT; *l3ydenue npaBui paboThl
DNS;

N3yuenue nporokona FTP.
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O0ecrieuenne 0€30I1aCHOCTH CETH:

N3ydenne yrpo3 ceTeBoil 6€30MacHOCTH;
Joctyn K ceTeBbIM ycTpoiicTBaM 1o mpotokony SSH;
ObecneueHne 6€30MaCHOCTH CETEBBIX YCTPOUCTB,;
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AHanM3 KOMIIBIOTEPHOM CETH M HACTPOHKa MapuIpyTu3aTopa:

[TpoBepka 3ajiepKeK B Mepejauu CETEBBIX MAKETOB C MOMOILBIO YTHIIUT «ping» U
«traceroutey;

Hcnonb3oBanue untepdeiica komanHoi ctpoku (CLI) ans cOopa cBeneHuii o
CETEBBIX YCTPOWCTBAX;

VYnpasnenue daitnamu KOHPUTypaMu MapIpyTU3aTopa ¢ MOMOILBIO
IIPOrpaMMbl SMYJIALIUY TEPMUHAJA

VYnpasnenue daitnamu KOHGUTypau ycTpoicTB ¢ ucnonb3oBanuem TFTP,
dnem-namsata u USB-Hakonmrenei

12




* HM3ydenue nmpoueayp BOCCTAHOBJICHHS MApOJICH.
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IIpoexTupoBaHue U CO3AAHNUE CETH JUIS MAJIOTO NPENIIPUATUS — UTOTOBBIN IIPOEKT

Tema 1.2. [IpuHuMnIBI
MapIIPYTU3AIUH U
KOMMYTAaIlUH

Cone

KAHHUC

BBenenue B KOMMyTHUpYEMBIE CETH

O6venunénnbie cetu. Mepapxusi B KOMMYTUpYyeMOi ceTd. Poilb KOMMYTHpYEMBIX
cereii. Kommyrupyemas cpena. JluHamudeckoe 3anoHenune Tadnuisl MAC-anpecoB
KoMMyTaropa. MeToapl nepecbUlkM  Ha  Kommyratope. Kommyramms ¢
IIPOMEXKYTOUHBIM XpaHeHreM. CKBO3Hasi KOMMYTaLUs.

Kommyrannonssie foMeHbl. CHUKEHUE EPETPY30K CETH.

OCHOBHBIE KOHUEINILHUH U HACTPOMKA KOMMYTaluu

OcHOBHbIE KOHLENIMU W HAcTpolika kKommyrauuu. IlepBoHayanbHas HacTpolika
KOMMYTaToOpa ¥ BOCCTAHOBJICHHE Moclie cucTeMHoro cbosi. Hactpoiika goctymna s
6a3oBoro0 ynpasieHus kommyraropom c [Pv4. Jlymiekchas cBsizb. HacTpolika mopToB
KOMMyTaTopa Ha (pusmdyeckoM ypoBHE. DYHKIHS aBTOMATUYECKOTO OIpeAeTIeHHs
tuna kabens (Auto-MDIX). IIpoBepka HacTpoek mopra kommyraropa. [louck u
ycTpaHeHue npo0jeM Ha ypPOBHE JIOCTYIA K CETH.

be3onacHocTh KOMMyTaTOpa. 3auMIIEHHbIN yaanéuubiil goctyn. Hacrpoiika SSH.
Pacnipoctpanénnbie yrpo3sl 6€30macHOCTH: nepenoaHeHune Tadnuibsl MAC-anpecos,
DHCP-cny¢unr, ricrions3oBanue ys3Bumocted mporokona CDP, Araku Telnet u np.
AyIuT U TpaKTUYECKHE PEKOMEHJAIMM Mo o0ecreueHHio Oe30MacHOCTH CETH.
besonacHocts mopta kommytatopa. OrcnexuBanne DHCP coobmennii. @yHkius
6e3onacHoctu moprta. Buasl 3ammter MAC-anpecoB. PexxuMbl pearnpoBaHusi Ha
HapymeHnue Oe3omacHocTu. [IpoBepka m HacTpoiika moptoB. [IpoTokon cereBoro
Bpemenu (NTP).

Buptyanbhsie nokanbHble ceTi (VLAN)

Bupryaneubsle nokampHble ceth (VLAN) — xiaccudukamms HM  OCHOBHBIE
XapaKTePUCTUKHU. TpaHKM BHUPTYaNbHBIX ceTed. KOHTpOJIb MIMPOKOBEIATEIbHBIX
nomeHoB B cetasx VLAN. TerupoBanue kanpos Ethernet mist unentuduxanuu cetu
VLAN. Cern native VLAN u TerupoBanme cranmapta 802.1Q. Termpopanue
ronocoBoil VLAN. Peanuzanuu BupTyanpHOM JT0KanpHOM ceTh. HazHaueHune noptos
cetsMm VLAN. Hactpoiika TtpaHkoBbIX KaHaioB. I[IpoTokon auHaAMHYECKOro
co3manust TpaHkoBoro kaHama (DTP). Ilouck u ycTpaHeHHE HETMONATOK B
BHUPTYaJIbHBIX JOKAJIBHBIX CETSAX U TPAHKOBBIX KaHanax. [Ipobnemsl ¢ IP-anpecanneit
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cetu VLAN. HecoBrnaneHusi pexMMOB TpaHKOBOW CBsi3U. [IpoexkTthpoBanue u
obecnieuenne Oe3omacHoct VLAN: hopping, cmypuHr kommyraTopa, araka ¢
nBoiHBIM TerupoBanuem, Cetb PVLAN nepumerpa. [IpakTuueckue peKoMeH1alum
10 IPOEKTUPOBAHUIO BUPTYAIbHOM JIOKAJIbHON CETH.

KoHuenuus mapupyruszanuu

Hacrpolika mapupyruzaropa. MexaHu3msbl NEepecbUIKH MakeToB. lloakimoueHue u
HacTpoka ycTpoHCTB. CBETONMOAHBIE MHJAMKATOPbl Ha MapLIPyTH3aTOPE.
AxtuBanus u Hactpoiika IP-anpecanuu. ITpoBepka cBsI3HOCTH ceTel ¢ NPSAMBIM
noakitoueHueM. [Iposepka Hactpoek unrepdeiica. DunpTpanys BEIXOAHBIX JaHHBIX
komaHJ «show». Kommyranus makeroB Mexnay cetsMu. DyHKIHS KOMMYTaIUu
Mapuipytuszaropa. Mapupyrtuzanus nakeroB. Omnpenenenue nytu. Ilpouecc
IPUHSTUS PELIEHUS O IEpechlIKe MakeToB. BeiOop ontumMansHOro mytu. ITpoTokossl
RIP, OSPF, EIGRP. Pacnpenenenue Harpy3sku. AIMUHUCTPUPOBAHUE PACCTOSHUE
(AD) m HageHOCTh MapumipyTa. AHanmM3 TaOIWI] MapHIPYTH3AIHMH — HUCTOYHUK
JAHHBIX, TPUHIUIB (OPMUPOBAHUE BO3MOKHOCTH HACTPOMKHU. 3amucu TaOIUIbI
MapLIpyTU3alUU JJIsl CeTed C MPsIMBIM MOJKIIOYEHHEM. 3aJlaHue CTaTUYECKUX
MapuipyToB. [IpoTokosbl auHaAMu4eckoil mapuipyrusauuu cereit [IPv4 u [Pv6.

Mapupyruzanus mexay VLAN

[Tpunuummne! padbotsl MapupyTusanuu Mexay VLAN. Hactpoiika MapuipyTusanuu Ha
0aze MapIIpyTHU3aTOPOB C HECKOJbKUMHU (u3nueckumMu uHTepdencamu, ¢
UCMOJIb30BaHUEM KOHGUrypaluu router-on-a-stick, uepe3 MHOrOypOBHEBBIii
koMmmyTaTop. [Ipo6iemsl mapmipytusaiuu Mexxy VLAN. [IpoBepka konburypanum
KOMMYTaTopa M HacTpoek MapupyTtuzaropa. Hemonmanku B pabGote uHTepdeiica.
Omn6ku B [P-anpecax u mackax nozacetu. Hactpoiika u pabota kommyTanuu Ha 3-M
ypoBHe. Mapmpyruzauus Mexny VLAN wuepe3 BUpTyanbHble HHTEpPQEHCH
KOMMYTaTOpa, MapIIpyTU3upyeMble opTel. Hemonaaky B HacTpokax KOMMyTaTopa
3-T0 YpOBHSI.

Craruyeckas MapuIpyTH3anus

IIpeumyiiecTBa M 3aJauyd CTATUYECKOM MAapLIPyTU3alUU. THUIBI CTaTHYECKUX
MapuIpyTOB: CTAHJAPTHBIM, [0 YMOJIYAaHHUIO, CYMMApHBIH, MiaBaromuii. Hactpoiika
cratndyeckux mapuipytos IPv4 u IPv6. Komanaa «iproutey». MapuipyT cieayromero
nepexoja. HampsaMyroo NOAKIIOUEHHBIM cTaTWyecKuid MmapumpyT. IlomHOCTBIO
3alaHHBIA  CTaTMYECKUM MapupyT. HacTpolika crarudeckoro Mapuipyra IIo
ymosyanno. KnaccoBas agpecanus. KiaccoBele Macku nojacet. beckiiaccoBas
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MexaomerHas Mmapuipytuzaimuss CIDR. O0benunenne MapuipytoB. OpraHuzanus
cynepcereir. VMcmonp3oBanue Macok mojacetu ¢ukcupoBanHod qmmHbl (FLSM).
Macka mnoxacern mnepemenHod giuHBI (VLSM). Hacrpoiika cymMMapHbBIX H
IUIABAIOIIMX ~ CTATUYECKUX  MapuipyToB. Pacyér cymMmapHOro mapupyra.
OO0benuHeHue cereBbix aapecoB IPv4 u IPv6. [louck m ycTpaHeHUE HEMONaIo0K B
HACTPOMKaX CTATMUYECKOT0 MapIlIpyTa U MapuipyTa o yMOJIYaHHUIO.

JuHamuueckas MapIupyTH3ays

[TpoTOKONIBI AMHAMUYECKON MapIIpyTH3alui — Ha3HaueHHE, MPUHLIUIBI paboThl U
ucropus pas3Butus. CpaBHEHHE AMHAMHYECKOM M CTAaTMYECKOM MapUIpyTH3aLUu.
[TpuHIUIB pabOTHI TPOTOKOJIOB MAPIIPYTH3AIMHU: ITYCK ITOCIIE BKIIOUEHUS MUTaHUS,
CereBoe oOHapyxeHue, OOMeH maHHbIMH Mapuipytusamuy, ObecrieueHue
cxomumoctu. Kiaccudukanus npotokonoB Mapmpyruzanuu. [Iporokonsr IGP u
EGP. [Mucranuumonno-sexktopusle  mnpotokossl  RIP, IGRP. IIporokosnst
Mapuipytusanuu 1o cocrostauto kanana OSPF u IS-1S. KiaccoBrie u GeckiaccoBbie
IIPOTOKOJIbI MAPIIPYTU3ALMH. XaPAKTEPUCTUKU U METPUKH ITPOTOKOJIOB.

Jlunamuueckass AMCTaHLMOHHO-BEKTOpPHAas  MapuipyTusauus. JucTaHIIMOHHO-
BEKTOPHBIH  anroput™M. MexaHM3Mbl OTHpPaBKU M IOJIY4YEHHUS  JIAaHHBIX
MapLIpyTU3alKK, pacdy€ra ONTUMAJIbHBIX IMyTeH M J00aBiIEHHUS MapIIPyTOB B
TaOMUIy MapIIpyTH3alMM, OOHApYXKEHHUs M pearupoBaHHUs Ha HW3MEHEHHsS B
tonojorun. Hacrtpoiika mnpotokona RIP: Bxmrouenne RIPv2, otkmrouenue
aBTOMAaTHUYECKOro OObEJUHEHHUs, HACTpOiKa MacCHBHBIX HMHTep(eiicoB, mepenaya
MapuipyTa no ymosdasuo no cetu. Hactpoiika nporokosa RIPng.
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[Tponecc MapipyTH3auy Mo cocTosiHUo Kanana. Hello mpoTokos. makeT cocTostHUS
kaHana (LSP). JlaBuHHas paccbuika IakeToB COCTOSIHUS KaHana. JJaBuHHas paccbuika
nakeToB cocTosiHUA KaHana. Cozanue aepeBa kpardamux nyreit SPF. JlobaBnenue
mapuipyroB  OSPF B Tabaumy wMapmpyruzauuu. HegocrtaTku HNpoTOKOJIOB
MapuUIpyTU3allMi 10 COCTOSHUIO KaHana. Tabmuia MaplpyTh3alud. 3amucu ¢
IPSIMBIM MOJKIIOYEHUEM U YAANEHHOU ceTH. JIMHaMUYecKu Mody4yaeMble MapIIpyThl
IPv4/6. Ilpotiecc moucka Mapuipyra.
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OSPF misa oquoit o0nactu

CewmetictBo mpoTokonoB OSPF. XapakrepucTuku, MPUHIIUIBI paOOTHI 1 KOMITOHEHTHI
OSPF. Ocob6ennoctu OSPF mis omHOM M HECKONBKUX oOiacTeil. MaructpaibHas
obnacte. Wukancymsuust coobmennit OSPF. Tunbr maketoB OSPF: maker
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npuBerctBus (hello), maker ommcanus 6a3pl ganHbix (DBD), maker 3ampoca
cocrossHust kanana (LSR), maker oOHoBieHusi coctosiHus kanana (LSU). maker
noaTBepxkaeHus coctossHus kaHana (LSAck). OOHOBieHHs COCTOSHHsI KaHaua.
Paboune cocrossuuss OSPF. Beinenennsiii (DR) u  pe3epBHbBIN  BBIJIEIEHHBIN
mapmpyTtuzarop (BDR). Cuaxponuszanus 6a3 nanapix OSPF.

12

Hacrtpoiika OSPFv2 nns onnoii obnactu. Pexxum koHpUrypannn uaeHTu(UKaTopsl
MapmpyTtusaropa. Mcmons3oBanue uHTEepdeiica loopback. Bxmouenne OSPF Ha
untepdeiicax. lllabmonnas macka. Komanma «network». Hactpoiika maccuBHBIX
unrepderico. opmyna pacuéra merpuku croumoctd OSPF. Hactpoiika 3Hauenuii
MPOITYCKHOM criocobHOCTH mHTepdeiica. [IpoBepka coceTHUX yCTPOMCTB, HACTPOCK
MIPOTOKOJIA, IaHHbIX Npornecca u apyrux xapakrepuctuk OSPF. CpaBuenue OSPFv2
u OSPFv3. Appeca tmma link-local. Tomomoruss cetm OSPFv3. Hacrpoiika
uaentudukaropa mapuipyruzaropa OSPFv3. Bxiatouenne OSPFv3 na unrepdeiicax.
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Cnucku konTpons pocrymna (ACL)

Crucku koutponst gocryna (ACL). Ipunnun pa6otrsr ACLcenuckoB. Tumsr ACL-
ciuckoB Cisco misa IPv4. IlpucBanBanne HomepoB U uMéH ACL-cnuckam. Pacuér
mabioHHoit macku B ACL-criuckax. PekomeHganuu mo co3AaHuio U pa3MeIIeHUI0
ACL-criuckoB. Pa3menienne crangapTHeIX H  pacmmpeHHbIX  ACL-crimckos.
Hacrpoiika ctangapraoro ACL-cnucka. [Ipumenenne crannaptaeix ACL-cickoB
Ha uHTepdeiicax. Kommentrapun xk ACL-criuckam. IIpoBepka u pemakTHpOBaHUE
crannapTHbix HyMepoBaHHbIX ACLcnckoB. ACL-cratucruka. 3amura nopros VIY
¢ noMo1bio crangaptHoro ACL-cniucka IPv4.
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Crpykrypa m Hactpoiika pacumpeHHbIX ACL-cnuckoB nns IPv4. @unbrpanus
Tpaduka ¢ Ucronb3oBaHHeM paciinpeHHbIX ACL-cIucKoB.

[Touck u ycrpanenue Henonanok ACL-cnuckoB. Pacnipoctpanénnsie ommnoku ACL-
cnuckoB. CpaBHenune ACL-cnuckoB ainst [IPv4 u IPv6. Hactpoiika u nposepka ACL-
cnuckoB ais IPv6.
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ITporoxon DHCP

[Tpotokon DHCP. DHCPv4: 6a3zoBas onepanus, GpopMaT cooOIieHui, cooOmeHHs
oOHapyxeHHsl U npeioxeHus. Hactpoiika, mpoBepka U peTpaHCHsus MPOCTOro
DHCPv4-cepsepa. Hactpoiika mapmpyruszaropa B kadectBe DHCPv4-kiuenra.
Hacrpoiika mapmpyruzaropa kinacca SOHO. Ilouck m ycTpaHeHHEe HENOJIAOK B
pabore wmapmpyrtuzatopa DHCPv4. Tlpotrokon DHCPv6. ApromaTuueckas




HacTpoiika amapeca 0e3 orciaexuBaHus coctossHus (SLAAC). IlpuHnmm paGoTsl
SLAAC ¢ DHCPv6. DHCPv6 ¢ u 06e3 orcinexxuBaHusl cocTosHUA. [Iporiecchb
DHCPv6. Hactpoiika mapuipytusaropa B kauectBe DHCPv6-cepsepa u DHCPv6-
kaueHTa. [louck u yctpanenue Henonanok B pabore DHCPv6.
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IIpeoOpazoBanue ceTeBbIX aapecos [Pv4

[IpeoOpa3oBanue ceteBbix aapecoB [Pv4. KonuenrtyanbHoe mnpeoOpa3oBaHue
ceteBbixX anipecoB (NAT). Tepmunonorus u npuHiuibl padbotsl NAT. IIpoctpancTBO
yacTHbIX [Pv4-anpecoB. Ctatnueckoe M JTMHAMUYECKOE IPEOOpPa30BaHUE CETEBBIX
anpecoB (NAT). [IpeobpazoBanue aapecos nmoptoB (PAT). CpaBuenue NAT u PAT.
[TpeumymectBa u Henoctatku NAT. Ananu3 crarndyeckoro npeodpaszoBanus NAT.
[Tpunnun paborel nuHammueckoro NAT Hactpoiika um mpoepka NAT, PAT.
Ilepeanpecauus nopros. Hacrpoiika NAT u npotoko:ia IPvé.

[Touck u yctpanenue Henonaaok B padore NAT.

JlaboparopHbie padoThl

1 HacTtpoiika kommyTaTopa:
* ba3zoBas HacTpoiika KOMMYTaTOpa;
» Hacrpoiika napameTpoB 0€30aCHOCTH KOMMYTATOpa.
2 Hactpoiika 6e30nmacHOCTH KOMMYyTaTopa:
* Hactpoiika npotokona SSH;
* Hacrpoiikadyukuuu Switch Port Security;
* Tlouck u ycTpaHeHHe HEMOJAJ0K B cucTeMe 0e3011acHOCTH MTOPTOB
KOMMYTaTOopa;
OTpaboTKa KOMIUIEKCHBIX MPAKTHYECKUX HABBIKOB.
3 Kondurypauus cereit VLAN:
*  Kondurypanus cereit VLAN 1 TpaHKOBBIX KaHAJIOB,;
* Tlouck u ycrpaHneHue Henonaaok B kKoHpuryparmun VLAN;
* Peamm3zanus cucremsl Oe3onacHoctu cetd VLAN;
e Peamuzannsa cereit VLAN 1 cerMeHTanuu ceTel NpeanpusaTHii Majoro u
cpeaHero 6u3Heca.
4 Hacrpoiika Mmapuipyrtuzaropa:

* Hcnonb3oBaHue KoMaH/bI traceroute i1 0OHApY>KEHUS CEeTH;
*  JIOKyMEHTUPOBAHHUE CETH;
* Hacrpoiika untepdeiicos IPv4 u IPv6;
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* Hacrpoiika u nmpoBepka HEOOBILION CeTH;
HccenenoBanue MapupyToB € IPSIMBIM IO IKJIFOYEHUEM.

5 Hacrtpolika Mapuipytuzamnuu:

* CocraBnenue cxemsl cetu VIHTEpHET;

* Hacrpoiika 6a30BbIX TapaMeTpPOB MaplIPyTU3aTOPa ¢ MOMOIIbIO HHTep(eiica
koManiHo# ctpoku (CLI) cucremsr Cisco 10S;

* Hactpotika 6a30BBIX ITapaMeTpOB MapiipyTusaropa ¢ nomoristo CCP.

6 Mapmpyruzamus mexay VLAN:

* Hacrpoiika mapmpytusannu mexxay VLAN st kaxxaoro uarepderica;

* Hacrpoiika mapuipytuzamuu Mexay VLAN Ha ocHoBe ctanaapta 802.1Q u
TPAaHKOBOI'O KaHaa;

» Tlouck u ycTpaHeHHEe HENOJAJA0K B MapuipyTuzauuu Mexay cersmu VLAN.

7 Hacrpoiika cTaTu4ecKkoi MaplIpyTH3aLHN:

* Hacrpoiika crarnyeckux mapupytoB [Pv4/IPv6 o ymomyanuio;

* Paspabotka u peanuzaius cxembl aapecanuu [Pv4 ¢ ucnons3oBanunem VLSM;
* Pacuér cymmapubix mapupytoB [Pv4 u [Pv6;

* [louck u ycTpaHeHue HENoiIaJa0K cratnueckux MapipyTos [Pv4 u [Pv6.

8 Hactpoiika nuHaMU4YECKON MapLIpyTH3aLUK:
. HccnenoBanue cxoIuMOCTH;
. CpaBHeHue MeT0J10B BbIOOpa MyTH B mpoTokoiax RIP.

CamocrosiTesibHas ydeOHast padoTa npu u3y4eHuu pasaena 1

1. Cucremarnueckas npopaboTka KOHCTIEKTOB 3aHITHH, Y4€OHOU U CIIENUATLHON TEXHUUECKOU JIUTepaTyphl (110
BOINpoOcaM K naparpadam, riaaBaM yueOHbIX TOCOOHH, COCTaBIEHHBIM MPENo/aBaTeIeM).

2. TloxroroBka K 1a00paTOpHBIM paboTaM C UCTIOIH30BAHUEM METOINIECKAX PEKOMEHIANNHN TPenoaBaTes,
oopmieHne 1ab0paTOPHBIX U MPAKTUYECKUX pabOT, OTYETOB U MOJTOTOBKA K UX 3alllUTE.

Pabota ¢ TexHu4ecKko IuTepaTypoi, CTaHIapTaMH.

30

YuyeOHas NpaKTHKa

Buasl pador

Hacrpoiika nmporokosoB RIPv2 u RIPng.

Hactpoiika nporokosnoB OSPF:

. Hacrpoiika 6a3oBoro nporokona OSPFv2 anst ogHoit obnactu;
. basoBas Hactpoiika nporokona OSPFv3 ans ool obnactu.
N3yueHne MexaHu3MOB pabOThI CO CIIUCKAMH KOHTPOJIS IOCTYIIA:

* Harmsannoe npeacrasnenue paborsl ACL-cnincka;

36
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Hacrtpoiika ctannaptHbix ACL-CIUCKOB;

Hactpoiika crannapTHbeix iMeHOBaHHBIX ACL-ciicKoB;

Hacrpoiika ACL-crincka mis nunanid VTY

Hacrpoiika pacmmpennubix ACL-criuckoB Ji1st pa3iu4HbIX CLICHAPUEB;
[Touck u yctpanenue Hernoaaok B padore ACL-cucKoB;
Hacrpoiika ACL-cniuckos IPv6;

OTtpaboTKa KOMIUIEKCHBIX MTPAKTHUYECKUX HABBIKOB.

Hactpoiika ACL-cnuckos:

Hacrpoiika u nmpoBepka ctanaaptabix ACL-cniuckos;

Hacrpoiika u npoBepka orpanuuenuii VIY;

Hacrpoiika u npoBepka pacmmpeHHbix ACL-CcrucKoB;

[Touck u ycTpaneHue HeMosaa0K B HacTpoiike u pazmenieHuu ACL-
CIIMCKOB;

Hactpoiika u nposepka ACL-cniuckos st IPv6.

N3yuenne nporokoso DHCP:

bazosas nactpoiika DHCPv4 Ha MmapmipyTtuzarope;
bazosas nacrpoiika DHCPv4 Ha kommyTarope;
[ouck u ycrpanenue Henonaaok B padore DHCPv4;

HacTtpoiika cepsepa DHCPv6 6e3 oTcnexxuBaHus COCTOSIHUS U C OTCIEKUBAHUEM

COCTOSIHUS,
[Touck n ycrpanenue Hernonaaok B pabore DHCPVG6.

N3yuenne nporokxosna DHCP:

Hacrpoiika npotokosna DHCP ¢ nomomsto komanp Cisco 10S;
OTpaboTKa KOMIUIEKCHBIX MPAKTUUYECKUX HABBIKOB.

[TpeoOpazoBaHue CETEBBIX aJIPECOB:

N3yuenne npunnuna padotsl NAT;

Hacrpoiika ctatnueckoro u auHamuiyeckoro NAT;

Peanmusanus cratudeckoro u guHaMmudeckoro NAT;

Hactpoiika nepeaapecanuu mopToB Ha Mapiipytusarope Linksys;
[IpoBepka, MOKUCK M ycTpaHEHHE Henoma oKk KoHnpurypamuii NAT;
OTpaboTKa KOMIIEKCHBIX TPAKTHYECKUX HABBIKOB.

Nzyuenue pabotel ¢ NAT u PAT:

Hacrpotika nuaamudeckoro u ctatuueckoro NAT;
Hactpoiika NAT-niyna ¢ neperpyskoii u PAT;
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[Touck u ycTpanenue Henonagok KoHpuryparmii NAT.

IIpome:xxyTouyHas arrecranus B popMe 1uppepeHIHPOBAHHOIO 3a4€eTa 2
Pa3nes 2. Opranusanus, NPUHIUIBI IOCTPOeHHS M (PYHKIMOHNPOBAHNS KOMIIbIOTEPHBIX ceTei 408
M/K.01.02. Opranusanusi, (PUMHIMIBI NOCTPOEHNSI 1 PYHKIMOHNPOBAHUS KOMIIbIOTEPHBIX ceTel 318
Tema 2.1. Copnepxanue
MapumpyTusauus u 1 Beenenue B macmrabupoBanue cerei 46
KOMMYTAaIus. Peanuzanus npoekra cetu. [Ipoext nepapxuyeckoit cetu. Pacmmpenune cetu. Boibop
MacmirabupoBanue cereit CETEBBIX YCTPOICTB.
2 KommyTanmonnoe ob6opypoBanre. MapmpyTu3aTopbl. Y IpaBisiFOIIMe YCTPOKWCTBA.
3 N30biTounocts LAN
[TonsTus mporokona spanning-tree. [IlpeqnasHauenne npoTokosa spanning-tree.
4 [Tpunuun pabotsl STP. Tumnsl nporokonoB STP. Hactpoiika nporokona STP.
5 Hactpoiika PVST+. Hactpoiika Rapid PVST+. [Ipo6nemsr nactporiku STP.
6 ArperupoBanue KaHaJIOB
OcCHOBHBIE ITOHATHUS arperupoBaHus KaHAJIOB. ArperupoBaHue kaHanos. [IpuHumn
pabots! EtherChannel. Hactpoiika arperupoBanusi KaHajoB.
7 Hactpoiika EtherChannel. IIpoBepka, mouck u ycTpaHeHHE HEMOJIAJJOK B padoTe
EtherChannel
8 becripoBoHbI€ JIOKaTIbHBIE CETH
Konuenmuu 6ecripoBoHOM cBsi3u. BBenenune B 6ecrpoBoiHYIO CBs3b. KOMIIOHEHTBI
cereit WLAN.
9 Tononoruu cereit WLAN 802.11. IIpuniuns! pabotsl 0ecripOBOAHOM JIOKaIbHON
cetu. CtpykTypa kazapa 802.11.
10 | ®dyHKuMOHMPOBaHWE OECIPOBOIHON CBSI3M. YTIpaBlieHHE KaHajdamH. be3omacHOCTb
0ecIpOBOJIHBIX JIOKAJIbHBIX CETEH.
11 | VYrpossl qus cereit WLAN. OGecneuenue 6e3onacioct WLAN.
12 | Hactpoiika OecripoBOJHBIX JIOKaJBHBIX ceTeld. Hactpoiika OGecrpoBOgHOTO
MapuIpyTU3aropa.
13 | Hactpoiika OecripoBOAHBIX KJIMEHTOB. [TOMCK M ycTpaHEeHHE HEIOJIAOK B padoTe
cereit WLAN.
14 | Hactpoiika u yctpaneHnue Henojiaaok B padote OSPF nins ogHoit obnacTtu
Pacmmpennsie napameTpsl nporokona OSPF s ogHoit o6nactu. Mapupytusanus
Ha YPOBHSIX paclpeieseHus U spa.
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15

OSPF B cersX ¢ MHOXECTBEHHBIM JIOCTYIOM. PacmpocTpaHeHue mapiipyTra Io
ymomryannio. Touynas Hactpoiika uarepdeiicoB OSPF. 3ammra OSPF.

16 Ycrpanenue Hemonaaok peanusanuu  npotokona OSPF mis omHolt obGmactw.
Cocrapinsoniye npoueaypsl MOMCKa U ycTpaHeHus Hernonaaok B pabore OSPF s
OJIHOM 00JIacTH.

17 | Ilouck u ycrpanenue Hernonaaok B Mmapmpyrusauu OSPFv2 mis ogHo# obnacty.

18 ITouck u ycrpanenue Henosagok B OSPFv3 mist ogHo# o6nacTi

19 | OSPF s HecKoabKUX 00J1acTei
[Tpunnun padoter OSPF nmns Heckombkux obOmacteir. Hasmauenme OSPF  nmis
HECKOJIbKMX 00JIaCTeH.

20 [Tpunnumn pabotel makeroB LSA B OSPF st Heckonbkux o0acTei.

21 | Tabnuna mapupyTtu3anuu 1 Tunbl MapipytoB OSPF.

22 | Hactpoiika OSPF s meckonbkux obmnacteir. Hactpoiika OSPF mims HeckoIbKuX
obnacrei.

23 | O6penunenne mapmpyroB OSPF. Ilposepka OSPF myist HeckobKkux obiacTei.

JlaGopaTopHble padoThbI

1 Pa3BepThiBaHNE KOMMYTHPYEMOH CETH C pe3epBHBIMU KaHaitamHu (4 u)

2 Hacrpoiika Rapid PVST+, PortFastu BPDU Guard (4 1)

3 HacTtpoiika nporokona GLBP (4 u)

4 Omnpenenenne THNOBBIX oMMO0K KoHpurypauuu STP (4 1)

5 Hactpoiika EtherChannel (4 u)

6 ITouck u yctpanenue Henozianok B padore EtherChannel (4 )

7 ArperupoBaHue KaHajos (4 1)

8 HacTtpoiika 6ecripoBoJHOT0 MapupyTu3aTopa u kiaueHTa (4 u)

9 HacTtpoiika 6a3zoBoro nporokosia OSPFv2 nnst ogaolt obnactu (4 u)

10 | Hactpoiixa OSPFv2 B cetn MHOXecTBEHHOI0 AocTyna (4 9)

11 | Hactpoiika pactmpenHbix ¢pyHkiuit OSPFv2(4 )

12 | [louck u ycTpaHeHHe HeNoa 0K B paboTe OCHOBHBIX poTokosioB OSPFv2 n
OSPFv3 nyst onHoit obnactu (4 1)

13 | [louck u ycTpaHeHHe HeNoal0K B paboTe yCOBEPIIEHCTBOBAHHOTO MTPOTOKOJIA
OSPFv2 nyst onHoit obnactu (4 1)

14 | BrageHnue HaBbIKaMM MOKMCKA U YCTpaHeHHs Henona ok B padore OSPF (4 u)

15 | Hacrpoiika OSPFv2 nns Heckonbkux obnacteit (4 u)

68
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16

Hacrpoiika OSPFv3 st Heckonbkux obacTeit (4 1)

17

[Touck u ycrpanenue Hermonaaok B padore OSPFv2 u OSPFv3 miis HECKOIBKIX

obnacreii (4 1)

Tema 2.2. Coenunenue
ceTen.

Copaep:xanue

1. [TonxiroueHue K ri100aIbHON CeTH
00630p TEXHOJIOTHIA TJI00ATHLHON CETH.
2. Llenb co3ganus riao0albHBIX CETEH.
3. [Tpunnun paGoTh T7100aTEHON CETH.
4. Bp100p TeXHOJIOTHH TT100aJIbHOM CETH.
5. CepBHCHI TJI00ATBHON CETH.
6. WNHudpacTpyKTyphl YaCTHBIX ITOOAIBHBIX CETCH.
7. Wudpactpykrypa o61ie10cTynHoM r1106ansHOMi CeTH.
8. Br160p cepBHCOB rI100aIBHON CETH.
9. CoenMHeHNE «TOYKA-TOYKA
00630p n0CIE10BATENBHOIO COETUHEHUS «TOYKA-TOUKAY.
10. | CBs3b MO TIOCTICIOBATEIIHHOMY KaHAITY.
11. | Muakancynsmus HDLC.
12. | [Ipunun padotsl mporokona PPP.
13. | IlpeumymectBa npotokosna PPP.
14. | LCP u NCP. Ceancer PPP
15. | Hacrpoiika npotokosa PPP.
16. | Ayrentuduxanus PPP.
17. | Ornanka coenqnuenniit WAN.
18. | Otnaaxa PPP.
19. | PemreHust mMpoOKOIOIOCHOTO JIOCTYTIA
VY nanénnas pabora.
20. | [IpenmymecTBa ynanéHHON pabOTHI.
21. | buznec-TpeboBaHus I yJAIEHHBIX pAOOTHHUKOB.
22. | CpaBHEHHE pENICHUH IUPOKOIIOJIOCHOTO JIOCTYIIA.
23. | KaGens.
24. | DSL.
25. | becripoBoTHBIE MUPOKOTIOIOCHBIE CETH.
26. | Bp1bop penieHnii MHUPOKOMOIOCHOTO JIOCTYIIA.
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27. | Hacrpoiika nmogkmouenuit xDSL.

28. | O630p PPPoOE.

29. | Hacrpoiika PPPoE.

30. | 3amuTa Mex(uIMaTBEHON CBSI3U

31. | Ceru VPN.

32. | OcHoBsl cerelr VPN.

33. | Tumsl cererd VPN.

34. | Tyanenn GRE Mexay oObeKTaMu.

35. | OcnoBsl GRE.

36. | Hacrpoiika tyaneneit GRE.

37. | O6mue cBenenns o6 [Psec.

38. | 3ammTa nportokosa IP.

39. | Crpykrypa nporokoia IPsec.

40. | Ynan€HHslil TOCTYII.

41. | Pemenust VPN s ynanénnoro nocryma.

42. | Ceru VPN ymanénnoro nocrymna ¢ ucnoib3oBanueM IPsec
43. | Monuropunr Cetn

44, | Syslog. ITpuniun padotsr Syslog

45. | Hactpoiika Syslog.

46. | SNMP.

47. | Ilpunuun padotel SNMP.

48. | Hactpoiixa SNMP.

49. | NetFlow.

50. | Hpunnun pa6otsl NetFlow.

51. | Hactpoiika NetFlow.

52. | IIpoBepka monenelt Tpapuka.

53. | Otnanka cetn

54. | lowck m ycTpaHeHHE HEMOIAIO0K C UCTIONF30BaHUEM CUCTEMHOTO TTOIXO/A.
55. | JlokymeHTanus 1o CETH.

56. | [Iponenypa moucka u ycTpaHeHUs! HETIOJIA/IOK.
57. | M3onsuust mpoOIeMbl C TOMOIIBI0 MHOTOYPOBHEBBIX MOJIENICH.
58. | Otnanka ceru.
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59. | CpenctBa moucka M yCTpaHEHHUS HETIOJII0K. 1
60. | CuMIITOMBI U TPUYNHBI OTIAJKH CETH. 1
61. | Ilouck u ycTpaHeHHE HEMOJIAIOK CBsI3U B ceTsx IP. 1
JlabopaTopHbie paGoThl 52
1 Hacrpoiika 6a3oBoro PPP ¢ ayrentuduxanueit
2 Otnaaka 6azoBoro PPP c ayrentudukanueit
3 [TpoBepka PPP
4 Hacrtpoiika mapuipyruzaropa B kauectse kiaueHta PPPoE miist monkmrouenust DSL
9) Hacrpoiika Tynnens VPN GRE no cxeme «rodka-Touka
6 Pa3paboTka TeXHUYECKOTro 00CTy)KMBaHUS CETH
7 Hactpoiika Syslog u NTP
8 W3ydeHne nporpaMMHOro obecreueHus At MOHUTOPUHTA CETH
9 Hactpoiika SNMP
10 | Coop u ananmu3 nansbix NetFlow
11 | MucTpymMeHTapuii ceTeBOro aAMMHUCTPATOpa JIsl HAOIIOACHHUS
12 | Co6oii B pabote cetn
13 Pa3paboTka qokyMeHTanuu
KypcoBoe npoekTupoBanue KypcoBoe npoekTupoBanue 30
Y4yeOHasi npaKkTHKA Buasl pador
1 YdacTue B IpOEKTUPOBAHUU CETEBONM HHPPACTPYKTYPHI
2 VYyacTie B OpraHu3aIiui CeTeBOro aJIMUHUCTPUPOBAHHUS
3 OKcIutyaTanusi 00beKTOB CeTeBOM HHPPACTPYKTYPbI 72
4 YyacTue B yrpaBJIeHUH CETEBBIMHU CEPBHCAMHU
5 YdacTe B MOJIepHU3AIMH CETEBON MH(PaCTPYKTypHhI
CamocrosiTesbHas padora npu u3ydenun Pasgena 2 ITM.01
1. CucremaTtnueckas npopaboTka KOHCIEKTOB 3aHATHH, yueOHON U CelMaTIbHOW TEXHUYECKOM IUTepaTyphl.
2. KoHcrniekTupoBaHHE TEKCTa, paboTa O CIOBapSIMHU U CIIPABOYHUKAMH, O3HAKOMIIEHHE C HOPMAaTUBHBIMHU
JOKYMEHTaMH, yueOHO-HUCCIIeI0BaTeNIbCKask padoTa MpU caMOM HMIMPOKOMUCTIONb30BaHuM MHTepHeTa u npyrux IT-
TEXHOJIOTHH. 88

3. IlpoextHble (hOpMBI pabOTHI, OATOTOBKA COOOLIEHU K BBICTYIIJICHHIO HA CEMUHapax U KOH(EpeHIUIX; MOIr0TOBKa

pedepaToB, TOKIAIOB.

4. TloaroToBka K J1a00paTOpHBIM U MPAKTUUYECKUM paboOTaM ¢ MCIIOJIb30BaHMEM METOAMYECKUX PEKOMEHIAIHi
npernojiaBaTess, opopmiieHHe 1a00paTOPHO-NPAKTHUECKUX PadOT, OTYETOBH NOJArOTOBKA K UX 3aLIUTE.
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CamocrosiTesibHast padoTa 00y4arOmIMXCs:

NPH MOATOTOBKE KYPCOBOI'0 NMPOEKTa

1-p1it 3Tan BEIOOD TEMBI;

2-0i1 9Tan coryiacoBaHue u (eciiv Heo0X0IuMo!) KOPPEKTUPOBKA BRIOPAHHOW TEMBI C PYKOBOJAHUTEIEM, 00CYKICHNE
MPUHIMITUATIEHON JTOTHYECKON CTPYKTYPhI pabOThI U MPEIBAPUTEIHLHOTO CIIHCKA HEOOXOIUMOM TUTepaTyphl;

3-uil 3Tan cocTaBlieHUE MPEABAPUTEIHHOIO CIIUCKA JIUTEPATYpPhI U MEPBOHAYATIHLHOTO BapUaHTa IJIlaHa KypCOBOM pabOThI
4-1i sTan - npeacTaBlIeHne IEPBOHAYAILHOTO BapyUaHTa IJIaHa U 0J00pEHHE €r0 PYyKOBOIUTENIEM,

5-Hi aTam - pabota ¢ moJoOpPaHHOM JINTEPATYpPOil, COCTaBIIEHNE BHIMUCOK U KOHCIIEKTOB MPOYUTAHHOIO, YTOUHEHHUE TJIaHa
KypCOBOH pabOThI;

6-i1 oTan- HanMcaHUe BBEJICHHS: YKa3aHHE aKTyaIbHOCTH MPOOJIEMAaTHKH, IIOCTYIMPOBAaHHUE LIEJIeH U 3a/1a4
UCCIIeIOBaHMsI, 0003HAYCHHE MIPEMETA, METOJOJIOTHH U 00BEKTOB HCCIIEIOBAHUS, OTPAKEHHUE IPOPAOOTAHHOCTH
TEMaTHUKH B HAYYHOH JTUTEpaType u T.II.

/-1 3Tam - HaMmMCcaHWe OCHOBHOT'O TEKCTa KypCOBOIl paboTHI;

8-ii aTam - HamKcaHue 3aKIIIOUEHUs, POBEPKA aIeKBATHO MOCTYIUPOBAHHBIM BO BBEJICHUY;

9-ii aTam - pa3paboTKa MPUIOKEHHU;

10-ii aTan- odopmieHHe KypcoBOil pabOTHI B 11€JIOM B COOTBETCTBUU C TPEOOBAHUSAMU, U cllaya PYKOBOJUTEIIO;

11-#i 5Tam - aHATU3 TOIYYEHHOTO OT3bIBA PYKOBOAMTEIS, TOJTOTOBKA K 3aIIHUTE.

IIpome:xyTouHas arrecrauus B popme 1uppepeHIHPOBAHHOIO 3a4eTa 2
IIpousBoacTrBeHHast Buael pador
NpakTHKa (no npoguio ] VYyactie B pa3paboTKe METOAOB, CPEACTB U TEXHOJOTMH NMpPHUMEHEHHsS O0BEKTOB
CrenuaIbLHOCTH) poQeCcCHOHATIBHOM JeITeIbHOCTH
2 IIpoBenenue npoduaakTUYECKUX pabOT Ha 0OBEKTAaX CeTeBON MH(PACTPYKTYpHl U 180
pabounX CTaAHIUSAX
3 VYyacTie B MHBEHTapU3allMM TEXHUYECKUX CPEACTB CETEeBOW HH(PACTPYKTYpHI,
OCYIIECTBIICHHE KOHTPOJIS TIOCTYIHBIIETO M3 PEMOHTAa 000PYIOBaHHS
CaMocTosiTe1bHAsi paGoTa MPH NOATOTOBKE K K3aMeHY M0 NPo(ecCHOHAIBLHOMY MOIYJII0 8
Koncyabrauumn 2
IIpome:xyTouyHast arrecranus B ¢gopMe JK3aMeHa 110 NPOo(PecCHOHATBLHOMY MOLYJII0 8
Bcero 854
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3. YCJIOBUSA PEAJIM3ALIUU ITPOI'PAMMBI ITIPOPECCHOHAJIBHOT'O MOAYJIA

3.1. lna peanu3anuM nporpaMmbl NpogecCHOHATBHOrO0 MOJAYJISI NMPeAyCMOTPEHbI

cieayolue crenualbHble IOMeIeHHs

Crymus [lpoexTupoBaHus M JH3aifHa CETEBBIX APXUTEKTYp M HWHXKEHEpHOW Tpadukw,
OCHalleHHas obopynoBanuem: pabouee mecto npenoaasarens — [1K (Intel Core IS, monuTOp - 2
mit) 1 mr., paboure mecta ooyuaronuxcs (25), I[IK (Intel Core IS, moruTOp - 2 mit) 12 mr., cepsep
nabopaTtopun; oUCHBIA MOJIBOEPT; yuyeOHas J10cKa, MHTEPAKTHUBHAS JIOCKA; JIOKAIbHAs CETh C
BBIXOJIOM B VIHTEpHET; NeyaTHBIC/3JEKTPOHHbIE JIEMOHCTPAIMOHHBIE MOCcoOus, y4deOHO-
METOJMYECKHE TTOCOOUS B AJICKTPOHHOM/TIeuaTHOM Bujie; MDY niBetHol A3.

JlaGoparopuss OpraHuzanui ¥ TMPUHLIUIOB TOCTPOCHHUS KOMIIBIOTEPHBIX CHCTEM,
OCHallleHHas oOopynoBaHueM: pabodee mecto npenonasarens — [IK 3 mr., paGoume Mmecta
obyuaromuxcs (80), ITK - 29 mT., MynsTUMe TUIHBII TPOEKTOP, IKpaH, yueOHas JOCKa, JTOKaIbHas
ceTb ¢ BeIxooM B MHTepHer, ['unepBuzop yuebHoil cetu, Habopsl HHCTpyMeHTa Al MOHTaxa,
HACTPOMKU M AMAarHOCTUKMU ceTu. Pacxoanblie marepuanbl. CepBepHas CTOHKA; KOMMYTaTOpBI,
MapuIpyTU3aTopbl, OECIPOBOAHBIE  MApIIPYTH3aTOPbI, IPOrpaMMHO-alIapaTHbIA  IUII03
O0c3omacHoctr, I[P  Tenmedonnl. JIeMOHCTpalMOHHBIC IMOCOOHS,  y4eOHO-METOIUYECKast
JOKYMEHTAIUsl.

OcHaileHHble 0a3bl MPAKTUKU: YyueOHash MPAaKTHUKAa pealn3yeTcss B MAacTEPCKUX
npodeccuoHaIbHOM 00pa3oBaTelbHOM oOpraHu3anud U TpeOyeT Hauuuus o00pyJoBaHus,
MHCTPYMEHTOB, PACXOJHBIX MaTepHajoB, 00ECIEUYMBAIONIMX BBIMOJIHEHHE BCEX BHIOB PadoOT,
OIpENICNIEHHBIX COJepXKAHUEM HpOorpaMM Ipo(ecCHOHAIbHBIX MOJIYJleW, B TOM YHUCIE
000py/IOBaHUsI M HHCTPYMEHTOB, UCIIOJIb3yeMbIX TIpH TipoBeneHun yemmnuonatoB WorldSkills u
yKa3aHHbIX B HHQPACTPYKTYPHBIX JMCTaXx KOHKYpcHOM pokymentanuu WorldSkills mo
koMmneTeHIMH «CeTeBoe U CUCTEMHOE aIMMHUCTPUPOBAaHUE) (WM UX aHAJIOTOB).

OOGopynoBaHue NPEANPUATHA U  TEXHOJIOIMYECKOE OCHAIlleHHhe padouux MecT
IIPOU3BOJICTBEHHON MPAKTUKK COOTBETCTBYET COJEP/KAHUIO ACSITEIBHOCTU U JAET BO3MOKHOCTh
oOyyaroliemycs OBJIaJeTh NPO(PECCHOHANBHBIMA KOMIETEHIUSMH [0 BCEM OCBAaUBaeMbIM
OCHOBHBIM BHJIaM JIESITEIILHOCTH, IPETYCMOTPEHHBIM IPOTPaMMOIA.

3.2. UupopMmannoHHOe oOecnedeHne peajn3alui NporpaMMbl

OcHOBHbIE HCTOYHHUKH:

bepnun, A.H. OcHoBubie nipoTokonbl MaTepHeT / A.H. bepnun. - M.: UHTepHeT-YHUBepcuter
Nndpopmannonnsix Texnonoruit (MHTYUT), 2016.

byneinauna, H.B. CereBble TeXHOJOTMM BBICOKOCKOPOCTHOH mepeayd JOaHHBIX: y4deOHoe
nocodue it By30B / H.B.byneuinuna, B.I1.IlyBanos. - M.: T'opsiuas nunus-Tenexom, 2016.
Bacun, H.H. IToctpoenue cereil Ha 6a3e komMyTatopoB U Mapuipytuzaropos/H.H.Bacun. - M.:
Wnrepuer-Yuusepcurer Mupopmanmonnsix Texnonoruit (MHTYUT), 2016.

I'ypukos, C.P. UntepHer-TexHonoruu: yue6Hoe nocodbue / C.P. I'ypukoB. — M.: ®OPYM:
NHOPA-M, 2019.

Komnetotepasie cetu: yueOHuk ans crya. ydpexa. CIIO/ B.B.bapunos, .B.bapuHos,
A.B.IIponerapckuii, A.H.Ilpubkun. - M.: Akagemus, 2018.

Ky3un, A.B. KommnberoTepubie cet: yaebHoe nocodue ans crya. yapexa. CI10/A.B.Ky3un. - M.:
®opym: THOPA-M, 2019.

Ky3pmuu, P.W. BerancnurenbHble CHCTEMBI, CETH U TEIEKOMMYHHUKAIMK: yueOHoe ocodue / P.1.
Ky3pmuu, A.H. [Tynkos, JI.H. Kopmauesa. - Kpacnosipck: Cu6. ¢penep. yn-t, 2018.

MakcumoB, H.B. KommnbiorepHble cetu: ydebHoe mocobue mias cryn. yupexa. CIIO
/H.B.Makcumos, 1.1 .Ilonos. - M.: DOPYM, 2019.
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10.

10.

11.

12.

13.
14.

15.

OcCHOBBI MTOCTpOEHUSI 00BbETUHEHHBIX ceTel o TexHonorusaM CISCO: yuebHOe mocobue. - 2-¢
u3n. - M.: UHTYUT, 2016.

[ToctpoeHne KOMMyTHpPYeMbIX KoMIbloTepHbIX cerell /E.A.CmupHoBa u [ap.].- M.: UHTEpHET-
Yuusepcutetr Undopmarmonnsix Texnomoruit (MHTYUT), 2016.

JlonoIHUTeIbHbIE HCTOYHUKU:

Atisenc, K. BHenpenwe, ympaBieHWe H TOAJIEPKKA CETEBOH HMHPPACTPYKTYpbl MS
WindowsServer 2003 / K. AiiBenc. - M.: HurtepHer-YHuUBepcuteT HWH(DOpMaAIMOHHBIX
Texnonoruit (MHTYUT), 2016.

bapanuukoB, A.M. Opranuzanus ceTeBoro aJMUHUCTPUPOBAHUS: YYEOHUK ISl CTYH. YUPEKI.
CIIO/ A .N.bapanuukos, [1.A.bapanuukos, A.}O.I'pomos. - M.: KYPC: UH®PA-M, 2018.
Brnacos, 10.B. AagmunucrpupoBanue cereii Ha miardpopme MS WindowsServer/ F0.B.Bnacos,
T.W. PunkoBa. - M.: Uatepuet-Yuusepcurer Mapopmannonnsix Texunonoruit (MHTYUT), 2016.
3auka, A.A. JlokanpHble cetu W HurepHer / A.A. 3amka. - M.: MHTepHET-YHHBEpCHUTET
Nudopmannonnsix Texnonoruit (MHTYUT), 2016.

3aneuynnkoB, C. B. OCHOBBI MOCTPOEHUS BUPTYaJIbHBIX YaCTHBIX CETEeH: yueOHOe mocobue s
By30B/C.B.3aneunukos, H.I'.Munocnasckas, A.1.ToncToit. - 2-e uzn., crepeorur.- M.: I'opsiyas
muHus -Tenekom, 2011.

Komucanuenko, J.H. Komangnas crpoka Linux w©  aBromMarusamusi  PYTHHHBIX
3agau//[.H.Konucuuyenko. - CI16: BXB-Iletepoypr, 2012.

Kypstumii, ©'.B. Omnepaumonnas cucrema Linux: yuebnoe mocobue /I'.B.Kypsuni,
K.A .Macnunckuii. — M.: MarepHet-YHuBepcutetr Mudopmarmonnsix Texnonoruit (MHTYUT),
2016.

Hosuko, 10.B. OcHoBwel nokanpHbIX ceteit/ FO.B. HoBukor, C.C.B. Konmparenko. - M.:
Wutepner-Yuausepcuret Mudopmanmonnsix Texnomoruit (MHTYUT), 2016.

Omudep, B. Kommbrotepusie cetu. [IpuHIUNBI, TEXHOJIOTHH, MPOTOKOJbBI: YUYEOHUK st
By30B/B.Omudep. - CII6.: [Tutep, 2018.

Onudep, B.I'. OcHoBbI ceTeli nmepeaauun qaHHbIX: yueOHoe ocodue / B.I'. Onmudep, H.A. Onudep.
-2-eu3n. - M.: UHTVYUT, 2016.

CemenoB, A.b. CTpykTypupoBaHHbIE KaOelbHbIE CHUCTEMBI Ul LIEHTPOB OOpaOOTKM HAHHBIX:
yuebHoe nocobue / A.b. Cemenos. - M.: JIMK Ilpecc, 2014.

Cemenos, FO.A. IIporokons! u anroputmsl Mapupytusanuu B Uatepuer / FO.A. CemeHoB. - M.
NnTepuer-Yuusepcurer Mudopmarmonnsix Texnonornit (MHTYUT), 2016.

Tanen6aym, 3. Kommnbrorepusie cetn/D.TanenOaym, J[.Yazepom. - CIIG.: [Tutep, 2014.
TexHonoruu 3amuThl UHpOpManuu B KoMmmbioTepHBIX ceTsix / H.A. PynenkoB [u ap.]. - M.:
Nntepner-Yuusepcurer Mudopmarmonnsix Texnonoruit (MHTYUT), 2016.

[Hanprun, B.®. MudopmanronHas 0e300aCHOCTh KOMITBIOTEPHBIX CHUCTEM M CETel: yuyeOHoe
nocob6ue 1st cryn. yupexa. CI10/ B.®. [llansrun. - M.: ®OPYM: UHOPA-M, 2018.

HNHuTepHeT-pecypcen:

Caiit komnanuu Cisco [OnekTpoHHBI pecypc]. - Pexxum nocryma: http://www.cisco.ru/,
CBOOOIHLIIA.

Caiit xommanun D-Link [Onextponnsiii pecypc]. - Pexum poctynma: http://www.dlink.ru,
CBOOOIHLIIA.

Monoukos, B. Pa6ora B mporpamme CiscoPacketTracer [OnexTponnslii pecypc]/ B.Monoukos. —
M.: UnrepHer-YHuBepcutrer uHpopmaunoHHbix TexHojoruit (MHTYUT) - HanumonanbHbIl
OTKPBITHIN YHUBEPCUTET, 2016. - Pexxum JOCTYyIIA:
https://www.intuit.ru/studies/courses/3549/791/info, cBOOOTHBIIA.
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4. TlnarynoBa, C.M. MeTozbl IPOEKTUPOBaHUS ()PArMEHTOB KOMITBIOTEPHOU CeTH [DIEKTPOHHBIHI

pecypc] / C.M. Ilmarynoma. - CII6.: YauBepcurer MUTMO, 2012. - Pexum moctymna:
https://books.ifmo.ru/file/pdf/982.pdf, cBoGoaHBIiA.

[InarynoBa, C.M. IlocTpoeHue KOpPHOpPAaTUBHOM CE€TH C MPUMEHEHHEM KOMMYTAIIMOHHOTO
000py/IOBaHUsI U HACTPOUKOW 0€30MacHOCTH [DIEKTPOHHBINA pecype]: yueOHoe mocodue / C.M.

[InaryHosa. -

CIIo.:

YHuBepcuter NTMO,

nocryna:https://books.ifmo.ru/file/pdf/983.pdf, cBoOoaHEII.

2012. - Pexum

4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUA TIPO®PECCUOHAJIBHOI'O

MOYJIS

Kon n HanMeHoBaHMe

npodecCHOHALHBIX U

OOIIMX KOMITCTCHIIUH,
dbopmMHpyeMBIX B
paMKax MOJIyJIs

Kputepuu onenku

MeTtonb! onieHKH

IIK 1.1. BeimoaHsTh
MIPOCKTUPOBAHUE
KaOenbHOU CTPYKTYpBI
KOMITHIOTEPHOM CETH.

OreHKa «OTIMYHOY - TEXHUYECKOE
3aJlaHue MPOaHAIM3UPOBAHO,
ITOPUTM pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aJJaHUI0 U ohopmiieH
B COOTBETCTBUU CO CTaHJIAPTaMH,
MOSICHEHBI €r0 OCHOBHBIE CTPYKTYPHI.
OreHKa «XOpOIII0Y -aITOPUTM
paspabortan, 0ohOpMIICH B
COOTBETCTBUU CO CTaHJIAPTAMH U
COOTBETCTBYET 3aJJaHUIO, MTOSCHEHBI
€r0 OCHOBHBIC CTPYKTYPHI.

OrneHka «yI0BIECTBOPUTEIBHOY -
ITOPHUTM pa3paboTaH U
COOTBETCTBYET 3aJJaHHIO.

Dk3ameHn/3a4et B opme
co0Oece0BaHUsL:
IPaKTUYECKOE 33/IaHHe 10
MOCTPOCHUIO AJITOPUTMA B
COOTBETCTBUHU C
TEXHUYECKHM 3a/[aHUEeM

3aiuTa OT4E€TOB 1O
MPAKTHYCCKUM U
nabopaTopHBIM paboTam

IK 1. 2.
OcymiecTBiATh BEIOOP
TEXHOJIOTUH,
WHCTPYMEHTAIbHBIX
CPE/ICTB U CPEJNICTB
BBIUUCIIUTEIILHON
TEXHUKH TIPU
OpraHHM3alUH IpoIecca
pa3paboTKu 1
UCCIIEIOBaHHS
00BEKTOB
npodeccnoHanbHOM
JeSITeTbHOCTH.

O1eHKa «OTIIMYHOY - TEXHUYECKOE
3aJjaHle IPOaHAIU3UPOBAHO,
ITOPHUTM pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 33/1aHUI0 U 0(OpMIIEH
B COOTBETCTBHUH CO CTaHIApPTaMH,
MOSICHEHBI €r0 OCHOBHBIE CTPYKTYPHI.
OneHka «xXopoIioy -aJIrOpuTM
pa3paboraH, 0opopMIIEH B
COOTBETCTBHUH CO CTAaHIAPTaAMH H
COOTBETCTBYET 33/1aHUIO, MOSICHEHbI
€r0 OCHOBHBIE CTPYKTYPHI.

O1eHKa «y0BIETBOPUTEIIBHOY -
ITOPUTM pa3paboTaH U
COOTBETCTBYET 33/IaHUIO.

Dk3ameH/3a4eT B popme
cobeceJOBaHUS:
MPAKTUYECKOE 3a/IaHUE TI0
TIOCTPOSHHIO AITOPUTMA B
COOTBETCTBUHU C
TEXHHYECKHM 33/IaHHEeM

3amura OT4ETOB 0
MPAKTHYECKUM U
nabopaTopHbIM paboTam

28



IIK 1. 3. ObecneunBaTh
3alIUTy UH(pOpPMAINH B
CeTH C
WCTOJIb30BaHUEM
POTrPaMMHO-
anrmapaTHbIX CPE/ICTB.

OmueHka «OTJINYHOY - TEXHUYIECKOE
3aJlaHue MPOAHAIN3UPOBAHO,
aNITOPUTM pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 33/IaHUI0 U 0(OpMIICH
B COOTBETCTBHUH CO CTaHAAPTaMH,
IOSCHEHBI €T0 OCHOBHBIE CTPYKTYPHI.
OreHka «XOpOIIOY -aITOPUTM
pa3paboTas, 0oOpMIICH B
COOTBETCTBHUH CO CTaHAAPTAMH U
COOTBETCTBYET 33/1aHUIO, TIOSICHEHBI
€ro0 OCHOBHBIE CTPYKTYPBI.

OneHka «y10BIETBOPUTEIBHO» -
aJTOPUTM pa3pabdoTaH u
COOTBETCTBYET 33/IaHUIO.

DKk3aMmeH/3auet B hopme
co0ece0BaHus:
NPaKTUYECKOE 3a/IaHUE T10
MMOCTPOCHHIO aJITOPUTMA B
COOTBETCTBHUH C
TEXHUYCCKUM 3aJaHUEM

3amura OTYETOB 110
MPAKTUYECKUM H
nabopaTopHBIM paboTam

[IK 1. 4. [Ipuaumath
y4acTHE B MPUEMO-
CIAaTOYHBIX
HCIBITAHUSAX
KOMITHIOTEPHBIX CeTel
U CETEBOTO
o0opynoBaHus
Pa3IMYHOTO YPOBHS U B
OILIEHKE KaueCcTBa U
SKOHOMHYCCKOM
a¢ddexTuBHOCTH
CETEBOI TOMOJIOTUH.

OueHka «OTJIMYHOY - TEXHUYIECKOE
3aJjaHie IPOAHATIM3UPOBAHO,
aJITOPUTM pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 33/IaHUI0 ¥ 0(OpMIICH
B COOTBETCTBHUH CO CTaHAapPTaMH,
MOSICHEHBI €r0 OCHOBHBIC CTPYKTYPBI.
O1eHKa «XOPOIIOY -aITOPUTM
pa3paboTan, 0OpMIICH B
COOTBETCTBHUH CO CTaHAAPTAMH U
COOTBETCTBYET 33/IaHUIO, TIOSICHEHBI
€ro OCHOBHBIE CTPYKTYPBI.

OneHka «ya10BIETBOPUTEIBHO» -
aJITOPUTM pa3paboTaH u
COOTBETCTBYET 33/IaHUIO.

DKk3aMmeH/3aueT B hopme
cobece0BaHus:
NPaKTUYECKOE 3a/IaHUE T10
MOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBUH C
TEXHHUYECKUM 33JJaHUEM

3aimuTa OT4E€TOB 1O
MPAKTHYCCKUM U
nabopaTopHBIM paboTam

[IK 1. 5. BeinoansaTe
TpeOoBaHUs
HOPMAaTUBHO-
TEXHUYECKON
JOKYyMEHTAIUU, UMETh
OMBIT OhOpMIIEHUS
IIPOEKTHOMN
JOKYMEHTAI1H.

O1eHKa «OTJINYHO» - TEXHUYECKOE
3aJjaHie IPOAHAIM3UPOBAHO,
JITOPUTM pa3paboTaH, COOTBETCTBYET
TEXHUYIECKOMY 33/IaHUI0 ¥ 0(OpMIIEH
B COOTBETCTBHUH CO CTaHJIapTaMH,
IIOSICHEHBI €0 OCHOBHBIE CTPYKTYPBIL.
O1eHKa «XOpOLIO» -AITOPUTM
paspabotan, 0hOpMIIECH B
COOTBETCTBUH CO CTaHAApPTaMH U
COOTBETCTBYET 33/IaHUIO, TIOSICHEHBI
€ro OCHOBHBIE CTPYKTYPBI.

OneHka «ya10BIETBOPUTEIBHO» -
JITOPUTM pa3paboTaH U
COOTBETCTBYET 33/IaHUIO.

Dk3amen/3a4eT B popme
co0ece10BaHus:
MPaKTHYECKOe 3aJaHKe T10
MTOCTPOCHHIO AJITOPUTMA B
COOTBETCTBUH C
TEXHHYECKUM 33JJaHUEM

3amura OT4ETOB 110
MPAKTHYECKUM U
1abopaTopHbIM paboTam

OK 01. BeiOupats
CIOCOOBI peLIeHHs
3aja4
npodecCuoHATBHON
NesITebHOCTH,
MPUMEHHUTEIHHO K
Pa3IUYHBIM
KOHTEKCTaM.

— 000CHOBAaHHOCThH MOCTAHOBKHU II€JIH,
BBHIOOpPa W TPUMEHEHUS METOJOB U
croco0oB peleHus
npodeccHoHaNbHBIX 3a1a4;

- aZIcKBaTHas OIIEHKA M CaMOOIICHKA

3¢ (HEeKTHBHOCTH U KauecTBa
BBITTOJTHEHUS TPO(eCCHOHATBHBIX
3a/a4

DKcrepTHOE HAOI0IeHHE
3a BBIMOJTHEHUEM PaboT
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OK 02.0OcyiiecTBasiTh
IIOMCK, aHAJIN3 U
HMHTEPIIPETAIHIO
uHpopManuy,
HEe00XO0IUMOM IS
BBIIIOJIHEHMS 33124

- CTIOJIb30BAHUE PA3INYHBIX
HCTOYHUKOB, BKIIKOYAA 3JICKTPOHHBIC
pecypcsl, Menuapecypesl, IHTepHeT-
pecypcbl, NEPUOAMYESCKUAC H3IAHHS 10
CIICIMAIBHOCTH ISl PELICHHS
npoecCHOHANBHBIX 3a/1a4

DKCcTepTHOE HAOII0IeHNE
3a BBITIOJTHEHUEM padoT

npodecCuOHAITBHON

JIESITEIILHOCTH.

OK 03. [ImanupoBaTh U | - IEMOHCTpAIIMSl OTBETCTBEHHOCTH 32 DKCTepTHOE HAOJIOICHUE
PCAIN30BbIBATH MPHUHATBHIC PCIICHUA 3a BBIIIOJIHEHUEM pa6OT
COOCTBEHHOE - 000CHOBAaHHOCTh CaMOAaHAJIN3a U

npogeccuoHaTBHOE U
JIMYHOCTHOE Pa3BHUTHE.

KOPPEKIHs pe3yabTaTOB COOCTBEHHOM
padoTHI;

OK 04. Paborats B
KOJIJIEKTUBE M KOMaHJIE,
3¢pPEKTUBHO
B3aUMOJICHCTBOBATH C
KOJIJICTaMH,
PYKOBOJICTBOM,
KJINEHTaMH.

- B3aUMO/JICHCTBOBATH C
00y4aroIuMHucs, IpernoiaBaTesiMu U
MacTepaMu B X0J€ 00y4YeHHUs, C
PYKOBOJUTENAMHU Y4€OHOH U
IIPOU3BOJCTBEHHOM IIPAKTHK;

- 000CHOBaHHOCTH aHAJIU3a PabOTHI
YJIEHOB KOMaH/1bl (ITOTYNHEHHBIX )

DKCnepTHOE HAOII0IeHUE
3a BBIIMTOJTHEHHUEM PaboT

OK 05. OcyiiecTBasiTh
YCTHYIO ¥ TUCBMEHHYIO
KOMMYHHKAIUIO Ha

JleMOHCTpHUpOBaTh IPAMOTHOCTD
YCTHOW M IMCBbMEHHOU peyH, -
SICHOCTb ()OPMYJIMPOBAHUS U

DKCTepTHOE HAOJIIOICHUE
3a BBIIMOJHEHUEM PaboT

rOCyAapCTBEHHOM W3J105KEHUS MBICTIEN

SI3BIKE C YUETOM

0COOCHHOCTEH

COLIMAJILHOTO U

KYJIBTYPHOI'O

KOHTEKCTA.

OK 06. IIposiBnsiTh - COOJTI0/IEHNE HOPM TTOBEJICHHUS BO DKcrnepTHOE HAOII0IeHHE
Ipa)aaHCKO- BpeMsl y4eOHBIX 3aHITHN U 33 BBITIOIHEHHEM PaboT
IMATPUOTUYECKYIO MIPOXOKJCHUS y4eOHOM U

MO3UIIHIO, MIPOU3BOJICTBEHHOU MPAKTHK

JIEMOHCTPHPOBATH

OCO3HAHHOE MOBEICHUE
Ha OCHOBE
TPaAUIIMOHHBIX
00I1IeUeI0BEYECKUX
[IEHHOCTE!, MPUMEHSTh
CTaHJapThI

AHTUKOPPYILMOHHOTO

MTOBE/ICHUS

OK 07. CopeiictBoBath | - 3¢(eKTUBHOE BBIOJHEHUE TPABUI DKcnepTHOE Ha0II0IeHne
COXPaHEHUIO Tb Bo BpeMst y4eOHBIX 3aHATUM, TIPH 3a BEITIONTHEHHEM paboT
OKpY>KaloIlel Cpesl, MPOXOXKJICHUN y4eOHOU U

pecypcocOepexeHuto, | MPOU3BOACTBEHHOI NMPAKTHUK;

3¢ HeKTHBHO - IEMOHCTpaIus 3HaHUH U

NeicTBOBATh B HCIIOJIb30BaHUE PeCcypcocOeperammmx

YpE3BBIYANHBIX TEXHOJIOTHH B PO eCcCHOHATHLHON

CUTYaIUsIX. JIeSITeNIbHOCTH
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OK 08. Hcnonb3oBaTh
cpeactBa  (U3NYECKOMH

- 3b(}eKTUBHOCTh  HMCHOJB30BaTh
cpeacTB (hU3MUYECKOW KyNIbTYpBl IS

DKCcTepTHOE HAOII0IeHNE
3a BBITIOJTHEHUEM padoT

KYJIBTYPBI JUISL | COXPaHEHHS M YKPEIJICHUS 3/10pOBbS
COXpaHCHHS U | IpY BBIOJHEHUU NPO(ecCHOHAIBHOM

YKPEIUICHHS 37I0POBBS B | AEATEILHOCTH.

nporecce

npodeccHoHaIbHON

JeSATeIbHOCTH u

HOJ/ICPKAHUS

HEOO0XOAUMOTO yPOBHS

(buzndeckoi

MOJITOTOBJICHHOCTH.

OK 09. Hcnonb3oBath | - 3((PEeKTUBHOCTD  HMCMOIB30BaHMA | DKCIIEPTHOE HAOIIOCHNE
MH(DOPMALMOHHBIE nH(OPMAIIMOHHO- 3a BBINOJHEHUEM PadboT
TEXHOJIOTHH _ B KOMMYHMKAlMOHHBIX TEXHOJIOTHI B

npoeccHoHaLHOI npodeccCHOHATBbHON JeSITeTTbHOCTH

JEATEILHOCTH.

COrJIaCHO q)OpMI/IpyeMBIM YMCHUAM U
MoJIYy4acMOMY IIPAKTUYCCKOMY OIIBITY;

OK 10. Tlonmb3oBaThCs
npodeccnoHanbHOM
JOKYMEHTalMeu Ha
rocyapCTBEHHOM u
WHOCTPAHHOM SI3BIKaX.

- 9(QQeKTUBHOCTh HCIIOJIL30BAHUS B

poheCCHOHATBHOMI JIESITENIbHOCTH
Heo0X0auMOoi TEXHAYECKON
JOKyMEHTAIlMM, B TOM 4YHCJIEe Ha

AHTJIUUCKOM SI3BIKE.

DKCnepTHOE HAOII0ICHUE
3a BBIITOJTHEHHUEM paboT

OK 11. Hcnonp3oBarh
3HaHUA 10 (PUHAHCOBOM

- 3((}EeKTUBHOCTh HCIIOJIB30BAaHUS B
npodeccnoHaTBEHOM JIESITSIIBHOCTH

IPaMOTHOCTH, 3HaHUS 10 (PUHAHCOBOM I'PaMOTHOCTH,
IJIaHUPOBATh B TOM 4YHCIC I IIJIAaHUPOBAHUSA
MPEINPUHUMATEIBCKYIO | IPEANPUHIUMATEIBCKON JeSITeIbHOCTH
NeSTeTbHOCTh B | B mpodeccronansHol chepe
npodeccnoHanbHOMI

chepe

DKcTepTHOE HAOJII0ICHUE
3a BBIIMOJHEHUEM PaboT
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