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Pabouass mporpamma coctaBieHa B cooTBeTcTBUH ¢ DPI'OC cpennero mpodeccrnoHalbHOTO
o0pa3oBaHusi U YYeOHBIM IUIAHOM IIPOI'PAaMMBbl IOJIOTOBKHM CIEIUAIUCTOB CPEIHEro 3BeHa II0
cunerpanbHocTd 10.02.04 ObGecnieuenue uHGOpManmoOHHONW 0€30MACHOCTH TEIEKOMMYHHUKAITMOHHBIX
cucreM, yTtBepkaE€HHBIM pekTopoM @PI'BOY BO «Cankr IlerepOyprckuii rocyiapCcTBEHHBIH
YHHBEPCHTET TeJIeKOMMYHHKaImii uM. mpod. M.A. boru bpyesuuay» 30 mapra 2023 r., mpotokos Ne 3.
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TEJICKOMMYHHUKAITUOHHBIX CUCTEM )
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Pabouas mnporpamMMa NpPOHM3BOJICTBEHHOM NPAKTUKUA (MO NPOGUIIO CHEIHATHLHOCTH)
cocrapneHa B cootBeTcTBUM ¢ PI'OC cpennero mpodeccnoHanIbHOTO 00pa30BaHUS U yUCOHBIM
IUTAHOM TIPOTPaMMBI MTOJITOTOBKH CIIEHUAIIMCTOB CPETHETO 3B€HA CPEAHETr0 MPO(hecCHOHATLHOTO
oOpazoBanus no crenuanbHocTH 10.02.04 Obecnieuenne MHGOPMAMOHHON 0€30MaCHOCTH
TEJIEKOMMYHUKAlMOHHBIX ~ cUCTEM, YTBepKIEHHBIM pektopoMm PI'BOY BO  «Cankr-
[TeTepOyprckuii rocy1apCTBEHHBI YHHUBEPCUTET TEIEKOMMYHHKanui uMm. mpod. M.A. bonu-
Bpyesuua» 30 mapra 2023 r., mpoTokomn Ne3.
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COJEPKAHUE

MACIIOPT PABOYEH ITPOIPAMMBI ITPOW3BOJCTBEHHOM
IMPAKTUKH (110 ITPOPUJIIO CIIEHHUAJIBHOCTH)

PE3YJIbTATBI OCBOEHHA PABOYEN IMPOI'PAMMBbI
IMPOU3BOJCTBEHHOMU ITPAKTUKHU 1o IMPO®UJIIIO
CIIEHUAJIBHOCTH)

CTPYKTYPA U COJEPAHUE INPOU3BOICTBEHHOM ITPAKTUKH
10 MPOPNJIIO CIIENUAJBHOCTH)

YCJIOBUSA PEAJIM3AIINN PABOYEN IMPOI'PAMMBbI
IMPOU3BOJCTBEHHOMU ITPAKTUKH 1o IMPO®UJIIIO
CIIEHUAJIBHOCTH)

KOHTPOJIb n OIEHKA PE3YJIbTATOB OCBOEHUA
MMPOU3BOJCTBEHHOI IHPAKTUKH 1o MMPO®UJIIIO
CIIEHUAJIBHOCTH)
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1 TIACIIOPT PABOYEWM IPOI'PAMMBI NMPOU3BOJCTBEHHOM NPAKTHUKH (IO
IMPOPUJIIO CITIEHUAJIBHOCTH)

1.1. O6aacTb npuMeHeHHs POrPaMMBblI

Pabouas mnporpamma NpOM3BOACTBEHHON IpPAaKTUKU — SBJSAETCS YacTbl0 OCHOBHOM
00pa30oBaTeNbHON MIPOrpaMMbl ITOATOTOBKU CIIELUAINCTOB CpeJHero 3BeHa B cooTBeTcTBUU ¢ PI'OC
no  crnenuanbHocTH  CIIO  10.02.04  OGecneuenue  wHGOPMAIMOHHONW  0€30MACHOCTH
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM (KBaIM(UKALUSA — TEXHUK MO 3amuTe HMHGOpMAIMM) B 4acTH
OCBOEHUSI OCHOBHBIX BUJIOB JI€ATEIILHOCTH:

- 9KCHJ’IyaTaI_[I/IH I/IH(i)OpMaI_II/IOHHO'TeJ'IeKOMMYHI/IKaI_II/IOHHI)IX CHCTEM U CeTeﬁ;

— 3ammTa uHGOpMamuM B HHPOPMALMOHHO-TEJICKOMMYHUKAIMOHHBIX CHCTEMax M CETAX C
MCIOJIH30BAHMUEM IPOTPAMMHBIX U MPOTPAMMHO-aNNapaTHBIX, B TOM YHCIIEe KPUOTOrpapruecKux
CPEICTB 3alUTHI;

— 3amuta wuHpOpMamuMK B WHPOPMALMOHHO-TEICKOMMYHUKAIIMOHHBIX CHCTEMaxX M CETAX C
HCIIOJIb30BAHUEM TEXHUYECKUX CPEICTB 3alIUTHI;

— BeimosnHenne paboT Mo 0AHOM WM HECKOJIBKUM Ipodeccusim pabodnx, TOIHDKHOCTSM CIYKalTuX:
no paboueir mpodeccun «OnepaTop ANEKTPOHHO-BBHIUYUCIUTEIBHBIX M BBIYUCIUTEIBHBIX
MaIIfH.

ObaacTh npogeccHOHATBHOM eATeJIbHOCTH BbIMYCKHUKOB: O01acTh MpodeccnoHanbHOMI

NEeSTENIbHOCTH BBIMTYCKHUKOB: 06 CBsi3b, MHPOPMAIMOHHBIE U KOMMYHHKAI[MOHHBIE TEXHOJOTHH.

12 ObGecnieuenue 6€30MacCHOCTH.

1.2. Iesn u 3a1a4ym - TpeOOBaHUs K Pe3yJbTaTaM OCBOEHHS NMPOU3BOICTBEHHON MPaKTHKH (10
npoduio cnenuaJIbLHOCTH)

[Ipon3BosacTBEeHHAs MpaKTUKa (M0 MPO(UIIO CTIENUATbHOCTH) HalpaBieHa Ha (opMupoBaHHUE y
oOydJaromuxcsi o0mux ©  TPO(EeCCHOHATBHBIX  KOMIICTCHIIMH, OCBOCHHE  COBPEMEHHBIX
IPOM3BOJICTBEHHBIX MPOLIECCOB, aJanTalus o0y4yarolUXcs K KOHKPETHBIM YCIOBHUSM JIESTEIbHOCTH
OpraHM3alUil pa3IMuHbIX OPraHU3allMOHHO-TIPABOBBIX (OPM, MPUOOPETEHNE MPAKTUYECKOTO OIbITA B
pamkax mnpodeccuonanbHbix moaynedt IIIICC3 CIIO mno kaxaoMy U3 OCHOBHBIX BHJIOB
npodeccuoHanbHOM AesTensHoCTH TpeaycMoTpeHHbix PI'OC CIIO mo crmernumansrocTa 10.02.04
Obecneuenne MHPOPMALMOHHON 0€30MaCHOCTH TEIEKOMMYHHUKAIIMOHHBIX CHCTeM (KBanudukauus —
TEXHHMK 10 3alUTe HUHPOpPMALIUHN).

B pesynbrate NpOXOKIEHHS NPOU3BOJACTBEHHOW MPakTHKH (MO MpOo(UI0 CHEeNUaTbHOCTH),
peamuzyemoii B pamkax moaynei [MIICC3 CIIO mo kaxaoMy U3 OCHOBHBIX BHJOB JESTEIHLHOCTU
(OBI), mpenycmotpernsix OI'OC CIIO, obyuaromuiicsi OHKEH OPHOOPECTH MPAaKTHYECKUN OIBIT
paboTHI:

OcHoBHOIT BH]Y YMeHus: M NpaKTHYeCKHH ONBIT B
AeATe1bHOCTH

DKCruTyaTanus Ymerhb:

MH(OPMAIIMOHHO | OCYIIECTBISITh TEXHUUECKYIO IKCIUTYaTAllUI0 IMHEHHBIX COOPYKCHUH CBSI3H;
-TEJICKOMMYHHUKA | IPOU3BOJIUTh MOHTAX KaOEIbHBIX JIMHUN M OKOHEYHBIX KaOEJIbHBIX YCTPOICTB;
IMOHHBIX CUCTEM | HAaCTpaumBaTh, IKCILIyaTHPOBaTh U 00ciyxuBath obopynoBanue UTKC;

H ceTen OCYIIECTBJISATh  TOAKIIOYCHHE,  HACTPOMKY  MOOWIBHBIX  YCTPOHCTB W
pacnpeneneHHbix cepsrcoB UTKC;

MIPOM3BOJIUTH UCTIBITAHMS, TPOBEPKY U npuemMKy obopynoanus UTKC;

OpPOBOJIUTH  pabOThl MO  TEXHUYECKOMY  OOCIYKUBAaHHMIO, JAMArHOCTHKH
TEXHUYECKOTO COCTOSIHUS U peMOHTY obopynoBanus UTKC;

NMeTh NpaKTH4YeCKHUil ONBIT B:

MOHTaXe, HacTpoOiike, NpoBepke (PYHKIMOHUPOBAHUS U KOH(PUTYPUPOBAHUU
obopynoBanus UTKC;

TEKyIIeM KOHTpoJie pyHKInoHupoBanus obopynoBanus UTKC;

MIPOBEJICHUU  TEXHUYECKOTrO OOCITY)XMBaHHs, JHUAarHOCTUKE TEXHHUYECKOIO

4



OcHoBHOM BH]

YMeHus M IPAKTUHYECKHUI ONBIT B

AeATeN1bHOCTH
COCTOSIHHMSI, IIOUCKA HEMCIIPaBHOCTEH 1 peMoHTa obopynoBanus UTKC.

3amura YMeTh:

uH(pOopMaluu B BBISIBJISITH M OIICHUBATh Yrpo3bl OezonacHoctu nHpopmanmu B UTKC;

MH(QOPMALMOHHO | HACTPAaWBaTh M IIPUMEHATH CPEACTBA 3AINUTHI MH(GOPMALMU B OIEPAIMOHHBIX

-TeJICKOMMYHHKA | CUCTEMAX, B TOM YHUCJIE CPEJCTBA AaHTUBHPYCHOM 3aIIUTHI;

OAOHHBIX MPOBOJUTh YCTAHOBKY M HACTPOMKY MPOTPAMMHBIX M IPOTPaMMHO-AIAPATHBIX, B

CUCTEMAX U CETAX | TOM YHUCIIE KPUNITOrpahUIECKUX CPEICTB 3AIIUTHI HHPOPMALINY;

Y MPOBOANTHh KOH(MUTYPHUPOBAHUE IMPOTPAMMHBIX W MPOrpaMMHO-aIlllapaTHHIX, B

UCTIOIb30BAHUCM | TOM YHCIIE KPUNITOTPa)UIECKUX CPEJICTB 3AIIUTHI HHPOPMALINY;

HIPOTrpaMMHBIX U | poBOUTh  KOHTPOJIb  MOKa3arejaed W mporecca  (PyHKITMOHUPOBAHMS

1IpOrpaMMHO- MPOrPaMMHBIX M HPOTPaMMHO-aNIapaTHBIX, B TOM YHCJIE KPUITOTpapHUECKUX

allllapaTHBIX, B CPEJICTB 3alIUThl HHPOPMAIIUH;

TOM HHCIIC MPOBOJIUTH BOCCTAHOBJIEHHE IIpOllecca W TMapamMeTpoB (YHKIIMOHHUPOBAHUS

Kpunrorpapuyec MPOTPaMMHBIX M TMPOTPAMMHO-ANNapaTHBIX, B TOM YHUCJIE KpUNTOrpaduyuecKux

KHUX CpCICTB CPEJICTB 3alIUTHl HH(POPMAITUH;

SalIMTRI NOPOBOAUTH TEXHHUYECKOE OOCITY)XHMBaHHE H PEMOHT MPOrPAMMHBIX U
POTPaMMHO-aNNapaTHBIX, B TOM YHCIIE KPUOTOrpapUUeCKUX CPEICTB 3alIUTHI
nHpopmanuu;

NMeTh NpakTHYEeCKUI ONBIT B:

yCTaHOBKE, HACTPOWKE, HCIBITAHUSIX M KOHPUTYPUPOBAHUHM MPOTPAMMHBIX U
POrPaMMHO-AINMAPATHBIX B TOM YHUCIE KPUNTOrpaUUYeCKUX CpPEACTB 3alIUTHI
unpopmanuu B o6opynosanuu UTKC;

noanaepkaHuu  Oecniepe0oifHONM  pabOThl  HPOTPAMMHBIX U IPOrpaMMHO-
anmnapaTHbIX B TOM YHKCJIE KPUNITOTpaPUUECKUX CPEJCTB 3aIlIUTHl UHPOPMALIUU B
HUTKC,;

samute wHpopmanuu ot HCJl m cnemmaneubix BosuaedictBuii B UTKC ¢
WCIONBb30BAHUEM TNPOrPAMMHBIX M MPOrPaMMHO-AIIApaTHbIX B TOM YHCIIE
KpUNTOTPaQUUIECKUX CPEACTB 3alIUTHl B COOTBETCTBUU C MPEIBSIBISIEMBIMU
TpeOOBaHUSIMU.

3amura YMmerTh:

uH(GOpMallMU B | MPOBOJUTH YCTAHOBKY, MOHTaX, HACTPOWKY M UCIBITAHHE TEXHUYECKUX CPE/ICTB

UH(POPMALIMOHHO | 3amUThl HHOOPMAIUK OT YTEUYKH 110 TEXHUUYCCKUM KaHaIaM;

- MIPOBOJIUTH TEXHUYECKOE OOCITy)KUBAaHUE, YCTPaHEHHE HEUCIIPABHOCTENH U PEMOHT

TEJICKOMMYHHUKAIl | TEXHUYECKUX CPEJICTB 3allUThl HH(GOPMAlMU OT YTEYKH MO0 TEXHUYECKUM

MOHHBIX KaHaJlaM;

CUCTEMAX U CETAX | MPOBOAUTH M3MEpeHue napaMmerpoB (oHoBbIX mymoB U [I9MUH, coznaBaembix

c HUTKC;

MCIOJIB30BAHUEM | [IpOBOANUTH HM3MEPEHUE IapaMEeTPOB SJIEKTPOMAarHUTHBIX M3IIYyYEHUH U TOKOB,

TCXHUYICCKUX CO3/1aBa€MbIX TEXHHYECKUMH CPEJCTBAMHU 3allUThl MHPOPMAIMU OT YTEYKH IO

CPEJICTB 3aIUTHI

TEXHUYCCKUM KaHaJlaM,

MCIIOJIb30BaTh CpeacTBa Gpuznyeckoi 3amuTel JuHui cBsizu UTKC;

IIPUMEHITh HOPMATHUBHBIE IIPAaBOBbIE AKTbl M HOPMATUBHBIE METOAMUYECKUE
JIOKYMEHTBI B 00JIaCTH 3alIUThl HH(pOpMaIIHH;

NMeTh NpaKTHYeCKHil ONBIT B:

YCTAaHOBKE, MOHTAXCE, HaCTpOI\/’IKe N HUCIBITAHUAX TEXHHUYCCKUX CPCACTB 3aAIlIUTHI
HH(bOpMaL[HH OT YTCUKHU IO TCXHUYCCKHUM KaHaJlaM,

3alIUTe I/IH(l)OpMaHI/II/I OT YTCUKH IO TEXHHUYCCKHM KaHajlaM C HCIIOJIb3OBAHHEM
TEXHUYECKHX CpPEICTB 3allUTHl B COOTBETCTBHH C  MPEIbSBISIEMBIMU
TpeOOBaHUSIMU,

MNpOBCACHUN  OTACIBbHBIX pa60T 10 (I)I/I3I/I‘-IGCKOI71 3alllMTe JIMHUKM CBS3U

MH(OPMAIOHHO-TEJIEKOMMYHUKAIIMOHHBIX CUCTEM U CETEHl.




OcHoBHOM BH]
IeATeJILHOCTH

YMeHus M IPAKTUHYECKHUI ONBIT B

Beinonaenue
paboT 1o ojaHOMU
WIA HECKOJIBKUM
npodeccusim
pabounx,
JOJIKHOCTSIM
CITY’KaIlInX:
paboueit
npodeccuun
«Omneparop
AJIEKTPOHHO-
BBIUHCIUTEILHBIX
u
BBIYHCITUTEILHBIX
MaIluH
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YMmern:

BBITIONHATh TPEOOBAHUSI TEXHUKU OE30MACHOCTH MPH paboTe ¢ BBIYUCIUTEIHHON
TEXHUKOM;

IMPOU3BOJUTH MNOAKJIFOUCHUC 0JIOKOB

nepuepuiiHbIX YCTPONCTB;

MEpCOHAJILHOT'O KOMIIBIOTCPaA )51

MIPOU3BO/INTH YCTAHOBKY M 3aMEHY PAacXOJHBIX MaTEpUAIOB JJisi nepudepritHbIx
YCTPOMCTB M KOMIIBIOTEPHOU OPITEXHUKH;

JTUArHOCTUPOBATh MPOCTEUIIINE HEUCIPABHOCTU MEPCOHAIBHOIO KOMIIBIOTEPA,
nepudepuitHoro 060py0BaHMs U KOMIIBIOTEPHON OPTTEXHUKU;

BBIIIOJIHATh ~ MHCTAUIALMIO  CHCTEMHOTO M MPHKJIAIHOIO
obecneucHus;

MIPOrPaMMHOTO

Co3llaBaTh M YIPAaBIATh COACPKUMBIM JOKYMEHTOB C TOMOIIBIO TEKCTOBBIX
IPOIIECCOPOB;

co3JaBaTh W YIPABIATH COACPKHMBIM OJICKTPOHHBIX TaOJUIl C IOMOLIBIO
penakTopoB TaOIHII,

CO37aBaTh M YIPABJIATh COACPKUMBIM MPE3ECHTAUUN C IMOMOILBIO PEIaKTOPOB
MPE3EHTALNIM;

HCIIOJIb30BAaTh MYJIbTUMEAHA ITIPOCKTOP AJIsL AEMOHCTpALlUA Hpe3eHTaI_[I/II71;
BBOJHWTb, PCAAKTUPOBATH U YAAJIATH 3aIllMCU B Oaze JaHHBIX

3(1)(1)6KTI/IBHO I10JIb30BATHCA 3aIlIpOCaMHU 0a3sl JaHHBIX;

co3/1aBaTh U PEIAKTHPOBATh rpaduueckre 0O0BEKTH C MOMOIIBIO MPOrPaMM JUis
00pabOTKH PACTPOBOW M BEKTOPHOM rpauku;

IPOU3BOJUTH CKAHUPOBAHUC NOKYMCHTOB 1 UX PACIIO3HABAHUC,

MPOU3BOJUTh PACMEYaTKy, KOMUPOBAHHE M TUPAKUPOBAHUE JIOKYMEHTOB Ha
MIPUHTEPE U IPYTUX YCTPOUCTBAX;

YIpaBJIATb @aﬁHaMH JaHHBIX Ha JIOKAJBbHBIX CBCMHBIX 3aIIOMHUHAIOIIMNX
YCTpOﬁCTBaX, a TaK)XXC Ha JHUCKax JIOKaJIbHOU KOMHBIOTCpHOfI CCTU U B UHTCPHCTC;

OCYIIECTBJISITh HaBUranuio no Bed-pecypcam MHTEpHETA ¢ TOMOIIIBIO Opay3epa;

OCYHICCTBIIATL IIOUCK, COPTUPOBKY W aHAJIN3 I/IH(l)OpMaLII/II/I C IIOMOIIBIO
ITOMCKOBBIX MHTCPHET CaﬁTOB;

OCYULIECTBJIATH AHTUBUPYCHYIO 3aLIUTY IEPCOHAIBHOIO KOMIIBIOTEPA C IIOMOIIBIO
AHTUBHMPYCHBIX IPOrPAMM;

OCYIIECTBJISITh PE3EPBHOE KOMTUPOBAHUE M BOCCTAHOBJICHUE JTAHHBIX

HNMeTh NpaKTHYeCKHil ONBIT B:

BBITIOJIHEHUE TPEOOBAHMM TEXHUKH 0€30MAaCHOCTH MPHU padOTe C BEIYMCIUTEIHLHON
TEXHUKOM;

opraHu3anuu pabodyero MecTa oreparopa dSJIEKTPOHHO-BBIUUCIUTEIBHBIX U
BBIYHCIIUTENbHBIX MAIllVH;

MIOJITOTOBKE 000PYA0BAaHNS KOMIIBIOTEPHON CUCTEMBI K padoTe;

WHCTAJISIIUU, HACTPOMKE U OOCIy)KHBaHHE TPOTPAMMHOTO OOeCTeueHus
KOMIBIOTEPHON CUCTEMBI;

yIpaBJieHUH (ainamu;

IMPUMCHCHUC O(I)I/ICHOFO nporpaMMHOTIO oOecrieueHUsT B COOTBETCTBUH C

MPUKJIAJHON 3aa4uen;

HCIIOJIb3OBAHUC PECYPCOB JIOKAJIbHOM BBIYMCIUTEIbHOM CCTH,

HCIOJIb30BAHHUE PECYPCOB, TEXHOJOTHI U cepBUCOB MHTEpHET;

MMPUMCHCHUC CPCACTB 3allIUTELL I/IH(bOpMaLII/II/I B KOMHBIOTCpHOfI CHUCTEMC.




1.3. KoJanuyecTBO 4acoB Ha OCBOeHHe paGoueil MporpaMMbl MPOU3BOJACTBEHHOI MPAKTUKHU (1O
NpoPUII0 CIeNNATbLHOCTH)

Bcero — 612 gacos (17 Hex.), B TOM 4uce:
B pamkax ocBoennst IIM.01 —180 yacos

B pamkax ocBoenus [IM.02 - 180 wacos

B pamkax ocBoenust IIM.03 —180 yacos

B pamkax ocBoenus [IM.04 —72 yaca

2 PE3JIbTATBI OCBOEHMSI ITIPOI'PAMMBI ITPOU3BOJICTBEHHOM IMTPAKTHUKMH (11O
MMPOPUJIIO CIIEHHUAJIBHOCTH)

PesynpTatoM OCBOGHHMS TNPOTpPaMMBbl  NPOU3BOACTBEHHOW MpakTHKH (10  mpoduiro
CHEIHMAIbHOCTH) SBJSIETCS C(HOPMUPOBAHHOCTh Y OOYYAIOMIMXCS MPAKTUYECKUX MPOodeccHoHalIbHBIX
yYMEHUH, TpuoOpeTeHre MepBOHAYATIHLHOTO MIPAKTUYECKOTO OTBITa, HEOOXOAUMBIX IS TTOCIEAYIOIIErO
ocBoeHus umu obmmx (OK) u mpodeccnonanpabix (I1K) xkommerenmuii mo 10.02.04 OGecnieueHue
MH(}OPMaLMOHHON 0€30M1aCHOCTH TEIEKOMMYHHUKAIIMOHHBIX CUCTEM.

Kon

HanmeHnoBaHMe KOMIIETEHIIUH

OK 01

Beibupats  cmocoObl  pemieHHs  3a7ad  Npo(ecCHOHAIBHON  JIesTENbHOCTH,
MPUMEHUTEIBHO K Pa3JIMUYHBIM KOHTEKCTaM

OK 02

OcyiecTBIATh MOUCK, aHAIU3 U HMHTEPHpEeTaluio HHPOopMaIUuu, HeoOXOIUMON i
BBITIOJTHEHMS 3124 MPOPECCHOHATBHON ACSITEILHOCTH

OK 03

[TnanupoBaTh W peaJn30BbIBATE COOCTBEHHOE NPO(PECCHOHANBHOE U JIMYHOCTHOE
pas3BuTHe

OK 04

Paborate B KkoyiekTHBE U KOMaHze, d(PEKTUBHO B3aUMOJECHCTBOBATH C KOJUIETaMH,
PYKOBOJICTBOM, KJINEHTAMHU

OK 05

OcymiecTBIATh YCTHYIO U MMCbMEHHYIO KOMMYHHKAIMIO Ha TOCY1apCTBEHHOM SI3BIKE C
Y4€TOM 0COOEHHOCTEH COLIMAIBHOIO U KYJIbTYPHOIO KOHTEKCTA

OK 06

HpOHBJ’IHTL TPaAXXKAAHCKO-TIATPUOTUIYCCKYO TIO3MIHI0, ACMOHCTPUPOBATH OCO3HAHHOC
MOBEACHHUEC Ha OCHOBC TpaJWIIHOHHBIX O6HIC‘ICJ'IOB€‘I€CKI/IX HeHHOCTefI, IMPUMCHATDH
CTAHAAPTBI AHTUKOPPYIIIUOHHOI'O ITOBECACHU

OK 07

CopnelicTBOBaTh COXpAaHEHUIO OKPY’KaIOLIEH Cpelibl, pecypcocoepekeHuto, 3h(HeKTHBHO
JICCTBOBATH B YPE3BBIYANHBIX CUTYALHSIX

OK 09

Hcnons3oBaTh I/IHCI)OpMaI_[I/IOHHLIe TCXHOJIOTHH B HpO(I)CCCHOHaHBHOﬁ JACATCIbHOCTHU

OK 10

[Tonb30BaTbes  MpogecCHOHAIbHOW  JIOKYMEHTAllMe Ha TOCYJapCTBEHHOM H
WHOCTPAHHOM SI3bIKaxX

[IKI1.1.

IIpon3BOIUTP MOHTaX, HACTPOMKY U  IOBEPKY (GYHKIIMOHUPOBAHUS U
KOH(GUTYpUpOBaHUS 000pyAOBaHHUS WH(POPMAIMOHHO — TEIEKOMMYHUKAIIMOHHBIX
CUCTEM U CETEN.

IIK 1.2.

OcCymiecTBISATh AUArHOCTUKY TEXHUYECKOTO COCTOSIHHS, TMOHMCK HEUCIIPaBHOCTEH M
PEMOHT 000py0BaHUsI MHPOPMAIITMOHHO — TEJICKOMMYHUKAIIMOHHBIX CUCTEM U CETEH.

IK 1.3.

HpOBO,Z[I/ITB TEXHHUYCCKOC O6CJ'Iy>KI/IBaHI/IC o60py;[03aHI/1;1 I/IH(I)OpMaI_[I/IOHHO -
TCIICKOMMYHHUKAIIMOHHBIX CUCTEM U ceTel

[IK 1.4.

Ocy1ecTBIsITh KOHTPOJIb (GYHKIIMOHUPOBAHUS MH(OPMALIOHHO —
TEJIEKOMMYHUKALIMOHHBIX CUCTEM U CETEM

K 2.1.

[Ipou3BOaUTH  yCTAHOBKY, HACTPOWKY, HCHOBITAaHUS W  KOH(GUI'YypUpOBaHUE
IPOTPaMMHBIX U MPOTPAMMHO-ANIAPATHBIX, B TOM YHCIIE€ KPUITOTpapHUECKUX CPECTB
3alUThl  MHPOpPMAIMM OT HECAaHKUMOHMPOBAHHOTO JOCTyNMa M  CIEHUaTbHBIX
BO3/ICUCTBUI B 000pyA0BaHNEe HHPOPMALMOHHO — TEIEKOMMYHUKAITMOHHBIX CUCTEM U
ceTen

IIK 2.2.

[TonnepxuBath OGecriepe0oliHyI0 pabOTy MPOrpaMMHBIX U IPOTPaMMHO-AINAPaTHBIX, B
TOM YHCJI€e U KpUNTOrpaduyeCcKuX CpeACTB 3alUThl HHPOpMaMU B HH(OPMALIMOHHO —
TEJIEKOMMYHUKALIMOHHBIX CUCTEMAX M CETIX




Kon

HaumenoBanue KOMIICTCHIIMN

IK 2.3.

OcymecTBIATh  3alUTy HWHPOpPMAIIMK OT HECAHKI[MOHUPOBAHHBIX JICUCTBUU W
CIeNUALHBIX BO3JCHCTBUNA B MHOOPMAIMOHHO — TEJIEKOMMYHUKAITMOHHBIX CHCTEMax
U CETIX C UCIOJIb30BAaHUEM IMPOTPAMMHBIX U MPOTPaMMHO-ANMNapaTHbIX, B TOM YHCIIE
KPUNITOTpaUIECKUX CPEJCTB B COOTBETCTBUU C IPEIABIBICHHBIMUA TPEOOBAHUSIMU.

IIK 3.1.

IIpou3BOAUTE YCTaHOBKY, MOHTa)K, HACTPOWKY M HCIIBITAHUS TEXHUYECKUX CPEICTB
3alIUThl MHPOPMALMU OT YTEUKU [0 TEXHHYECKUM KaHajlaM B MH(QOPMALMOHHO —
TEJIEKOMMYHUKAIIMOHHBIX CUCTEMAX U CETsIX.

IIK 3.2.

HpOBOI[I/ITB TEXHHUYECCKOC O6CJ'Iy>KI/IBaHI/I€, ANArHoCTUKY, YCTPaHCHHUC HeI/ICHpaBHOCTeﬁ
U PCMOHT TCXHHUYCCKHUX CPCACTB 3alIHUTHI I/IH(i)OpMaLII/II/I, HCIIOJI3YCMbIX B
I/IH(l)OpMaHI/IOHHO — TCJICKOMMYHHKAIIMOHHBIX CUCTCMAaX M CCTIAX

IIK 3.3.

OCYH_ICCTBJI}ITB 3al0UTy I/IH(l)OpMaLII/II/I OT YTCUYKH IO TCXHUYCCKHM KaHaJlaM B
I/IH(l)OpMaHI/IOHHO — TCJICKOMMYHHKAIIMOHHBIX CHUCTEMAX MU CCTIAX C HCIIOJIb30BAHUEM
TCXHUYCCKHUX CPCACTB 3alIUThI B COOTBCTCTBUU C MMPCABABIACMBIMU Tpe6OBaHI/I$IMI/I.

IIK 3.4.

[IpoBomuTh  OTAENBHBIE pabOTBl 1O  (U3UYECKON  3aIuTe JUHUWA  CBS3H
WH(OPMAIIMOHHO — TEJICKOMMYHHUKAIIMOHHBIX CUCTEM H CeTei

[IK 4.1.

OcCymiecTBIATh MOJATOTOBKY OOOPYIOBaHUS KOMITBIOTEPHOM CHUCTEMBI K paboTe,
NPOM3BOJIUTh  MHCTAULIIMIO, HACTPOWKY M OOCIHY)XHBaHHE MPOTPAMMHOTO
obecrieueHns

IIK 4.2.

Co3naBath M yNpaBiATh Ha MEPCOHAIBHOM KOMIIBIOTEPE TEKCTOBBIMU JOKYMEHTaMH,
TaOJIMIIaMH, MIPE3CHTAMSIMA U COJEp)KaHHeM 0a3 JaHHBIX, paboTaTh B rpadUuecKux
peIaKTopax

[1IK 4.3.

Hcnonb30BaTh pecypehl JIOKATBHBIX BBIUUCIUTEIBHBIX CETEH, PECYpChl TEXHOJIOTHA U
cepBucoB MHTepHeTa

I1K 4.4.

ObecneunBaTh MPUMEHEHUE CPEJICTB 3aIUTH HH(POPMAITMN B KOMIBIOTEPHON CHCTEME




3 CTPYKTYPA UM COJEPKXAHWE MMPOU3BOJICTBEHHOM MPAKTUKH (IO MPO®UTIO CIHEIIUAJIBHOCTH)

3.1. CrpykTrypa nporpamMmbl POU3BOJACTBEHHOI MPAKTUKH (110 NPOPUIIIO CIIENHATBLHOCTH)

Koabt HaumenoBanusi npogeccuonaabubix moayJiaeid u MIAK Oo0bem
npogeccnoHaAIbHBIX 4yacos
KOMIIeTeHIN i

IIK1.1-1TIK 1.4 IIM.01.9kcuryaTanusi ”HGOPMAIMOHHO-TeJIeKOMMYHUKALIMOHHBIX CHCTEM H ceTeil 180

K 2.1 -1TIK 2.3 IIM.02. 3ammTa nuagopmaunu B UHGOPMALMOHHO-TEJIEKOMMYHUKANMOHHBIX CHCTEMAX U CEeTSX ¢ 180
HCII0JIb30BAHMEM NPOrPAMMHBIX M IPOrPaMMHO-ANNAPATHBIX B TOM YHCJe, KpUNITOrpauuecKuX CpeaAcTB
321U ThI

IIK 3.1 - 1IK 3.4 IIM.03. 3ammra wuHpopManuum B HHPOPMAIUMOHHO-TEJIEKOMMYHHKALUMOHHBIX CHCTEeMax H CeTAX C 180
HCNOJIb30BAHHEM TeXHHMYECKHX CPe/ICTB 3aIMThI

IIK 4.1 - 11K 4.4 IIM.04 .BbinosiHeHHe padoT MO OJHOM MJIM HECKOJbKHUM IpodeccusiMm padoyMX, JOJKHOCTSAM CJIyKAIMX 72
(OnepaTop 3JIeKTPOHHO-BbIMHCINTEIBLHBIX H BHIYHCIHTEIHHBIX MAIIIHH)

Bcero yacos 612




3.2. Coaep:xaHue NPOU3BOJICTBEHHON MPAKTUKH (M0 NMPOPUIIO CIeNNATBLHOCTH)

Koa m HauMeHOBaHHE

npogdeccuoHAIbHBIX
monyJieit, MIK u tem Oo6bem
np(}),nsm,)ucffsennoﬁ Buner pador JacoB
NpakTuku (no npoguiito
CHenuaJIbLHOCTH)
IIM.01.9kcnayaTanus Copep:xaHue NPOU3BOICTBEHHOI NMPAaKTUKM (110 MPo¢UJII0 CennaJbHOCTH)
HHPOPMALTOHHO- 1 O3HaKOMJIEHHE CO CTPYKTYPOI MpepUaATUs, BBOJHBIH HHCTPYKTAX 110 TEXHUKE 0€30I1aCHOCTH U
TeJIEKOMMYHHKAIMOHHBIX OXpaHe TpyJa.
CHCTEM H ceTei 2 O3HakoMJIeHHE ¢ KaOeIbHBIMU 1IeXaMHU U yYaCTKaMH.
3 PaboTa ¢ TeXHUYECKOH JOKYMEHTaIHEH.
4 N3yuenne 000py10BaHUs U YCTPOUCTB, MOBBILIAIOIIUX PAOOTOCIIOCOOHOCTh U HAIE)KHOCTh
KaOCJIbHBIX JTMHUI.
5 O3nakomienue ¢ obopynosanuem UTKC. 180
6 N3yuenue u paboTa ¢ KOHTPOJIbHO-U3MEPUTEIbHBIM 000PYA0BAHUEM.
7 CamocrosiTenpHas paboTa Ha 3aKpEIIEHHOM paboyeM MecTe.
8 BeinosnHeHne nHAMBUYaTbHOTO 3a/1aHUs 110 NIPAKTHKE.
9 VYyacture B aBapUiHbBIX U IPOUIAKTUYECKUX pabOTax, MPOBOJIMMBIX Ha KaOEJTbHOM YYacTKe.
10 | O6061meHne MaTepuaia, opopmiIeHHe OTYETa, cllaya 3a4yeTa.
ITM.02. 3amuTa Copepxxanue NpoM3BOACTBEHHOM NPAKTHKH (10 NPOPHII0 CIeHAIBLHOCTH)
uHopMmanum B 1 WHCTpyKTaX 10 TEXHUKE OE30MMaCHOCTH
UHGpOpPMaALHOHHO- 2 O3HakoMJIeHHE ¢ pab0YUM MECTOM
TeJIeKOMMYHHUKAIMOHHBIX 3 O3HaKOMJIEHHE C OpPraHU3aI[MOHHOMN CTPYKTYPOH NpeanpUsITHS
CHCTEMAX H CETHAX € 4 Pe3epBHOE KOMMpoBaHUE HHPOPMALIUU
HCIOJIb30BAHUEM 5 BoccranoBienne naHHbIX
NporpaMMHBIX H 6 IIpoBepka KOnui Ha IPEANPUATHH, U3YYEHUE TEXHOJOTHH PE3EPBHOIO KONMPOBAHUS
NporpaMMHO-anmapaTHbIX 7 3aruta HHGOPMAIMK OT HECAHKIIMOHUPOBAHHOTO TOCTYIIA
(B TOM 4ncCIe, 8 | Perucrpanus u y4éT BX0a/BBIX01a CYOBEKTOB CUCTEMBI B/H3 CUCTEMBI (Y3114 CETH) 180
KpUNTOrpadu1ieckux) 9 VYuér HocuTenel nHpopmManuu
CPEACTB 3aIINTBI 10 | Oumcrka (oOGHYyIeHHE, 06E3THINBAHNE) OCBOOOKIAEMEIX 00JIacTel onepaTnBHON mamsatH DBM u
BHEIIHUX HAKOMHUTENIeH
11 | Pabora c aHTUBHpYCaMU
12 | OGHOBJIEHHE aHTUBUPYCHBIX TPOrPaMM
13 | 3ammuTa HOYTOBEIX SIIIIUKOB

10




Kon u HaumeHnoBanue

npogdeccuoHAIbLHBIX
moayJeii, MK u T(iM Bujast paGor O0beMm
NPOU3BO/ICTBEHHOI 4acoB
npakTuky (mo nmpoduiro
CIeNMAJIbHOCTH)

14 | HludpoBanue koHbUICHINATHLHONU HH(OpMaLIK

15 | PaGora B mporpamme cryptoapi

16 | Pabora B nporpamme Windows Defender

17 | V3ydenue TUCKPEMOHHOTO MPUHIIMIIA KOHTPOJIS IOCTYNA K HHpOpMaluu

18 | CoznaHue CUCTEMBI 3alIUThI IEPCOHATIBHBIX JAaHHBIX

19 | Coznanue KOMILIEKCa MEPOIIPUATHUH 110 3aILUTE EPCOHATBHBIX JAHHBIX C UCIOJIb30BAHUEM
PE3EPBHOTO KONMPOBaHMS, MK (pOoBaHUS HHYOPMAINH, aHTUBUPYCHBIX MTPOTPaMM

20 | Yyactue B opraHuzanuy paboT I0 3alUTe NEepPCOHANIbHBIX KOMIIBIOTEPOB HA NPEANPUSITHH

21 | Yyactue B opraHusanuu padboT MO 3alUTE JOKAIbHBIX CeTel Ha NpeInpHUsITUH

22 | Yyactue B opranuzanuy padoT 1o 3aumre padoT B r100aJbHOM CETH MHTEPHET Ha NPEeANpUITUN

23 | Pabora ¢ kpunTorpadmuecKuMH CpeICTBAMH 3alTUTHl HH)OPMAIHH

24 | O3HaKOMJIEHUE, OpraHU3alus, HACTPOiKa cucTeM 0€30MMacHOCTH OecIIpOBOAHOM 3alUILIEHHON
JIOKAJIbHOM CETH.

25 | AIMUHHCTPUPOBAHUE CUCTEM O€30MacHOCTH 0€CIPOBOAHOM 3alUIIIEHHON JJOKAJIbHON CEeTH.

26 | ITopnepxanue 6ecriepebOHON pabOThI MPOrPAMMHBIX M TPOrPaMMHO-AIAPATHBIX, B TOM YHCIIE
KpUnTorpauueckux cpeAcTB 3allUThl UH(POpMaLMK B 000pYAOBaHUN HH(OPMAITMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM U CETEH.

27 | Bb1bop nmporpaMMHBIX CpeICTB MIM(PPOBAHUS B COOTBETCTBHHM C pelIaeMoi 3aj1adueit

28 | IlopxitoueHue, yCTaHOBKA JipaiiBepoB, HACTPONKa MPOTPaAMMHBIX CPEICTB aDOHEHTCKOTO
muppoBaHus

29 | ADMUHHCTPUPOBAaHUE BHEIPEHHBIX CPEACTB

30 | Hacrpoiika cpesicTB JIEKTPOHHON TIOIITUCH

31 | AIMUHHUCTPHPOBAHUE CPEICTB HJIEKTPOHHOM MOANUCH

32 | AnmunuctpupoBanue cpencts PKI

33 | Cnaga pabodero mecra

34 | IlogrotoBka JHEBHUKA M aTTECTAI[MIOHHOTO JIUCTA 110 MPAKTHKE

35 | IlogroroBka u cjada OT4eTa 1Mo MPAKTHKE

IIM.03. 3ammra Coaep:xaHue NPOU3BOJICTBEHHON MPAKTUKH (10 NPOQUII0 CIeNNATBLHOCTH)
uHpopMannu B 1 \ ITpoBenenmne NHCTpYKTaXka Mo TeXHUKe 0e3onacHOCTH. O3HAKOMIIEHHUE C IPEANIPUSTUEM. 180
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Koa n HaumeHoBaHue
npogdeccuoHAIbLHBIX
moayJieii, MK u Tem
NMPON3BOACTBEHHOI
npakTuky (mo nmpoduiro
CIeNMAJIbHOCTH)

Buasbi patdor

O0beMm
yacoB

HH(OPMAIIHOHHO-
TeJIeKOMMYHUKAITHOHHBIX
CHCTEMAX U CeTsX €
HCNO0Jb30BAHNEM
TeXHHYECKHX CPeACTB
3alUThI

[Tonydenue 3a1aHnil O TEMATUKE

2 Omnpenenenne UCXOIHBIX JAaHHBIX MO 3alIMITAEMOMY O0BEKTY U TUIaHa paboT M0 CO3AAHUI0
cUcTeMBI 3aiuThl peueBoit nHpopmanmu (C3PN)

3 BrisiBnenune rexanuecknx kanaiaoB yreuku (TKY) pedeBoii mHbOpMAaIMK C UCIIOIB30BAaHUEM
COBPEMEHHBIX CPEJCTB KOHTPOJI U KOHTPOJIbHO-U3MEPUTEIHLHON anmnapaTypsl

4 [ToaroToBka npeioKeHU B MPOCKT TEXHUUECKOTo 3aaHus Ha co3nanue C3PU, B Tom umcie
CHEIHMAILHOTO 3auIeHHoro (3xpanupoBanHoro) nomenienus (C3I1)

5 Pa3paboTtka pexomeHanuii IO COBEPIICHCTBOBAHUIO MEP 3aILMUTHI pe4eBOi NH(OpMALIUU U
npemioxenus no koppexkruposke C3PU u C3I1

6 MoHTax cpeACTB 3alUThl THPOPMAIINH U UX HACTPOHKA, MHCTPYMEHTAJIbHAs OLIEHKA
3¢ PEKTUBHOCTH 3alTUTHI peueBOi HHPOPMALIUY U AIEKTPOMArHuTHOTO 3kpanupoBanns C311

7 OmnpitHas skeruryatanus C3PU u C3I1 B nensix npoBepku ux paboTocrnocoOHOCTH

8 YyacTue B MOHTa)e CPEJICTB OXPaHbl U 0€30MaCHOCTH, HHKEHEPHOM 3aIlUThI

9 AHanu3 ysa3BUMOCTH CUCTEMBI

10 | Beisnenune [IDMUH B nndopmaninoHHo# cucteme 1 3ammTa OT HUX

11 | Boccranosnenue unpopmanuu npu nepexsare [IDMUH

12 | lIpenotBpamenue yreuku nHdopmarmun yepesz [IDMUH I1K

13 | Opranu3zaimoHHbIE MEPONPUATHUS IO TEXHUUYECKOH 3amuTe HHPOPMAIIMU OT YTEUKHU 110 KaHajlaM
I[TOMHNH

14 | Opranu3almOHHbIE MEPONIPUATHUS IO TEXHUUECKOH 3a1uTe nHPOPMaIlUu B CpeACcTBax
BBIUMCIUTEIbHON TEXHUKH, aBTOMAaTU3UPOBAHHBIX CUCTEMAX U CETAX OT YTEUKHU IO KaHaJlaM
I[TOMUWH

15 | [IpuMeHeHHe aKTUBHBIX METOJIOB 3alMThI HH(OpMAIMK OT yTeUKH 1o kaHanam [IOMIUH

16 | IlpumeHeHne HOPMATUBHO MPABOBBIX AKTOB, HOPMATHUBHBIX METOAUUECKUX JTOKYMEHTOB IO
00€CIeYeHHIO 3alTUThI UH()OPMAIMH TEXHUYECKUMH CPEJICTBAMU

17 | Ouenka 3aMIIEHHOCTA OCHOBHBIX TEXHUYECKHX CPEACTB B COCTABE aBTOMATU3UPOBAHHOM
CHCTEMBI OT YT€UKH HH(OpMAIMK MO KaHATY MOOOYHBIX 3JIEKTPOMATHUTHBIX M3JIy4eHHH

18 | Ouenka 3amuieHHOCTH HHPOpMAIIK, 00padaThIBaeMOl OCHOBHBIMU TEXHUYECKUMH CPECTBAMHU

B COCTaBC aBTOMaTI/I3I/IpOBaHHOI7I CHCTEMEI OT €€ YTCYKHU 34 CHCT HABOAOK I/IH(I)OpMaTI/IBHOl“O
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Koa n HaumeHoBaHue
npogdeccuoHAIbLHBIX
moayJieii, MK u Tem
NMPON3BOACTBEHHOI
npakTuky (mo nmpoduiro
CIeNMAJIbHOCTH)

Buasbi patdor

O0beMm
yacoB

CUTHaJa

19 | Yyacrtue B 00CTy)KMBaHUU TEXHUUYECKUX CPEACTB 3alIUThHI HH(OpMAIHN

20 | Beinonnenue noadopa, HACTPOWKK U IPUMEHEHUs] TEXHUUYECKUX CPEACTB 3allUThl HH(pOpMaLUU

21 | Yuacrtue B 00CIIy’>KMBaHUU CPEACTB OXPaHbl U 0€30MACHOCTH, HH)KCHEPHOM 3aIUThI U
TEXHUYECKOH 0XpaHbl OOBEKTOB, CUCTEM BHUI€OHAOIIIOICHHSI

22 | Mcnonmp30BaHue CPEICTB OXPAHBI H 0€30MTACHOCTH 00BEKTa

23 | Opranuzanus 1 peaan3anus TeXHHISCKOW 0XpaHbl 00BEKTOB

24 | IlaponbHas ayrentudukaius B cucremax b u PIN-kon 8 CKVY /|

25 | Yyactue B opraau3zanuu paboT 10 TEXHHYECKOHN 3aInTe KOH(UACHIMATILHOW HHPOPMAaIUU

26 | KoHTpousb goCTyNa K HECTPYKTYPUPOBAHHBIM JIaHHBIM

27 | Buyrpennuii koHTposib 00padotku 1]

28 | KonTpouns 3a coorBercTBUEeM 00paboTku [1/1H

29 | Yyacrtue B nepexBaTe MOOOYHBIX 3JIE€KTPOMArHUTHBIX U3JTy4YeHUH

30 | [Houck u usmepenue [IBDMU monurtopa Ha DJIT (Mmonuropa Ha J)KK) B aBTOMaTHUECKOM U pexUME
yIIpaBJISAIONIEH MPOrpaMMbl

31 | CocraBieHue MPOTOKOJI UCCIEOBAHMSI C TOMOUIBIO PACYETHONW POrPaMMBI

32 | Coem HaBopok [IOMU TCOMU ¢ coepunntensHbix mMHAE BTCC 1 nocTOpOHHUX NPOBOIHUKOB

33 | 3amura nuapopmaruu B ACY

34 | 3amura nHGOpMaIUK NpH Nepeaaye JTaHHbIX

35 | 3amura nH(GOpMaIMK OTPAaHUYEHHOr0 JOCTyMa

36 | 3ammTa HHGOPMAITUHN HA KECTKOM JTUCKE

37 | 3amura MH(GOpMAIMK ITPU UCIOIb30BAHUH JIEKTPOHHOM MOYTHI

38 | KommekcHas 3amura nH(OpMaluy B KOPIIOPATHBHBIX CUCTEMAaX

39 | 3ammra nHGOpMAIUK B KOMIIBIOTEPHBIX CETSIX

40 | 3amuTa nHGOPMAIIUU B JOKATHHBIX BEIYMCIUTEIBHBIX CETIX

41 | 3amura nadopmarun B VPN-ceTsix

42 | 3amura MHGOPMAIIUK OT HECAHKIIMOHMPOBAHHOTO JIOCTYIA B CETSIX

43 | KonTposas noctyna k mHGopMauu

44 | YupaieHue JOCTYNIOM K HH(popMaluu
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Koa n HaumeHoBaHue
npogdeccuoHAIbLHBIX
moayJieii, MK u Tem
NMPON3BOACTBEHHOI
npakTuky (mo nmpoduiro
CIeNMAJIbHOCTH)

Buasbi patdor

O0beMm
yacoB

45 | Texuuueckas 3amuTa MHQOPMALIUK HA TPEIIPUITUN

46 | mxeHepHO-TeXHUYECKas 3aIIuTa MHOOPMAIH Ha IPEANTPUITHI

47 | 3amura nHGOpPMAIIUH, COCTABIIAIONIEH KOMMEPUYECKYIO TAHY

48 | Pazpabotka moaenu KC3U

49 | TexHonormyeckoe u opranuzannonHoe nocrpoenne KC3M1

50 | KanpoBoe ob6ecnieuenue dynkipmonupoanus KC31

51 | Yuactue B 3KCIUTyaTalll¥ CPEICTB OXPaHbl M 0€30MACHOCTH, MHKCHEPHOU 3alTUTHl U TEXHUICCKOU
OXpaHbl 00BEKTOB, CHCTEM BHCOHAOIIOACHUS

52 | Yuacrtue B 3KCIUTyaTalluM CPEICTB 3alUThl HH(OPMalLMK OT HECAHKIIMOHUPOBAHHOI'O ChEMA U
YTEUKH 110 TEXHUYECKUM KaHajJaM

53 | YcraHOoBKa M HACTPOIKa CPENICTB 3aIIUTHI HHPOPMALIUU

54 | YyacTtue B MOHTa)K€ TEXHMUYECKUX CPEACTB 3allUThl HH(OpMALUU

55 | Yuactue B MOHTaxe CpeACTB OXPaHbl U OE30IMMACHOCTH, TEXHHYECKON OXpaHbl 00bEKTOB

56 | Yuactue B MOHTa)e CpeCTB 3alIUThl UH(POPMALIMKM OT HECAHKIIMOHUPOBAHHOTO ChEMA U YTEUKH
110 TEXHUYECKUM KaHajlaM

57 | Hactpoiika cucTeMbl 3alIMThl HHPOPMAIMU OT Ch€Ma U YTEUKHU M0 TEXHUYECKUM KaHalaM

58 | BrlsiBIEHME TEXHUUECKUX KaHAJIOB

59 | Ilouck 3Y u Apyrux TEXHUUECKUX KaHAJIOB

60 | BoisiBiaenue nyteit yreuku uadopmaruu B UC

61 | Onenka ysi3BUMOCTH CUCTEMBI

62 | Yyactue B MOHTaXe CpeJICTB OXpaHbl M 0€30MACHOCTH U CHCTEM BHJICOHAOIIOJCHUS

63 | Yuactue B 00cayXMBaHUU CPEACTB 3aIUTHI HH(GOPMALIUK OT HECAHKLIMOHUPOBAHHOIO ChéMa U
YTEUYKH [0 TEXHUYECKUM KaHaJlaM

64 | Onpenenenue TpeOOBaHUMN K CHCTEME 3alIUThI MH()OpMAINH

65 | [IpoexTupoBaHue cUCTEMBI 3aTUTHI HHOPMAIUU

66 | Pa3paboTka 3KcrIyaTallMOHHOMN TOKYMEHTAllMU Ha CHCTEMY 3alllUThl HH(pOpMaluu

67 | YcTaHOBKa M HaCTpOMKa CPEJCTB 3aIIMTH HHPOPMAIII

68 | BHenpenue opraHM3allMOHHBIX Mep 3aIIUThHl HHPOPMALIMH, B TOM YHCIe, pa3paboTKa JOKYMEHTOB,

OTpeAeIAIONINX NPaBuiIa U NPOLEAYPHI, peau3yeMble ONEPaTOPOM JijIsl 00eCeueHus 3alUTh
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Koa n HaumeHoBaHue
npogdeccuoHAIbLHBIX
moayJieii, MK u Tem
NMPON3BOACTBEHHOI
npakTuky (mo nmpoduiro
CIeNMAJIbHOCTH)

Buasbi patdor

O0beMm
yacoB

I/IH(l)OpMaHI/II/I B XOI€ OKCILTyaTallun 00BeKTa

69 | BolsBieHHe U aHAIN3 YS3BUMOCTEH MPOrPAaMMHBIX U TEXHHYECKHX CPEACTB, IPUHATHE Mep 10 MX
YCTPaHEHUIO

70 | McnpiTaHus M ONBITHAS SKCILTyaTallMd CUCTEMBI 3l THI HH(OpMAIUU

71 | IloaTBepkaeHHEe COOTBETCTBUS CUCTEMBbI 3aIUThl HHPOPMALIUU

72 | BpinogHeHUe MEPONIPUATHI 110 IPEJOTBPAICHUIO HECAHKIIMOHUPOBAHHOTO JIOCTYIA K
nHpopmanuu

73 | Ouenka 3p)peKTUBHOCTH UCIIOJIB30BAHHBIX MEP U CPEJICTB 3AILUTHI HHPOPMALIUU

74 | KoHnTpousb 3 PeKTHBHOCTH 3alIUTHI HHPOPMALIUN

75 | 3amuTa uadopmanuu odpadarsiBaemoil TCIIN oT yTeuku o TEXHUYECKUM KaHaJlaM

76 | 3amuTa OT yTeukn HHPOPMAIUH 110 Telne(GOHHOMY KaHAITY

77 | 3amuTa OT yTeUKH MH(MOPMAIMH 110 3JIEKTPOCETEBOMY KaHAILY

78 | 3ammTa OT yTeuKkn HHPOPMAITUH 110 BHOPAIMOHHOMY KaHAJy

79 | 3amuTa OT yreuku HHGOpPMAIH M0 IPOBOJHOMY KaHAIy

80 | ®opmupoBaHue TpeOOBaHUI K CUCTEME 3alMThl HH(OpMaIUU

81 | Onpenenenue yrpo3 6€30macHOCTH HHPOPMALIUH, PeaTU3aIMs KOTOPBIX MOXKET MIPUBECTU K
HapyleHHo 6e30macHOCTH 00pabaThiBaeMol HHPOPMALIUU

82 | M3ydeHue nopska NpUMEHEHNsI HOPMATHBHBIX NPABOBBIX aKTOB

83 | M3yueHne HOPMATUBHBIX METOJUYECKUX JOKYMEHTOB 0 00ECTIE€YeHNI0 HHPOPMALIMOHHOM
0€301TaCHOCTH TEXHUYECKUMH CPEICTBAMHU

84 | BolsiBIeHHE TEXHUUECKUX KAHAIOB YTEUKH HHPOPMALIUU

85 | IlpumeHeHue CynecTBYIONUX CIIOCOOOB BBISIBJICHHUSI OMACHOCTH 1IEJIOCTHOCTH WH(OpMaIUn

86 | Ananu3 00beKTOB HH(OPMATU3ALMY IPEANPUATHH, YUpEKIECHUI, OpraHu3anui

87 | Ananu3 pecypcoB obecredeHns HHKEHEPHO-TEXHUYECKOH 3auThl HHpopMaIiu

88 | M3y4yeHne OCHOBHBIX 3TAIOB MPOSKTUPOBAHMS CUCTEMBI 3aIIUTHI HH()OPMAIMH TEXHUISCKUMHU
CpeACTBaMHU

89 | IlpoexktupoBanue pabOYNX MPOEKTOB MO CUCTEME TTOKAPHO-OXPAaHHOW CUTHATU3AIINH,
BuaeoHa0moaenus, CKY

90 | OdopmiieHue oTveTa
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Kon u HaumeHnoBanue

npogdeccuoHAIbLHBIX
moayJeii, MK u T(iM Bujast paGor O0beMm
NPOU3BOCTBEHHOM 4yacos
npakTuky (mo nmpoduiro
CIeNMAJIbHOCTH)

IIM.04.Bbinosinenune pador Conep:kaHue Npon3BOJACTBEHHOM NMPAKTUKH (110 NPOPUIII0 CIENUATHHOCTH)

110 O/IHO¥ WJIM HeCKOJbKHM 1 | O3HaKOMJIEHUE CO CTPYKTYpPOI peAnpusTUs

npogeccusim padoumx, 2 | IlpoxoxeHrne HHCTPYKTa)ka o TEXHUKE 0€30MacHOCTH OXpaHe TpyAa

JAOJIZKHOCTSIM CJIYyZKalux 3 | IIpuemka paboyero mecra

(Omnepatop 3J1eKTPOHHO- 4 | IlonroroBka pabouero mecta

BBITUCIUTEIbHBIX H 5 | MHCTamIsmms cucTeMHOro MporpaMMHOTO 00eCTiedeHHsI

BBIYHCIUTEILHBIX MALIHH) 6 | MHcTamuisiuyst cHCTEMHOro MPOrpaMMHOI0 00ecIeYeHUs
7 | HCcTamisiuysi CHCTEMHOTO MPOTPAMMHOT0 00eCTICYeHUS
8 | MHcTamisiuys 1 HacTpoiiKa NPUKIIaJHOTO IPOrPAMMHOT0 O0eCceueHus
9 | MHcTamisiuus 1 HaCTPOiiKa NPUKIIATHOTO MPOTrPAMMHOTO O0eCcTieueHus!
10 | MHcTamnsanus u HacTpoiiKa NPUKIAAHOIO IPOrpaMMHOr0 00ecTIeyeH st
11 | MHcramnsauus u HacTpoiKa NPUKIAAHOIO IPOrpaMMHOT0 00ecTIeyeH s
12 | UHcTannsuus u HacTpoiKa MPUKIAAHOTO TPOrpaMMHOT0 00ecTieyeHHs
13 | MHcTamnsauus u HacTpoika NPUKIIAJHOTO IPOrpaMMHOro o0ecreueHus
14 | MHcTamnsnus 1 HacTpoiKa MPUKJIIAJHOTO IPOrPaMMHOT0 00eCIeyeH s 79
15 | MHcTannsauus u HacTpoiika NPUKIAAHOIO IPOrpaMMHOT0 00ecTIeyeHMs!
16 | ObcnyxMBaHUE MPUKIATHOTO IPOrPAMMHOr0 00eCIeYeHHsl OTpacIeBON HANPaBJIEHHOCTH
17 | Ob6cnyxMBaHUE MPUKIIAHOTO IPOrPaMMHOr0 00ecieyeH sl OTpacieBOi HaNpaBIeHHOCTH
18 | O6cnyxuBaHN€e MPUKIIATHOTO TPOrPAMMHOTO 00ECIIEYEHUST OTPACTIEBON HAITPABICHHOCTH
19 | ObcnyxMBaHUE MPUKIATHOTO IPOrPAMMHOTr0 00eCIeYyeHHsl OTpacIeBON HANPaBJIEHHOCTH
20 | OGcmy)uBaHKe MPUKIAJHOTO TPOTPAMMHOTO 00€CTIeUeHUS OTPACIICBON HANIPABIEHHOCTH
21 | O6cnyxuBaHKUE NPUKIIAJHOTO MPOTPAMMHOI0 00ecreueH s OTpaciieBOM HApPaBICHHOCTH
22 | Ilpumenenue orUCHOTO MPOrpaMMHOTO 00€CTIeUeHUsI B COOTBETCTBHUH C MPUKIIATHON 3a7a9eid
23 | IIpumeHeHne opuCHOro MPOrpaMMHOr0 0becreueHus] B COOTBETCTBUU C NMPHUKIIAIHOMN 3a1auei
24 | IlpumeHeHne opuCHOro MPOrpaMMHOro 0OecrieueH s B COOTBETCTBUU C MPUKJIAJIHOM 3a1auei
25 | I[lpumenenue orUCHOTO MPOrpaMMHOTO 00€CTIeUeHUsI B COOTBETCTBHUH C MPUKIIATHON 3a1aueid
26 | IlpumeHenne opucHOro MporpaMMHOro obecreyeHus! B COOTBETCTBUU C MPUKIIATHON 3a1auei
27 | Ilpumenenue orUCHOTO MPOrPaMMHOTO 00€CTI€UeHUSI B COOTBETCTBHUH C MPUKIIATHON 3aa9eid
28 | Pabora ¢ nporpaMMHBIM oOecriedyeHneM u pecypcamu JIBC
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Kon u HaumeHnoBanue

npogdeccuoHAIbLHBIX
moayJeii, MK u T(iM Bujast paGor O0beMm
NMPON3BOACTBEHHOI 4acoB
npakTuky (mo nmpoduiro
CIeNMAJIbHOCTH)
29 | Pabota ¢ mporpaMMHbIM obecnieuenueM u pecypcamu JIBC
30 | Pabora ¢ nporpaMMHBIM oOecrieyeHneM u pecypcamu JIBC
31 [IpuMeHeHre mTporpaMMHO-aIapaTHbIX KOMIUIEKCOB JUISl 3allUThl HH(OPMAIMOHHBIX aKTHUBOB OT
HECaHKIIMOHUPOBAHHOI'O AOCTYIIA
32 [IpuMeHeHrne TporpaMMHO-aIMapaTHIX KOMIUIEKCOB ISl 3aIIUThl MH()OPMALIMOHHBIX aKTHBOB OT
HECaHKI[MOHUPOBAHHOI'O JOCTYTIA
33 [TpuMeHeHrne TporpaMMHO-aIMapaTHbIX KOMIUIEKCOB JUIS 3alllUThl HH()OPMAIMOHHBIX aKTHUBOB OT
HECaHKI[MOHUPOBAHHOI'O JOCTYTIA
34 [IpumeHeHre MpOrpaMMHO-AIIIAPATHRIX KOMITJICKCOB ISl 3aIUTH MH()OPMAIIMOHHBIX aKTUBOB OT
HECAHKIMOHUPOBAHHOTO JOCTYIIA
35 | Cnaua pabouero mecra
36 | OdopmieHre JOKYMEHTAIMH 110 IPAKTHUKE
Bcero 612
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4

YCJIOBUSI PEAJIM3AIIMA PABOYEW TPOIPAMMBI ITPOU3BOJCTBEHHOM
IMPAKTUKH (110 ITPOPUJIIO CIIEHUAJIBHOCTH)

4.1. TpeGoBaHus K MUHUMAJIbHOMY MaTepPUAJIbLHO-TEXHUYECKOMY 00ecneyeHU o

[lepcoHanbHble KOMIIBIOTEPHI C TMOAKIOYEHHEM HX K CHUCTEME TeJIeKOMMYHHUKAIUH
(onmexTpoHHas mouta, MHTepHeT); AnmapaTtHoe M MpOrpaMMHOE OOecriedeHHue AJisi MPOBEACHUS
OTBITHO-PKCIIEPUMEHTAIbHOW M HAyYHO-HCCIEI0BATENbCKOW PA0OTHl OOYYaIOIIUXCS B pamMKax
MIPOU3BOJICTBEHHON MPAKTUKU (10 TPOGUIIO CIeNUaIbHOCTH).

Bce  BeimenepeunciieHHble  OOBEKTHI  JOJKHBI  COOTBETCTBOBATH  JACHCTBYIOLIMM
CaHUTAPHBIM M MPOTHUBOMOXAPHBIM HOpMaM, a Takke TpeOOBaHUSAM TEXHUKU 0€30MacHOCTHU IPH
MIPOBEJICHUU MPOU3BOACTBEHHBIX PaboT.

4.2. HudopManuoHHoe odecrievyeHne peaTu3anuu NporpaMmbl

4.2.1. HopMaTHUBHbIE 1OKYMEHTHI:

1.

10.

11.

12.

®denepanpublii 3akoH oT 27 uroisg 2006 1. Ne 149-03 «O6 mndopmaruu, nHGOPMAIIMOHHBIX
TEXHOJIOTUSIX U 0 3ammTe uHpopmanun» //["apant: napopmMannoHHo-paBoBoii moprai. - URL:
https://base.garant.ru/12148555/

®denepanbHblil 3akoH OT 27 utoins 2006 1. Ne 152-D3 «O mepcoHANbHBIX JaHHBIX» //I"apaHT:
uHbopManroHHO-1IpaBoBoii moprai. - URL: https://base.garant.ru/12148567/

®enepanbhblil 3akoH oT 27 aexadbps 2002 r. Ne 184-®P3 «O TeXHHYECKOM PEryIUPOBAHUN
//Tapant: nadopmanroHHO-paBoBoii moprair. - URL: https://base.garant.ru/12129354/
Oenepanpubiii 3akoH oT 4 Mast 2011 r. Ne 99-®3 «O nuieH3UpOBAaHUU OTICIBHBIX BHUOB
JEATEITLHOCTH //TapaHT: WH(}pOpMaITMOHHO-TTPABOBOM nopra. - URL:
https://base.garant.ru/12185475/

®denepanpublii 3akoH 0T 30 nexadps 2001 r. Ne 195-D3 «Koxaekc Poccuiickoit denepanun 006
aJIMUHUCTPATUBHBIX TpaBOHApyIIeHUsX» //I'apanT: wuH(MOPMAIMOHHO-TIPABOBOM TMOpTal. -
URL.: https://base.garant.ru/12125267/

Vka3 Ilpesunenta Poccuiickoit ®enepanuu or 16 asBrycra 2004 r. Ne 1085 «Bompocsl
@denepanbHO  CIy)KOBI MO TEXHUYECKOMY W OSKCIIOPTHOMY KOHTpoiwo» //T'apaHt:
uHpopMaIMoHHO-TIpaBoBoii moptai. - URL: https://base.garant.ru/12136635/

Vka3 Ilpesunenta Poccuiickoit @enepanuu ot 6 mapra 1997 r. Ne 188 «O0 yrBepxaeHUH
MepevHsl CBENEHUN KOHQUIEHIMAIBLHOTO XapakTepa» //['apaHT: MHPOPMAIMOHHO-TIPABOBOM
noprai. - URL: https://base.garant.ru/10200083/

Vka3 Ilpesunenra Poccuiickoit ®eneparmu ot 17 mapra 2008 r. Ne 351 «O wmepax mo
obecrnieueHno MHpopmaoHHol Oe3onacHocTu Poccuiickoit denepanuy Mpu KUCIOIb30BAaHUU
MH(POPMAIIOHHO-TEJIEKOMMYHUKAIIOHHBIX CETEH MEXTyHapOJIHOr0 HHPOPMAIIMOHHOTO 0OMEHa»
/ITapanT: nHpOpMannOHHO-IpaBoBo# moptai. - URL: https://base.garant.ru/192944/
[Tonoxxenue o ceprudukanMy CpeACTB 3alIUTHl HHGOPMALUU. Y TBEPKACHO MOCTAHOBICHUEM
IIpaButensctBa Poccuiickoit ®epepaunu ot 26 wuroHa 1995 1. Ne 608 //Tapant:
uHpopMaIMoHHO-TIpaBoBoii moprai. - URL: https://base.garant.ru/102670/

[Tonoxkenne mo arrecTaluy OOBEKTOB HH(POpPMATH3ALMMU IO TpeOOBaHUAM OE30MaCHOCTH
unpopmanuu. YTBepxkaeHo ['octexkomuccueit Poccun 25 Hos6ps 1994 r. //DenepanbHast
ciyx0a 1mo TexHudeckomy u dkcrnoptHomy koHTpoito (PCTOK Poccun): opunmanbHelil cait.
— URL: https://fstec.ru/en/component/attachments/download/288

CocraB u cojiepKaHnue OPraHU3ALMOHHBIX U TEXHUYECKUX MEp 10 00eCTeueHn 0 Oe3011acCHOCTH
MEPCOHANBHBIX JaHHBIX NMpU MX 00paboTke B MHGOPMAIMOHHBIX CHUCTEMaX MNEPCOHATbHBIX
naHHbIX. YTBepkaeHbl mnpukazom @OCTOK Poccum ot 18 despans 2013 r. Ne 21
//DenepanbHas ciayxba Mo TeXHUYECKOMY M 3KcropTHOMY KoHTpoiio (PCTOK Poccun):
opunmaneneii caiit. — URL: https://fstec.ru/normotvorcheskaya/akty/53-prikazy/691-prikaz-
fstek-rossii-ot-18-fevralya-2013-g-n-21

Meps! 3amUThl THPOPMALIUU B TOCYAAPCTBEHHBIX MH()OPMAIIMOHHBIX CHCTEMaX. Y TBEPKIACHBI
OCTOK Poccun 11 ¢espans 2014 r. //®enepanbHas ciayxba O TEXHHUYECKOMY H
skcroptHoMy — KoHTpormto  (DPCTOK  Poccum):  odunmansabii  caitit. —  URL:

18



13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-
dokumenty/805-metodicheskij-dokument

AnvmunuctpatuBHbiii perinameHT @CTOK Poccunm mo mnpenocTaBieHHIO TOCYAApCTBEHHOM
yCIyTH M0 JHUIICH3UPOBAHUIO JIEATEIBHOCTH 1O TEXHUYECKOW 3amuTe KOH(UICHIMATbLHOMI
napopmanuu. YtBepxkaeH mnpukazom DPCTOK Poccum or 17 wurwons 2017 r. N 134//
@enepanbHas ciryx0a 1O TeXHHYECKOMY U dKcnopTHoMy KoHTponto (DPCTOK Poccum):
opummaneueii  caiit. —  URL:  https://fstec.ru/normotvorcheskaya/administrativnye-
reglamenty/1362-prikaz-fstek-rossii-ot-17-iyulya-2017-g-n-134-2

AnvmunuctpatuBHbiii perinameHT O@CTOK Poccunm mo mnpenocTaBieHHIO TOCYAApCTBEHHOM
YCIIYTH O JUIEH3UPOBAHUIO JEATEIILHOCTH MO pa3paboTKe U MPOU3BOACTBY CPEICTB 3aIUThHI
koH(puaeHmansHo nHGopmarmu. YTBepxkaeH npukazom OCTOK Poccun ot 12 urons 2012
r. Ne 84// ®enepanbHas ciayk0a MO TEXHHUYECKOMY M JKCIMOPTHOMY KoHTpoiro (PCTOK
Poccun): odummaneueiii caiit. — URL: https://fstec.ru/normotvorcheskaya/administrativnye-
reglamenty/478-prikaz-fstek-rossii-ot-12-iyulya-2012-g-n-84

CrennanpHble TpeOOBaHUS M PEKOMEHMAIMU 10 TEXHUYECKOW 3aImTe KOH(UICHIHUATHHOU

nHpopmaruu (CTP-K). VY TBepKIeHbBI MPUKA30M IN'ocTexxkomuccuun Poccun
ot 30 aBrycra 2002 1. Ne 282 // POCTPAHCHA/I30P: ®enepanpHas cinyx0a 1o HaI30py B
chepe TpaHCIOPTA: oUIHATBHBIH caiiT. -

URL.: https://security.rostransnadzor.gov.ru/storage/documents/prikazy-i-rasporyazheniya-
rostransnadzora/%D0%9F%D1%80%D0%B8%D0%BA%D0%B0%D0%B7-282-
%D0%BE%D1%82-30.08.2002.doc

TpeGoBanust o 3amuTe uUHGOPMAIMK, HE COCTABIAIOLICH TOCYIapCTBEHHYIO TaiiHy,
cojiepKamieiicss B TOCYJapCTBEHHBIX WH(pOPMAIMOHHBIX CHCTEMax. Y TBEP)KIACHBI MPHKA30M
OCTIK Poccun ot 11 despans 2013 r. Ne 17// ®@enepanbHas cinyxba MO0 TEXHUYECKOMY U
skcioptHoMy — koHTponmto  (@CTOK  Poccum):  odumnmansaeid  cair. —  URL:
https://fstec.ru/normotvorcheskaya/akty/53-prikazy/702

TpeboBanust 0 3ammre UHPOPMALIUHU, COAEPKAIICHCsS B WH(POPMAIIMOHHBIX CHCTEMaX OOIIEeTo
nonb3oBaHusd.  YTBepxkaeHsl  npukazamu  OCb  Poccum u OCTOK  Poccum
ot 31 aBrycra 2010 r. Ne 416/489// ®enepanbHast ciayx0a 0 TEXHUIECKOMY M SKCIIOPTHOMY
kouTpomo (OCTOK Poccun): odurnmansubiii caint. — URL: https://fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/110-prikazy/370

ITpukaz ®CB Poccum ot 9 despans 2005 r. Ne 66 «O6 yrBepxaeHun Ilomoxenus o
pazpaboTke, IIPOU3BO/ICTBE, peanu3anim 1 OKCIUTyaTaIH i POBaTBHBIX
(kpunTorpaguueckux) CpeacTB 3amUThl UHGopMarmu» //I'apanT: HHPOPMALMOHHO-TIPAaBOBOM
noptai. - URL: https://base.garant.ru/187947/

I'OCT P UCO/M3K 13335-1-2006 HudopmannoHHas TexHOIOrus. MeToasl U CpeacTBa
oOecnieuenus Oe3omacHoctd. Yacte 1. KoHuenuuss u Monenu MeHEIKMEHTa O0e30MacHOCTU
MH(GOPMALMOHHBIX U TEJIEKOMMYHHMKAIIMOHHBIX TEXHOJIOIUH // DNeKTpoHHbIN (HOH MpaBOBBIX
U HOPMaTMBHO-TEXHHYECKUX JOKYMEHTOB: HH(pOpManHoHHO-TpaBoBoi moptan. - URL:
https://docs.cntd.ru/document/1200048398

I'OCT P UCO/MBK TO 13335-3-2007 UuadopmanmoHHas TeXHOJIOTHsI. METOIBI U CpPe/ICTBA
obecrieyenuss ~ Oe3zomacHoctu. Yactb 3.  MeToasl  MeHEKMEHTa  0€30MaCHOCTH
MH(OPMALIMOHHBIX TEXHOJIOTUH // DIIEKTPOHHBIN (OH]I TPABOBBIX 1 HOPMATUBHO-TEXHUUECKUX
JOKYMEHTOB: UH(POPMALMOHHO-TIPABOBOI opTal. - URL:
https://docs.cntd.ru/document/1200051499

I'OCT P UICO/M3K TO 13335-4-2007 UndpopmarioHHass TEXHOIOTUsA. MeTo/bl U CpelicTBa
oOecneuenus 6ezonacHocTH. Yacth 4. Be16op 3ammMTHBIX Mep // DeKTpOHHBIN (OH]T TPABOBBIX
U HOPMAaTHBHO-TEXHMYECKHX JIOKYMEHTOB: HH(oOpManmoHHo-mpaBoBoi mopran. - URL:
https://docs.cntd.ru/document/1200051500

I'OCT P UICO/M3K TO 13335-5-2006 UnpopmaroHHas TeXHOIOTUsA. MeTo/bl U CpelicTBa
obecrieuenus 6e3onacHOCTH. YacTh 5. PyKOBOACTBO 1O MEHEIKMEHTY O€301acHOCTH ceTH //
DNEeKTPOHHBIA (OHI MPAaBOBBIX U HOPMATUBHO-TEXHUYECKUX JOKYMEHTOB: WH(OpPMAIMOHHO-
npaBoBoii moptan. - URL: https://docs.cntd.ru/document/1200048416
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23.

24.

25.

26.

217.

28.

29.

30.

31.

32.

33.

34.

35.

I'OCT P NCO/MDBK 17799-2005 HNudopmarmonnas texHosorus. [Ipaktuueckune mnpaBuia
yrpaBiieHUs] HMH(QOPMALMOHHONW O€30MacHOCThI0 // DNEKTPOHHBIM (QOHA MPaBOBBIX U
HOPMAaTHUBHO-TEXHUUYECKHX JOKYMEHTOB: HH(pOpMalMOHHO-TIpaBoBoM moptan. -  URL:
https://docs.cntd.ru/document/1200044724

I'OCT P NCO/MDK 15408-1-2008 HMudopmarmonHas TeXHOJOTHS. MeTOasl W CpelncTBa
obecrieyenuss  Oe3zomacHoctu. Kpurepunm  omeHku — 0€30maCHOCTH  MH(DOPMAIIMOHHBIX
texnonoruii. Yacte 1. BBemenwe m obOmass monens // DaekTpoHHBIM (OHJ TPABOBBIX H
HOPMATHBHO-TEXHUYECKUX JIOKYMEHTOB: HWH(pOpPMalMOHHO-TIpaBoBOi mopran. -  URL:
https://docs.cntd.ru/document/1200071694

I'OCT P NCO/MDK 15408-2-2008 HudopmarmoHHas TEXHOJOTHSA. METOabl U CpencTBa
obecrieyenusi  Oe3zomacHoctu. Kpurepunm  omnenku — 0e3omacHOCTH — MH(OPMAIMOHHBIX
texHosnoruii. Yacte 2. OyHKIHMOHAIBHBIE TpeOOBaHUs 0€30MacHOCTH // DIIEKTPOHHBIN (OHI
MPABOBBIX U HOPMATHUBHO-TEXHUYECKUX JOKYMEHTOB: MH()OPMAIIMOHHO-TIPAaBOBOH MOpTal. -
URL.: https://docs.cntd.ru/document/1200069465

I'OCT P UCO/MDBK 15408-3-2008 UNudopmanmonHas TexHOJOTUs. METOIbl U CpeAcTBa
obecrieyenuss  Oe3zomacHoctu. Kpurepun oneHkud  0e30maCHOCTH  MH(OPMAIMOHHBIX
texnosoruii. Yacte 3. TpeboBanus noBepus K 0€30MacHOCTH // DACKTPOHHBIA (POH/I MPABOBBIX
U HOPMAaTHBHO-TEXHMUYECKMX JIOKYMEHTOB: HH(OpMaluoHHO-TIpaBoBoi mnopran. - URL:
https://docs.cntd.ru/document/1200069464

I'OCT P 34.10-2001."Undopmanrionnas Ttexnonorus. Kpunrorpapuyeckas 3amura
nHpopmanuu. [Ipoueccsl GopMHpPOBaHUS U TMPOBEPKHU DIIEKTPOHHOH mmdpoBoit moamucu" //
DONeKTpOHHBIA (OHJ IPAaBOBBIX M HOPMATHBHO-TEXHUYECKUX JOKYMEHTOB: MH(OpPMaIMOHHO-
npasoBoii moptan. - URL: https://docs.cntd.ru/document/1200026578

I'OCT P 34-11-94. HWudopmanuonHas texHonorusa. Kpumnrorpadguueckas 3amura
uHpopmanmuy. DYHKIUS XAMHUPOBaHUSA // DNEKTPOHHBIA (DOHI MPaABOBBIX W HOPMATHBHO-
TEXHHUYECKUX  JOKYMEHTOB:  HMH(OPMAIMOHHO-TIPABOBOM  MOpTaI. - URL:
https://docs.cntd.ru/document/1200004857

I'OCT P 50922-2006 3amurta wunpopmaruu. OCHOBHbIE TEPMUHBI U OMpeneseHus//
DNEeKTPOHHBIA (OH MPABOBBIX U HOPMATHBHO-TEXHUYECKHX JOKYMEHTOB: WH(OpPMAIIMOHHO-
npaBoBoi mopran. - URL: https://docs.cntd.ru/document/1200058320

I'OCT P 52069.0-2013 3amura nnpopmanuu. Cucrema ctaniaptoB. OCHOBHBIE MONOKEHHUS. //
DONEeKTPOHHBIA (OHJ MPAaBOBBIX M HOPMATHUBHO-TEXHUYECKUX JOKYMEHTOB: WH(OpPMAaIlMOHHO-
npasoBoii moptan. - URL: https://docs.cntd.ru/document/1200102287

I'OCT P 51583-2014 3ammra nnpopmanuu. Ilopsiiok co3anust aBTOMaTU3UPOBAHHBIX CUCTEM
B 3alUIIEHHOM ucnojHeHuu. OOmue nojoxeHus// DNeKTpPOHHBIM (QOHJ NPaBOBBIX U
HOPMAaTHBHO-TEXHUYECKUX TOKYMEHTOB: HH(POPMALIMOHHO-TIPABOBOH mopTan // DNeKTpOHHBIN
(GOHI TPAaBOBBIX W HOPMATHBHO-TEXHWYECKHX JIOKYMEHTOB: WH(OPMAIMOHHO-TIPABOBOM
nopran. - URL: https://docs.cntd.ru/document/1200108858

I'OCT P 51275-2006 3amurta wuHpopmanuu. OObekr uHpopmaruzamuu. DakTopsl,
BO37elcTBYONMEe Ha MH(popMaruto. O0mue monoxxeHus// DNeKTpoHHBINH (OHJ MPaBOBBIX U
HOPMAaTUBHO-TEXHUYECKUX JOKYMEHTOB: HH(OpMalMOHHO-TIpaBoBoi mopTtan. -  URL:
https://docs.cntd.ru/document/1200057516

I'OCT P 52447-2005 3amwura wuHpopManuu. TexHHKa 3aluThl  HHGOpPMAIUH.
Homenknarypa mokazarteneil kauecTBa// DNEKTPOHHBIM (OHJ MPAaBOBBIX W HOPMATHBHO-
TEXHUYECKUX  JOKYMEHTOB:  HMH(POPMAIMOHHO-NIPABOBOM  MmoOpTai. - URL:
https://docs.cntd.ru/document/1200044725

I'OCT P 56103-2014 3ammura nHbOopMai. ABTOMaTU3UPOBAHHBIE CUCTEMBI B 3alTUIIICHHOM
ucnoiHenud. OpraHuzanus M cojepkaHue padoT MO 3aIIUTE OT MPEAHAMEPEHHBIX CHIIOBBIX
ANEKTPOMArHUTHBIX BO3JeHcTBUN. OOmuMe mnoioxeHus// DIeKTpoHHbIH (OHA TPAaBOBBIX H
HOpPMATHBHO-TEXHUYECKUX JOKYMEHTOB: HWH(pOpMalMOHHO-TIpaBoBOi mopran. -  URL:
https://docs.cntd.ru/document/1200113006

I'OCT P 56115-2014 3amuTa unpopmanyu. ABTOMaTU3UPOBAHHBIE CUCTEMBI B 3aIIMIICHHOM
ucnoHeHnu. CpeAcTBa 3amIMTBl  OT TNPEAHAMEPEHHBIX CHJIOBBIX  AJIEKTPOMArHUTHBIX
Bo3zaelcTBuil. OOmue TpeboBaHus// DNEKTPOHHBIA (OHI TPABOBBIX U HOPMATHUBHO-
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36.

37.

38.

39.

40.

41.

TEXHUYECKUX  JIOKYMEHTOB:  HMH(GOPMAIIMOHHO-TIPABOBOM  IMOpPTAJl. - URL:
https://docs.cntd.ru/document/1200113336

I'OCT P UCO/MDK 15408-1-2012 HudopmarmonHas TexXHOJOTHS. MeTOasl W CpelcTBa
obecrieyenuss  Oe3zomacHoctu. Kpurepunm  omenku — 6e30macHOCTH  MH(OPMAIMOHHBIX
texnonoruii. Yacte 1. BBemenwe u oOmass mojens// DAEKTpOHHBIM (OHJI TMPaBOBBIX U
HOPMATUBHO-TEXHUYECKUX JOKYMEHTOB: HWH()OPMAIIMOHHO-IPABOBOM TMOpPTAL. - URL:
https://docs.cntd.ru/document/1200101777

I'OCT P UCO/M3K 15408-2-2013 HudopmaunoHHas TEXHOIOTHsA. MeTOAbl U CpeacTBa
obOecnieuenus Oe3omacHoctd. Kputepuu  oneHkd — 0Oe3omacHOCTH — MH(POPMAIMOHHBIX
texHosoruii. Yacte 2. OyHKIMOHANBHBIE TpeOoBaHMs 0€30MacHOCTH (IPsIMOE MPUMEHEHUE
ISO/IEC 15408-2:2008) // DnekTpoHHbIH (OHA NPABOBBIX M HOPMATHBHO-TEXHHYECCKUX
JIOKYMEHTOB: nH(}OpMaAITMOHHO-TTIPABOBOM rmopTall. - URL:
https://docs.cntd.ru/document/1200105710

MeTtoauka ornpeneieHus] akTyalbHbIX Yrpo3 0e30MacHOCTH MEPCOHATIbHBIX JAHHBIX MPH UX
00paboTke B WHGOPMAIMOHHBIX CHCTEMax IEepPCOHANBHBIX HaHHBIX. YTBepxkaeHa DCTOK
Poccun 14 despans 2008 r. //DenepanbHas ciayx0a MO TEXHUYECKOMY M IKCIIOPTHOMY
koHTposto (PCTOK Poccun): opunmaneueiii caiit. - URL: https://fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/380-metodika-
opredeleniya-aktualnykh-ugroz-bezopasnosti-personalnykh-dannykh-pri-ikh-obrabotke-v-
informatsionnykh-sistemakh-personalnykh-dannykh-fstek-rossii-2008-god

I'OCT P 51275-2006 3ammra wuapOpManun. OObekT uHPopMartnzauuu. DakTopHl,
BO3eicTByOmKEe Ha MHPopManuio. OOume monoxeHus// IAeKTpOHHbIA (HOHI MPABOBBIX U
HOPMATHBHO-TEXHUYECKUX JOKYMEHTOB: HWH(OpPMalMOHHO-TIpaBoBOi mopran. -  URL:
https://docs.cntd.ru/document/1200057516

TpeboBanust o 3amuTe uWHPOPMANMK, HE COCTABISIONICH TOCYJapCTBEHHYIO TalHY,
coJieprKalieiicss B rOCyJapCTBEHHBIX HMH(OPMALMOHHBIX CHCTEMax. YTBEPXKICHBI MPUKA30M
@OCTOK Poccun ot 11 despans 2013 1. Ne 17 //DenepanbHas cayxba M0 TEXHUYECKOMY H
skcrioptHoMy — KoHTpomo  (DCTOK  Poccum):  odunmansubii  caiit. - URL:
https://fstec.ru/normotvorcheskaya/akty/53-prikazy/702.

Mepb! 3amuThl UHOOPMALIUKA B TOCYAAPCTBEHHBIX HWH(GOPMAIIMOHHBIX CUCTEMAaX. Y TBEPXKICHBI
®CTIK Poccum 11 ¢espans 2014 r. - URL: https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/805-metodicheskij-dokument.

4.2.2. DJIeKTPOHHbIE U31AHUSA

1.

bapanosa, E.K. NHnpopmanonHast 6e30macHOCT M 3amuTa nHpopMmanuu: yyeOHoe nocoodue/
E.K.bapanoBa, A.B.babam. — 3-¢ u3n., mepepab. u jgon. — Mocksa: PUOP: UH®PA-M,
2020. - URL: https://znanium.com/catalog/product/1114032

bapanosa, E.K. OcHoBbI nH(pOpMalinoHHON Oe30macHOCTH: Y4eOHUK 17 cTya. yupexa. CI1O /
E.K. bapanoBa, A.B. babdam. - Mocksa: PHUOP: HWHDPA-M, 2019. - URL:
https://znanium.com/catalog/product/1014830

bepnun, A. H. BeicokockopocTHbIe ceTr cBsizu: yuebHoe mocooue / A. H. bepiuu. — 2-e u3.
— Mocksa: UIHTYUT, 2016. — URL: https://e.lanbook.com/book/100724

bepnun, A. H. OkoHeuHbIe YCTpOHCTBA U TUHUM A00OHEHTCKOI'0 yJacTKa NH(OpPMallnOHHON
cetu: yueOHoe nmocodue / A. H. bepnun. — 2-e u3a. — Mocksa: UHTYUT, 2016. — URL:
https://e.lanbook.com/book/100276

Byzos, I''A. 3ammra uHpoOpMalMM OrpaHUYEHHOTO JOCTYMa OT YTEUYKH MO TEXHUYECKUM
KaHaJlaM: yueOHoe mocoOue s By30B/I.A.by30B. - Mocksa: ['opsiaast muaus-Tenexom, 2018.
- URL.: https://ibooks.ru/products/354357

3auka, A.A. JlokaneHbie cetu U UuTepuer/ A.A. 3auka. - MockBa: MHTepHeT-YHUBEpCUTET
HNubopmaninoHHBIX TexHonmoruit (MHTYUT), 2016. — URL:
https://e.lanbook.com/book/100727

3aiines, A. I1. Texuuueckue cpesicTBa U METOJbI 3AIIUTHI MH(OpMaIK: y4eOHUK /ISl BY30B /
A.Il.3aiitieB, P.B.Memepskos, A.A.lllenynanoB. — 7-¢ wu3m., ucnp. — MockBa: [opsuas
Jlunus—Tenekom, 2018. - URL: https://ibooks.ru/products/333981
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13.

14.

15.
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18.

19.

20.

21.

22.

23.

3amura nHpopManuu: yduedHoe mocoome / A.Il. Kyk, E.II. XKyk, O.M. Jlenemkun, A.U.
Tumomkun. - 3-e w3n. - Mocksa: PHOP: HWMH®PA-M, 2019. - URL:
https://znanium.com/catalog/product/1018901

Nmieitnos, B.Sl. OcHOBHBIC TONI0KEHUsT WH(GOPMAIMOHHON 0e30MacHOCTH: y4eOHOe mocodue
s cryn. yupexa. CITO /B.S.WmeiinoB, M.B.Menarynss. - Mocksa: @opym: UHOPA-M,
2021. - URL: https://znanium.com/catalog/document?id=365084

Kazapun, O. B. OcHOBbl HMH(pOpMAIIMOHHON O€30MacCHOCTH: HAJAEKHOCTh W 0O€30IacHOCTh
nporpaMMHOro obecnedeHus: ydyeOHoe TmocoOue s CpeaHero mpogecCHOHAIHLHOTO
obpazoBanusi/ O. B. Kazapun, UW. b. lllyounckwmii. - Mocksa: [Opaiir, 2020. — URL:
https://urait.ru/bcode/456792

Kazapun, O. B. [IporpamMmMHo-anmapaTaple CpeAcTBa 3alIUThl  MHQOpMANuH.  3amuTa
IPOrpaMMHOT0 OOecreueHus: y4eOHHMK W MPAaKTHUKYyM Ui CPEeIHEro MpodeccrnoHalbHOTO
obpazoBanusi/ O. B. Kazapun, A. C.3ababypun. - Mocksa: IOpaiit, 2020.— URL:
https://urait.ru/bcode/456792

Kpunrorpaduueckass 3ammra wunpopmanuu: yue6Hoe mocodbme / C.O. Kpamapos, O.1O.
Mutsicoa, C.B. CokonoB [u ap.]; mox pea. mpod. C.O. Kpamapoa. — Mocksa: PHOP:
NH®PA-M, 2020. - URL.: https://znanium.com/catalog/product/1086444

HoBukos, B.K. OpranuszannoHHO-TIpaBOBbIE OCHOBBI HH(OPMAIMOHHON 0€30MacHOCTH
(3ammtel wHpopManuun). FOpuamueckas OTBETCTBEHHOCTHh 3a TPAaBOHAPYIICHUS B 00JIACTH
nH(pOpMaIlMOHHON 6e30macHoCTH (3auThl HHGopMmaIiun): yauedHoe nocooue / B.K. HoBukos. -
Mocksa: I'opstuast JTunus—Tenexom, 2017. — URL: https://ibooks.ru/products/354366
OpranuzalioHHOE M MpaBoBOe oOecreueHue MHPOPMAIMOHHOW 0€30MacHOCTH: Y4eOHUK U
npaktukyMm st By30B/ T. A. IlonsikoBa, A. A. Crpensios, C.I. UybykoBa, B. A. Huecos;
mox pen. T.A.Ilonskosoii, A. A.CrpensiioBa. — Mockpa: HOpaiit, 2020. — URL:
https://urait.ru/bcode/450371

[ToptHoB, D. JI. Ontuyeckue kabenu CBS3U, UX MOHTaX U U3MEpEeHHe: yueOHOe MmocoOue s
By3oB / DO.JI. TloprHoB. - MockBa: Topsyas mmams-Tenexkom, 2012. - URL:
https://ibooks.ru/products/334022

[IporpamMHO-anmapaTHble CcpeAcTBa obecnedeHUs WHPOPMALMOHHOW OezomacHOoCTH  /
A.B.lymxuH, O.M.bapcykos, E.B.Kpasuos, K.B.CnaBHoB. — Mocksa: ['opsuas JIunusa—
Tenexom, 2016. - URL: https://ibooks.ru/bookshelf/357887

[TpoexkTupoBaHue U TEXHUYECKAs HKCIUTyaTaIs [MU(PPOBBIX TEICKOMMYHHKAIIMOHHBIX CHCTEM
u ceteit: yue6Hoe mocooue mns By3oB/E.b.Anekcees, B.H.I'opauenko, B.B.Kpyxmanes u ap.;
nox pen. B.H.I'opauenko, M.C.TBepeuxoro. - Mocksa: I'opsiuas nmnusg-Tenekom, 2017. -
URL: https://ibooks.ru/bookshelf/333349

Ponuna, O.B. BonokoHHo-onTHYECKHE JVHUHU CBSI3U: PaKTUYECKOe
pykoBoactBo/O.B.Poquna. - MockBa: Topsuas nunus-Tenekom, 2016. - URL:
https://ibooks.ru/products/334026

Cetn W TEIEKOMMYHMKAIMU: YYEOHMK M MPAKTUKYM MJI CpPEeIHEro MpodeccrnoHalbHOTO
obpazoBanus / K. E. Camyiinos [u ap.]; non pemakmueit K. E. Camyiinosa, 1. A. [Ilanumosa,
. C. Kynsa6osa. -  Mocksa:  IOpaiir,  2020.-  URL: https://urait.ru/book/seti-i-
telekommunikacii-456638

Cwmpruek, M.A. TexHOTOTHYECKHE CETH B CUCTEMBI CBsI3H: yueOHoe mocodne / M.A. CMbruek. -
2-e W3 - MockBa;  Bomorpa: WUndpa-Umxenepus,  2019. - URL:
https://znanium.com/catalog/product/1053400

Coxomnos, C.A. BOJOKOHHO-ONITUYECKUE JIMHUHU CBSI3M M MX 3aIMTa OT BHEIIHUX BIMSIHUIA:
yuebHoe mocobue / C.A. CoxonoB. — MockBa: Wudpa-Unxenepus, 2019. - URL:
https://znanium.com/catalog/product/1053404

Xopes, I1.b. I[IporpammHo-annapaTtHas 3amura nHpopmauu: yuedHoe nocobue/I1.b.Xopes. -
2-e  wu3n., wucnp. wu jgom. - MockBa: @opym: HMHOPA-M, 2020.- URL:
https://znanium.com/catalog/product/1035570

IlykanoB, B.H. BonokonHo-onTHyeckast TeXHUKa: MpakTHyeckoe pykoBoacTso/ B.H. IykaHos,
M.A. SAxoBies. — Mocksa: Undpa-NUnxenepus, 2022. - URL:
https://znanium.com/catalog/document?id=417223
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24.

25.

[Tanprun, B. ®@. KommuiekcHas 3amura nHGOpMauu B KOPIIOPATHBHBIX CHCTEMaX: ydeOHOE
mocoobue / B.®. Ilawerma. - MockBa: DOOPYM: MHWHOPA-M, 2020. - URL:
https://znanium.com/catalog/product/1093695
Hlansrun, B.®. Unpopmannonnas 6e30MacHOCTh KOMIBIOTEPHBIX CHCTEM U CeTel: yueOHoe
nocodue mus crya. yupexa. CIIO. - Mockea: ®OPYM: HMHO®PA-M, 2020. - URL:
https://znanium.com/catalog/product/1093657.

DJIEKTPOHHBIE pecypcehl:

1.

2.

10.

11.

12.

SecurityLab. 3amura nHpopManuu u wHGOPMAIMOHHAS 0€30MacHOCTh: WH(OPMAIMOHHBII
noptain/O00 "PositiveTechnologies". — URL: http://www.securitylab.ru

Angponunk, A. H. CereBas 3ammra Ha 0a3ze texHomoruit ¢upmer CiscoSystems.
[IpakTnueckuii kypc: ydeOHoe mocoobme / A. H. Anaponumk, A. C. Komnepos, H. HU.
Cunanckuii, M. IO. IllepbakoB; mom o6m. pex. H. W. Cumanckoro. — URL:
http://elar.urfu.ru/handle/10995/28990

BoctpenioBa, E.B. OcHoBbl uH(}OpManmuoHHOW O€30MacHOCTH: Yy4eOHOEe TMocoOue st
crynentoB By30B / E.B. BoctpenoBa. — ExarepunOypr: U3a-o Ypaiu. yn-ta, 2019. — URL:
http://elar.urfu.ru/bitstream/10995/73899/3/978-5-7996-2677-8_2019.pdf

’Knanos, O. Kpunrorpaduueckre metonbl 3amutbl uHGopManun/O.)Kmxanos, F0.Ymakos. -
Mocksa: UIHTYUT, 2016. — URL.: https://www.intuit.ru/studies/courses/13837/1234/info.
Kurynun, T.II. OpranuzanmuoHHoe ¥ TpaBoBoe oOecrnedyeHue  HHPOPMAIMOHHOM
6esonacuoctw/I".IL.Kurynun; HUY UTMO. — C.-lIlerepoypr: HUY UTMO, 2014. — URL:
https://books.ifmo.ru/file/pdf/1484.pdf

Kapmanosckuii, H.C. OpraHuzanMOHHO-IpaBOBOE M METOJUYECKOE  OOecreueHue
nH(pOpMaITMOHHOM 0€301MacHOCTH: yueOHoe nocobue/ H.C.KapmanoBckuii,
O.B.Muxaiinnuenko, H.H.IIpoxoxes. — C.-Ilerepoypr: HUY HNTMO, 2016. — URL:
https://books.ifmo.ru/file/pdf/1093.pdf

Karopun, 10.®. 3ammra wHboOpManuyM TEXHHYECKHMHU CpEACTBaMHU: ydeOHOoe mocobue /
0.®.Katopun, A.B.PazymoBckuii, A.M.CnuBak; non penakuued FO.®. Karopuna. — C.-
[Merepoypr: HUY UTMO, 2012. — URL.: https://books.ifmo.ru/file/pdf/975.pdf

Mapkuna, T.A. CpenctBa 3amIMThl  BBIUMCIMUTENBHBIX CHCTEM U ceTeil: ydeOHOe
nocobue/T.A.Mapkuna; HUY UTMO. — C.-Ilerepoypr: Yuusepcurer UTMO, 2016. - URL:
https://books.ifmo.ru/file/pdf/2121.pdf

MbitBong, 3. be3zomacHocts cereir / D. MbaiiBona. - Mocksa: HaunonanbHbiit OTKpPBITHIN
VYuusepcurer UHTYUT. — URL: https://www.intuit.ru/studies/courses/4/102/info

Teopuss wuHbOpMaMOHHONW  O€30MACHOCTM U METOJOJIOTHS  3alllUThl  WH(OpMaIuu
/HO.A.I'atuun, B.B.Cyxocrat, A.C.Kypakun, F0.B.Jloneukas. — 2-e u3a., ucnp. u gon. — C.-
[MerepOypr: Yuusepcurer UTMO, 2018. — URL: https://books.ifmo.ru/file/pdf/2372.pdf
TexHuueckass HKCIUTyaTalUsl JIMHEMHBIX CcoopykeHuil: ydeOHoe mnocobue/PI'BOY BO
«IToBOJKCKMI TOCYAapCTBEHHBIM YHHBEPCHUTET TEJIEKOMMYHHUKAMH U HHQPOPMaTUKNY;
Komnemx CBSI3H. — Camapa, 2017. — URL:
http://ks.psuti.ru/downloads/students/distance learning/3MTC-
74,75/MAK.B.01.05%20Texnuueckasn%20skcruryaranus %2 0nuneitnbix % 20coopysxeHuit/M /]
K.01.05%20Yuebn0e%20mnocobue.pdf

OHIUKIONEUs MHCTPYMEHTOB: WUIIOCTPUPOBAHHBIM CHPAaBOYHUK IO HUHCTPYMEHTaM U
npubopam. — URL: http://www.tools.ru/tools.htm

4.2.3. JlonoJHUTEIbHbIE HCTOYHUKH:

1.

bamuel, I1. H. Madopmanmonnas Ge3onacHocTh W 3amuTta uHpopManuu: yueonuk / I1. H.
bamne, A. B. bab6am, E. K. bapanoBa. - Mocksa: PUOP, 2013. - URL:
https://znanium.com/catalog/product/405000

bepnun, A. H. AGoHeHTCKHE CeTH T0CTyNa U TEXHOJIOTMH BHICOKOCKOPOCTHBIX ceTeil: yueOHoe
nocob6ue / A. H. bepnus. - 2-e u3a. - Mocksa: UHTYUT, 2016. - URL:
https://e.lanbook.com/book/100553
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11.
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15.
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17.

18.

19.

20.

bepnun, A. H. TenrekoMMyHUKAIIMOHHBIE CETH M YCTPOMCTBA: yueOHOe mocooue / A. H.
bepnun. — 2-e uzn. — Mocksa: UHTYUT, 2016. — URL:

https://e.lanbook.com/book/100525

Bopona, B. A. mxeHepHO-TeXHUYECKas U TOXapHas 3ammra o0bekToB / B.A. Bopona, B.A.
TuxoHOB. - Mocksa: I'opstuas Jlunus—Tenexom, 2012. - URL:
https://ibooks.ru/products/333380

Bopona, B.A. Cucrembl KOHTpoOJsi U ympaBieHus goctynom/B.A.Bopona, B.A.TuxoHoB. -
Mocksa: I'opstuas munusi-Tenexom, 2013. - URL: https://ibooks.ru/products/333378

Bopona, B.A. Texnuyeckue CHUCTEMbI OXpaHHOW W TOKapHOW curHanu3anuu /B.A.Bopona,
B.A.TuxoHoB. - Mocksa: I'opstuas nuHus-Tenexom, 2012. - URL:
https://ibooks.ru/products/333381

Bopona, B.A. Texaudeckue cpeacTBa HaOMoAeHUS B oxpaHe o0bekToB / B.A. Bopona, B.A.
TuxoHOB. - Mockaa: I'opsiuas nuHusA-Tenekom, 2011. - URL:
https://ibooks.ru/products/333379

['onmukoB, A.M. TectupoBaHue 1 TUAarHOCTUKA B HHPOKOMMYHHKAITMOHHBIX CUCTEMaX U CETAX:

yaeOHoe mocobue / A.M. TommkoB. — Mocka: TYCYP, 2016. — URL:
https://e.lanbook.com/book/110274
[pumuna, H.B. Nudopmanmonnas 0e301acHOCTh NPEAIPUSITHS: yuebHoe

nocobue/H.B.I'pummna. - 2-e usn., mom. - MockBa: @opym: MHOPA-M, 2019. - URL:
https://znanium.com/catalog/product/1001363

I'py6a, N.M. Cucrtembpl OXpaHHOH CHTHamM3alMu. TeXHUYECKHWEe CpeAcTBa OOHAPYKEHUS:
cnpaBoyHoe mocoone / W.M.Ipyba. - Mocka: COJIOH-IIpecc, 2020. - URL:
https://znanium.com/catalog/document?id=392274

HymkuH, A.B. AnmapaTtHble M NpOrpaMMHBIE CpPEICTBa 3alIUThl HMH(pOpMaLUU: ydyeOHOe
nocooue / A.B.Jlymkun, A.Komnbmnos, A.KpaBuenko. - Boponex: Hayunas kuura, 2017. -
URL.: https://znanium.com/catalog/product/977192

EnpuanunoBa, H.B. IIpaBoBbie OCHOBBI 3amUTHl WH(GOPMAIMU C OTPAHUYCHHBIM JIOCTYIIOM:
yuebHoe mocobue / H.b. EnpuanunoBa; KOxHbli QenepanbHblii yHUBepcuteT. - PocToB-Ha-
Hony - Taranpor: WsnmatensctBo FOxHOro denepansnoro ynmsepcurera, 2017. - URL:
https://znanium.com/catalog/product/1021578

3amura uHopMmanuu: yueOHoe mocoome / A.Il. Kyk, E.II. Kyk, O.M. Jlenemkun, A.U.
Tumomkun. - 3-e wuw3g. - Mocksa: PHOP: HWMH®PA-M, 2019. - URL:
https://znanium.com/catalog/product/1018901

Kenun, A.M. Ilpaktuuyeckoe pykoBOACTBO cucTeMHoro agmuuucrparopa /A.M.Kenun. — C.-
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4.3. OO0umme TpeOOBaHHSI K OPraHM3alMM NPOM3BOJACTBEHHOH MNPAKTUKU (MO0 NPoPUII0
CIenMAJIbHOCTH)

[Ipon3BosacTBEeHHAs NpakTUKa (IO HPOQPHIIIO CIEUUAIBHOCTH) IMPOBOAUTCS MpPU OCBOCHUHU
oOydaromuMucss MpoeccuoHalbHBIX KOMIIETEHIMH B pamKax HIpo(ecCHOHaIbHBIX MoOJyJled u
peannu3yeTcsi Kak B HECKOJBKO IIEPUOJOB, TaK M PacCPEelOTOYEHO, YEPEAYSICh C TEOPETHUECKUMU
3aHATUSIMH B paMKax MpoQecCUOHANbHBIX MOAYIIEH.

ITpon3BojacTBEHHAs MpakTHKa (IO MPO(UII0 CHENUATBHOCTH) MPOBOAUTCS B OpPraHU3alMsX,
HalpaBJIEHUE JEATEIBHOCTH KOTOPBIX COOTBETCTBYET NPO(MUIII0 MOArOTOBKM OOYyYaroIIMXCs, Ha
OCHOBE JI0rOBOPOB, 3aKJIFOUAEMBIX MEKY KOJUIEPKEM U ’TUMH OpPraHU3alusIMH.

OOs3arenbHBIM  YCIOBHEM JONYCKa K MPOM3BOJICTBEHHON mpakTuke (MO mpoduiiro
CHEIHAJIbHOCTH) B paMKax NMpPOPEeCCHOHANIbHBIX MOJIYJEH SBISIETCS HAaJU4HME BCEX MOJIOKUTEIbHBIX
OLIGHOK TPOMEXYTOUYHBIX aTTecTalui, Npo(ecCHOHAIBHBIM MOJAYJSAM, BBIIOJHEHHE paboueit
POrPaMMBI.

4.4. Kanposoe obecnieueHune 06pa3oBaTeIbHOIO Mpoiecca

PykoBozicTBO MpOM3BOACTBEHHOM NPAaKTUKOW (MO MPO(UIII0 CHENHATBbHOCTH) OCYILECTBISIOT
PYKOBOJUTENN TMPAKTUKU OT 0Opa30BaTENbHOW OpraHM3allid M OT OpraHU3alllM, 3aKpeIuIeHHbIE 3a
00yJaroIUMHUCH.
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5 KOHTPOJIb U OIEHKA PE3YJBTATOB OCBOEHHMS ITPOMU3BOJICTBEHHOM
IMPAKTUKH (110 ITPOPUJIIO CIIEHHUAJIBHOCTH)

Kox u HaumeHoBaHMe

npogeccHoHAIbHBIX U

00X KOMIIETEHIIMH,
(popmupyembIxX B
paMKax MoayJisi

Kpurepum ouenkn

MeToanbl OLIEHKH

I1K 1.1. ITponzBoauts - NPOU3BOAMTH MOHTAX KaOENbHBIX JUHUI M | DKCIepTHOE
MOHTaK, HACTPOMKY, OKOHEYHBIX KabenbHbIX ycTpoiictB UTKC; HaOJIIOZICHUE
IIPOBEPKY - IpOBEPATh (PYHKIIMOHUPOBAHUE, TPOU3BOIUTH
(YHKLMOHUPOBAHUS U PETYJIMPOBKY U KOHTPOJIb OCHOBHBIX
KOH(HUTypHPOBAHUS napamerpoB ucrounukos nuranus UTKC;
000py0BaHUs - U3MEPATH OCHOBHBIC IT0KA3aTEIHU U
UH(POPMALMOHHO- XapaKTEpUCTUKU MPHU BHIIOJIHEHUH paboT 110
TEJIEKOMMYHHUKAIIMOHHBIX | HACTPOIKe, IpoBepKe (PyHKIIMOHUPOBAHUS U
CHUCTEM U ceTeH koHpurypuposanus U'TKC;
I1K 1.2. OcymiecTBisATh - OCYLIECTBJISITh TEXHUYECKYIO JKCIUIyaTallUIO0 | DKCIIEPTHOE
JUAarHOCTUKY JIMHEHHBIX COOPYKECHUH CBS3H; HaOJII0/IeHue
TEXHUUYECKOTO - IpoBepATh (PYHKIIMOHUPOBAHUE, TPOU3BOIUTD
COCTOSIHUS, [IOUCK pPEryIIUPOBKY U KOHTPOJIb OCHOBHBIX
HEUCIPAaBHOCTEN U 11apameTpoB HCTOYHUKOB UTaHUS
PEMOHT 000pyAOBaHUs paavoannaparypsl;
NTKC - U3MEPATH OCHOBHBIE ITapaMeTpsl U

XapaKTEPUCTHKH MTPH BHIMOJIHEHHH PadoT 1O

JUArHOCTHKE TEXHUYECKOIO COCTOSIHUSA, IIOMCKA

HEUCIPABHOCTEN U peMOHTE 000py10BaHUS

HUTKC;
I1K 1.3. TIpoBoauTs - OCYHIECTBJIATh TEXHUYECKYIO SKCIUIyaTallMi0 | DKCIEPTHOE
TEXHUYECKOE nmuHeHbIx coopyxkenuit UTKC; HaOro/1eHue
o0cyXuBaHUE - H3MEepATh OCHOBHBIE NapaMeTphl U
obopynosanust UTKC XapaKTEPUCTUKU TPU BHINOJIHEHUH

TEXHUUYECKOTO 00CITYy)KMBaHUs 000py10BaHUS

HUTKC;

- IPOU3BOJIUTH KOHTPOJIb U PETYIUPOBKY

OCHOBHBIX IIapaMeTPOB UCTOYHUKOB ITUTAHUS

obopynosanus UTKC;
I1K 1.4. OcymiecTBisATh - IPOBOAUTH MOHUTOPUHT U KOHTPOJIb OKcnepTHOoe
KOHTpPOJIb ¢ynkmonuposanus odopynosanus UTKC; HalJ01eHne
(bYHKLIMOHUPOBAHUS - H3MEpATh OCHOBHBIE TAPAMETPBI U
NUTKC xapakrepuctuku odopynosanus UTKC;

- BECTHU DKCIUTYaTallMOHHO-TEXHUYECKYIO

nokymeHTaruto Ha obopynoanne UTKC;
I1K 2.1. OcymiecTBisATh - BBIABIISITH U OLICHUBAThH YTPO3bl OE30MACHOCTH | DKCIEpTHOE
YCTaHOBKY (MOHTaX), unpopmanuu B UTKC; HabIto1eHne

HACTPOUKY (HaJAAKY) U
3aITyCK B OKCILTYaTaIuio
IpOTrpaMMHO-
anrapaTHbIX |
UH)KEHEPHO-
TEXHUYECKHUX CPEIICTB
obecrieueHus
uH(pOpMaLOHHON
6e3onacaoct UTKC

- HacCTpauBaTh U NPUMEHATH CPEICTBA 3alLUTHI
nHpopMalUd B ONEPALMOHHBIX CHUCTEMaX, B
TOM YHCJIE CPEJICTBA aHTUBUPYCHOMN 3aILUTHI;

- TMpPOBOJUTH YCTAaHOBKY M  HAaCTPOMKY
MIPOrpaMMHBIX M INPOrpaMMHO-aNIapaTHBIX (B
TOM 4YHClie KpUNTOrpaduyecKux) CpeiCTB
3alIUThl HH(OPMAIIHH;

- MIPOBOAMTD KOH(pUTYypHpOBaHUE
IIPOrpaMMHBIX M INPOrpaMMHO-aNIMapaTHBIX (B
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TOM YHCIIe KPUNTOTpadUueCcKuXx)
3alIUThl HH(OPMAIIHH;

CPEJICTB

IIK 2.2. OGecrnieunBath - BBISIBJIATHh U OIICHUBATH YIPO3bl OE30MAaCHOCTH | DKCIIEPTHOE
AKCIUTyaTaIuio U nnpopmanuu B U'TKC; HaOJIt0IeHNE
coJiepkKaHue B - IPOBOAUTH KOHTPOJIb  IIOKa3aTelned U
paboTocrocoOHOM nporecca (pyHKIIMOHUPOBAHUS MPOTPAMMHBIX U

COCTOSIHUU MPOTrPaMMHO- | IPOrpaMMHO-aIIIapaTHBIX (B TOM  4uUCIe

annapaTHbIX U KpUNTOTpaprUECKUX) CPEICTB 3aIUTHI

MH)KEHEPHO- uH(pOpMaINH;

TEXHUUYECKUX CPECTB - TPOBOJUTH BOCCTAHOBJIEHHWE IIpoliecca M

o0ecrieueHus apaMeTpoB (GyHKIIMOHMPOBAHUS
UH(POPMALIMOHHOM IIPOrPaMMHBIX W IPOrpaMMHO-aNIapaTHBIX (B
6e3onacHoct UTKC u TOM YHCIIe KpPUNTOrpaduuecKux) CpeacTB

UX TUArHOCTHKY, 3alIUThl HH(OPMAIIHH;

oOHapyKeHHe 0TKa30B, - IPOBOJUTH TEXHUUYECKOE OOCIyKHUBaHUE MU
dbopmupoBathb PEMOHT IpOrpaMMHO-alNaparHbeix (B TOM
HPEUIOKEHUS 110 UX quciae KpUNTOrpauyeckux) CpeAcTB 3allUThl

YCTPaHEHUIO nH(pOpMAIHH;

1K 2.3. ®opMynupoBaTh | - BBIBIATH U OLEHUBATH YIPO3bl O€30MACHOCTH | DKCIEPTHOE
MIPEIOKEHUS IO nnpopmanuu B U'TKC; HaOJII0ZICHUE
HIPUMEHEHHUIO - HACTpauBaTh U NPUMEHSTHh CPEICTBA 3aIIUTHI
IPOrpaMMHO- uHpOpMAIlM B OINEPALMOHHBIX CHUCTEMax, B

anmnapaTHbIX U TOM YMCJIE€ CPEJCTBA AaHTUBUPYCHOM 3aIUTHI;

WHXEHEPHO- - IIPOBOAMTD KOH(UTypHpOBaHUE

TEXHUYECKUX CPENICTB IIPOrpaMMHBIX M IPOTrpaMMHO-ANNapaTHbIX (B
oOecrnieyeHus TOM YHCIIE KPUOTOTpapHUUECKUX) CPEICTB
UH(POPMALIMOHHOM 3alIUThl UH(OPMALIUH;

6e3onacuoctu UTKC

1K 2.4. Bectu paGouyto | - BBISBJIATh U OLEHUBATH YIPO3bl 0€30MaCHOCTH | DKCIEPTHOE
TEXHUYECKYIO unpopmanuu B UTKC; HalJto1eHne
JOKYMEHTAIUIO 10 - HacTpauBaTh U NPUMEHATH CPEICTBA 3AILUTHI
AKCIUTyaTallMi CPEACTB U | MHPOpPMAIIMK B OINEPAIMOHHBIX CHCTEMax, B

cucTeM oOecriedeHus TOM YHCJIE CPEJICTBA aHTUBUPYCHOMN 3aILUTHI;
MH(pOpMaLOHHON - IIPOBOJIUTH KOH(pUTYypHpOBaHUE
0e30macHOCTH IPOrpaMMHBIX M HPOTrPaMMHO-aNMapaTHbIX (B
TEJIEeKOMMYHUKALMOHHBIX | TOM YHCJIE€ KPUNTOrpapUuecKux) CpencTB

CUCTEM, OCYIIECTBIISATh 3alIUThl UH(OPMALIUH;

CBOEBPEMEHHOE

CIIMCAaHME U MOIMOJIHEHNE

3aracHOro UMYIIEeCTBa,

npubopoB U

IIPUHAJICKHOCTEN

I1K 3.1. IIponzBoauts - IPOBOJUTH YCTAHOBKY, MOHTaX, HACTPOMKY U | DKCIIEpTHOE
YCTaHOBKY, MOHTaX, WCIBITAHWE TEXHUYECKUX CPEACTB 3alIUThI | HAOJIOIeHHE
HACTPOWKY U UCTIBITAHUS | MHGOpMAIMM OT YTEUKH IO TEXHUYECKUM

TEXHUUYECKUX CPE/ICTB KaHajam;

3alUThl UHQOPMAIMK OT | - IPUMEHITh HOPMATHUBHBIE MPABOBBIE AKTHI U

YTEUKU [0 TEXHUYECKUM | HOPMATHBHbIE METOAMYECKHE JOKYMEHTHl B

kaHasnam B UTKC 00J1aCTH 3alUThl HH(pOpMaIuy;

IIK 3.2. IIpoBoauTh - IPOBOJANTH YCTaHOBKY, MOHTaX, HACTPOUKY M | DKCIIEPTHOE
TEXHUUYECKOE UCTIBITAHUE TEXHUYECKUX CPEJCTB 3allUThl | HaOII0/IeHUEe
o0ciyXUBaHUE, nHOpMallUM OT YTEYKU [0 TEXHUYECKUM
JUarHOCTHKY, KaHajaM;

yCTpaHEHHUE - TMPOBOJIUTH TEXHHYECKOE OOCIyXHBaHHE,
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HEHUCIPaBHOCTEUN U
PEMOHT TEXHUUYECKHUX
CPEJICTB 3aLIUThHI
uHpopManuy,
ucnoib3dyembix B UTKC

YCTpaHEHHWE  HEHCIpPaBHOCTEH W  PEMOHT
TEXHHYECKHUX CPEICTB 3aIIUTH HH(POpMAIUU OT
YTEUKH [0 TEXHUYECKUM KaHaJaM;

- NPUMCHATh HOPMATHUBHBIC MPABOBBIC AKThI U
HOPDMAaTUBHbIC METOJMYECKUE JOKYMEHTHI B
00J1acTH 3amuTH HH(pOpMaIuy;

I1K 3.3. OcyiecTBisTh - IPOBOJIUTH U3MEPEHHE MapaMeTpoB (POHOBBIX | DKCIEPTHOE
3amuTy HHQOPMAILIUU OT | IIIYMOB 51 [IOMUH, CO3/1aBaeMbIX | HaOIIOCHME
YTEUKH 10 TeXHU4YeckuM | obopynoBanuem UTKC;
kaHanam B UTKC c - [IPOBOJUTH U3MEpEHUe [1apaMeTpOB
HCIIO0JIb30BAaHUEM 3JEKTPOMArHUTHBIX  U3JyYEHHUHM U  TOKOB,
TEXHUUYECKUX CPE/CTB CO3/1aBaEMbIX  TEXHUYECKMMHM  CpPEACTBAMMU
3alUTHl B COOTBETCTBUU | 3alIUTHl  MHGOpPMalUKU  OT  YTEUKH IO
C IPEBABISIEMbIMU TEXHUUYECKUM KaHajaM;
TpeOOBaHUSIMU - IPUMEHATh HOPMATUBHBIE IPABOBBIE AKTHI U

HOPMAaTUBHBIE METOJIMYECKUE JTIOKYMEHTHI B

00J1aCTH 3aIUTH HTHGOPMAIIHH;
I1K 3.4. TIpoBoauth - BBIABIISITH U OIICHUBATH YTPO3bI OE30MAaCHOCTH | DKCIEpTHOE
OTJIeNbHBIE PAOOTHI IO unpopmanuu B UTKC; HaO0IeHNe
buznueckoil 3amure - HacTpauBaTh U MPUMEHATH CPECTBA 3alLUTHI
nuHui cBszu UTKC uHpopMalud B OMNEPALMOHHBIX CHUCTEMaX, B

TOM YUCJIE CPEJICTBA aHTUBUPYCHOMN 3aILUTHI;

- MIPOBOJIUTH KOH(UTYpHpOBaHUE

MPOTPAMMHBIX M TPOTrpaMMHO-aNmapaTHeIX (B

TOM 4YHCIe KpUOTOrpaduyecKux) CpeacTB

3alUTHl HH(OPMAIIHH;
[IK 4.1. OcyecTBasTh - TpeOOBaHUS TEXHUKU OE30MACHOCTH TMpPH | DKCIEPTHOE
IIOArOTOBKY padoTe ¢ BHIYUCIUTENIHON TEXHUKOI; HaOJII0/IeHue
o0opynoBaHus - OCHOBHBIC MPUHIMUIBI yCTpoiicTBa U paboThl | OlleHKa BBINOIHEHUS U
KOMITHIOTEPHOM CUCTEMBI | KOMITBIOTEPHBIX CHCTEM H Tepu(PEepUiHbIX | 3alIUTHI MPAKTHIECKUX
K pabore, MPOU3BOANUTH YCTPOUCTB; pabor;
MHCTAJJISILUIO, HACTPOUKY | - BBITIOJTHATh TpeOoBaHUs texHuku | OneHka
U 00CIyXHBaHNE 0€30IacHOCTH MpU paboTe C BBIYUCIMTENBHOM | TH(hepeHIMpOBaHHOTO
IPOrpPaMMHOTO TEXHHUKO; 3ayeTa Mo MpaKTHKeE.
o0ecrieueHus JIeMOHCTpallMOHHBIN

9K3aMEeH 110 MOJYJIIO.

IIK 4.2. Co3gaBath u - MIPOU3BOJAUTH MHOIKIIIOUEHHE OJIOKOB | DKCIIepTHOE
yIpaBIATh HA MIEPCOHANBHOIO KOMIBIOTEPA U NEpUPEpUHBIX | HAOI0IeHNE
NIEPCOHAIIBHOM YCTPOUCTB; OueHKa BBINOJIHEHUS U
KOMIIBIOTEPE - IPOU3BOIUTH YCTAHOBKY U 3aMEHY PAaCXOIHBIX | 3aLIUThl IPAKTUYECKUX
TEKCTOBBIMU MaTepuasnoB AJs Mepu(EepUiHbIX YCTPOICTB U | paboT;
JIOKYMEHTaMHU, KOMITBIOTEPHON OPITEXHUKU; Onenka
TabIuIamu, - JMAarHOCTUPOBATh npocreinme | AudQepeHInpoBaHHOTO
Mpe3eHTAlUsIMU U HEUCIPABHOCTH MEPCOHAIBHOIO KOMIIBIOTEpA, | 3a4eTa MO MPAKTUKE.
cozepxkaHueM 0a3 nepudepuitHoro 000pyI0BaHUS u | JleMoHCTpalimoHHbIN
JIAaHHBIX, padoTaTh B KOMITBIOTEPHON OPITEXHUKU; 9K3aMeH 110 MOJYJIIO.
rpaduueckux - BBITIOJIHEHHE TpeboBaHuUit TEXHUKU
penakTopax 0€30MacHOCTH MpU PadOTe C BBHIYUCIUTENIHBHOMN

TEXHUKOM;

opraHuzamnus pabodero Mecra ofmeparopa
3J€KTPOHHO-BBIYMCIUTENbHBIX u
BBIYHCIIUTEIIBHBIX MAIITHH

- TIOJATOTOBKAa OOOpPYIOBaHUS KOMITBIOTEPHOMN
CHUCTEMBI K paboTe;
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- MHCTAULINUS, HACTPOilKa M OOCIyKHBaHUE
IPOrpaMMHOT0 O00eCTIeYeHHs] KOMITBIOTEPHON
CHCTEMBI;

- ynpasienue Qaiaamu.

IIK 4.3. Hcnonp30BaTh
pECYpCHI JIOKAJIbHBIX
BBIYMCIIUTENIBHBIX CETEMH,
pecypchl TEXHOJIOTUH U
cepBucoB MHTepHeTa

- HasHaueHWe W (QyHKOUHM  O(DUCHBIX
IIPUIIOKEHUH;

co3laBaTb M YOPaBISATb  COJAEPKUMBIM
JTOKYMEHTOB c MOMOIILIbIO TEKCTOBBIX
IIPOLIECCOPOB,;

- co3daBaTh W  YHOPABIATH  COJEPKHUMBIM
ANEKTPOHHBIX TAOJUI] C MOMOIIBI0 PEIAKTOPOB
TaOJIHNIL;

- co3maBaTh M YOPABIATH  COJEPKUMBIM
MpE3CHTAlMM ¢  TOMOIIBID  PEIAKTOPOB
Mpe3eHTaLNM;

- HCMOJB30BaTh MYJIbTUMEIUA IPOEKTOp JIs
JIEMOHCTpALIMH [TPE3EHTAIIHI;

BBOJIUTh, PEIAKTUPOBATh U YIAISATH 3alUCH B
0a3e JaHHBIX;

- 3¢ (EeKTHBHO MOJIB30BATHCS 3alpocaMu 0a3bl
JTAaHHBIX;

- co3JaBaTh U PENAKTHPOBATh TrpaduyuecKue
OOBEKTHI € TIOMOIIbIO  MPOTpamMM  JIs
00pabOTKH pacTpOBOM M BEKTOPHOU rpadukuy;
MIPOU3BOJIUTh CKAHUPOBAHHE JOKYMEHTOB M UX
pacro3HaBaHuE;

- MpPOU3BOJUTH pacCHeydaTKy, KOIHUPOBAHHE U
TUPAXUPOBAHUE JIOKYMEHTOB Ha NPUHTEPE U
Ipyrux nepudepuitHbIX yCTPOMCTBaxX BBIBOJIA;

- TpuUMeHeHHe O(UCHOTO0  MPOrPaMMHOTO
oOecrieyeHrss B COOTBETCTBUU C MPHUKIAAHOM
3aa4ei;

- YyOpaBiaTh (QaillaMyd JaHHBIX Ha JIOKAJbHBIX|
CHEMHBIX 3aIIOMUHAIOIINX YCTPOUCTBAX, a TAK¥KE
Ha JIMCKaxX JIOKaJIbHOM KOMIIBIOTEPHOU CETH U B
WHTEpHETE;

- OCYIIECTBJISITh HaBHTaluio 1Mo Beb-pecypcam
HNutepuera ¢ momolsto Opaysepa;
- OCYUIIECTBJATH IOUCK, COPTUPOBKY M aHaIH3
“H(pOpMAIIUU C TTOMOIIBIO TOMCKOBBIX UHTEPHET|
CaiiTOB;

- co3maBaTb M OOMEHHUBATHCS MMHUCbMaMH
3JIEKTPOHHOMU MOYTHI;

- HCHOJIb30BaHUE  PECYPCOB  JIOKAJIBLHOM
BBIYHCIIMTEIILHOM CETH,

- HCIOJNB30BAaHUE PECYPCOB, TEXHOJIOTUUA U
cepBucoB VHTepHET, OCHOBHBIE CpPEICTBa
3allUTBl  OT BPEJOHOCHOTO IPOrPaMMHOTO
obecrieueHus u HECaHKITMOHUPOBAHHOTO
JI0CTYyTIa K 3allMIIAeMbIM pecypcam
KOMIBIOTEPHON CUCTEMBI;

DKCIEepTHOE
HabroAeHNe

OneHka BBIMOTHEHUS U
3aIUTHI TPAKTHIECKUX
pabor;

Ouenka
mudepeHITMPOBaHHOTO
3aueTa 1o MpaKTHKeE.
JleMOHCTpaliMOHHbIN
9K3aMeH 110 MOAYIIIO.

[1K 4.4. ObecnieunBathb
IIPUMEHEHUE CPEJCTB
3aiuThl UHQOpPMaIUU B

- OCYWIECTBJISAITH ~ AHTUBUPYCHYIO  3allUTY|
IIEPCOHAIIBHOTO  KOMIIBIOTEPA € IIOMOLIBIO)

AHTUBHPYCHBIX IPOrPAMM;

DKCIepTHOE
HaOJII0IeHNE
O11eHKa BBITIOIHEHNSA U
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KOMIIBIOTEPHOM CUCTEME

- OCYUIECTBIISAITh PE3EpBHOE KOMHUPOBAHHUE W

3aI0UTEI IIPAKTUYCCKUX

BOCCTAHOBJICHUE JJAHHBIX; pabor;
- BBITMOJIHATH apXUBHPOBaHUE UH(DOpMaIH; Onenka
Qg epeHIMPOBAHHOTO
3ayeTa 10 IPaKTUKE.
JleMOHCTpaliMOHHbIN
9K3aMeH 110 MOAYIIIO.
OK 01. Beibupatp — 000CHOBaHHOCTH IIOCTAHOBKH IIEJIU, BEIOOpa | DKCIEPTHOE
CI0CO0bI PCLICHIS 347149 | y mpuMeHeHus METOJIOB | CIIOCOOOB PELICHNUS HaOmo/IeHHe
npogeccHoHabHOM npoecCUOHANIBHBIX 3a/1a4;
NeSITeIbHOCTH,
HPHMCHHTEIHHO K - aJICKBaTHAas OLIEHKAa U CaMOOLIEHKa
PaJTHUHBIM KOHTCKCTAM, 3¢ (GEKTUBHOCTH U Ka4eCTBA BBIIIOJIHEHUS
poecCHOHANLHBIX 33]1a4;
OK 2. OcymiecTBisTh - UCNOJIb30BaHUE PA3JIMYHBIX HCTOYHUKOB, DKCIepTHOE
IIOMCK, aHAJIN3 U BKJIIOYAs QJIEKTPOHHBIE PECYPCHI, HabroAeHNe
UHTEpIPETaLHIO Meauapecypcesl, IHTepHeT-pecypebl,
uHpOopManuy, MEPUOJNYECKHE U3/IaHuUs 110 CHIEUAIBHOCTH
HE00X0AUMOMH 115 JUIs pelIeHns: TpopeCcCHOHAIbHbBIX 3a/a4;
BBITNIOJIHEHMSI 3a/1a4
npodeccruoHaIbHON
JIESITEJIbHOCTH.
OK 03. ITnanupoBats u - IEMOHCTpaIusi OTBETCTBEHHOCTH 3a MPUHATHIE | DKCIIEPTHOE
pean30BbIBAaTh pelieHus; HaOJII0/IeHue
COOCTBEHHOE - 000CHOBaHHOCTb CaMOAHAJIN3a U KOPPEKLUs
poQeCCHOHAIBHOE U pe3yJIbTaTOB COOCTBEHHOMN pabOTHI;
JMYHOCTHOE Pa3BHUTHUE.
OK 04. Paborats B - B3aMMO/ICHCTBHE C 00YYarOIIUMHUCH, DKcnepTHOoe
KOJIJIEKTHBE U KOMaHJe, | IIpernojaBaTeNs MU U MacTepaMHy B X0/1€ HaOro/1eHue
3¢ (HeKTUBHO o0OyueHus1, C pyKOBOJUTENISIMU y4eOHON U
B3aMMOJEMCTBOBATH C MIPOU3BO/ICTBEHHOM MPaKTHK;
KOJUJIETaMH, - 000CHOBaHHOCTh aHaAJIN3a PabOThl YWIEHOB
PYKOBOJCTBOM, KOMaH/1bl (TTOAYMHEHHBIX);
KJIMEHTaMH.
OK 09. Hcnons3oBaTh - 3¢(eKTUBHOCTh MCIIOJIb30BAHMS OKcnepTHOoe
MH(pOpPMallMOHHbIE MH(}OPMALIMOHHO-KOMMYHHUKAIIMOHHBIX HalJto1eHne
TEXHOJIOTHH B TEXHOJIOTHH B MpodecCHOHATBLHON
npodeccuoHanbHOM NeSITEIbBHOCTH COTJIaCHO (DOPMUPYEMBIM
JESATEIIBHOCTH. YMEHHMSIM U [I0JIy4aeMOMY ITPAaKTHYECKOMY
OTIBITY;
OK 10. ITonp30BaTecs - 3¢(eKTUBHOCTH HCII0JIb30BAHMS B OKcnepTHOoe
npodeccuoHanbHOM npoeccrnoHalbHOM 1eATEeNbHOCTH HalJto1eHne

JIOKYMEHTalMEeW Ha
rOCyIapCTBEHHOM M
MHOCTPAHHOM SI3bIKaX.

HE00XO0AMMON TEXHUYECKOH JOKYMEHTAIIH, B
TOM YHCJIE HA aHTJINHCKOM SI3BIKE.
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