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1. OBLIAA XAPAKTEPUCTUKA PABOYEN ITPOI'PAMMBbI
MNPO®PECCUOHAJIBHOI'O MOAYJA IIM.03 3AIIUTA HWHPOPMALIMUK B
NHOOPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CHCTEMAX M CETAX C
HNCITOJIb30OBAHUEM TEXHUYECKHUX CPEJACTB 3ALIINUTHI

1.1 O6nacTer npuMeHennst padodei MporpaMmbl

PaGouass mporpamma mnpohecCHOHANBFHOTO MOIYJS — SIBISETCA 4YacThi0 MPOTPAMMBI
MIOJITOTOBKU CTICIIMATUCTOB CpeHero 3BeHa B coorBeTcTBUU ¢ PI'OC mo criermanbrocTr 10.02.04
Obecnieuenne HHPOPMAITMOHHON 0€30MACHOCTH TEIEKOMMYHHUKAITMOHHBIX CUCTEM.

1.2 Hesb 4 nJIaHUpPYeMbIe pe3y/ibTaThbl 0CBOEHHUS MPO(ecCHOHATBLHOI0 MOAYJIsS

B pesynbTare nzyueHus npo(ecCHOHANIBHOIO MOAYJIS CTYJEHT JOJDKEH OCBOMTH OCHOBHOM
BUJ AEATENbHOCTU «3alura HHpopMauu B MHGOPMAIMOHHO-TEIEKOMMYHHKAIIMOHHBIX CHCTEMaxX
U CeTSAX C HCIOJb30BAHMEM TEXHMYECKMX CPEACTB 3aIIUTB» U COOTBETCTBYIOIIHE €My oOIIne
KOMIIETEHIIMU U NPO(eCcCHOHANbHBIE KOMIETEHINH:

1.2.1 Tlepeuenp OOWMX KOMIETEHIMA W JHMYHOCTHBIX pPE3yJIbTATOB peANHU3aLUU
[IPOrpaMMbl BOCIIUTAHUS

Kon HaumeHnoBaHue o0IUX KOMIETEHITUN U JIMUHOCTHBIX PE3YJIbTATOB
OK 01. BreiOupare cmocoObl  pemieHuss 3amad  MpoECCHOHATBHON  J1eATeNBbHOCTH,
PUMEHUTEIBHO K PA3JIMUYHBIM KOHTEKCTaM.
OK 02. Hcnonb30BaTh COBPEMEHHBIE CpEJICTBAa IIOMCKA, aHAIW3a M UHTEPIpETaLUu

uHpopManui W UHGOPMAIIMOHHBIC TEXHOJOTHH JUIS  BBITIOJIHEHHS —3a1a4
podecCHOHATBHOM IeATETHHOCTH

OK 03 [InanupoBaTh W peayn30BBIBATE COOCTBEHHOE MPO(PECCHOHANTBHOE U JIMYHOCTHOE
pasBuUTHE, NPEANPUHUMATENBCKYIO IESTeNbHOCTh B IpodeccuoHanbHOM cdepe,
UCIOJIb30BaTh 3HAHMUA MO (MHAHCOBOH I'PaMOTHOCTU B PA3IMYHBIX >KU3HEHHBIX

CUTYalUsIX.
OK 04 D¢ hexkTuBHO B3aMMOIEHCTBOBATh U pabOTaTh B KOJJIEKTUBE U KOMAH/IE.
OK 05 OcCylmecTBISATh YCTHYIO M MUCBMEHHYIO KOMMYHHUKAIMI0 Ha TOCYIapCTBEHHOM

s3pike  Poccuiickoit ®enmepanu ¢ y4eToM OCOOEHHOCTEH COIMANBLHOTO H
KYJBTYPHOI'O KOHTEKCTA.

OK 06 [IposiBIATE rpa’kJaHCKO-NTATPUOTHYECKYIO MO3ULUIO, IEMOHCTPUPOBATH
OCO3HaHHOE MTOBE/ICHUE HA OCHOBE TPAJUIIMOHHBIX POCCUHCKUX yXOBHO-
HPaBCTBEHHBIX LIEHHOCTEW, B TOM YHCJIE C YYETOM I'apMOHU3ALUU
MEKHAIMOHAJIBHBIX U MEXPEJIUTMO3HBIX OTHOLIEHUH, TPUMEHATh CTaHAaPThI
AHTUKOPPYIILIMOHHOIO IOBE/ICHUSI.

OK 07 ConeiicTBOBaTh  COXpPAHEHUIO OKPYKAIOIICH  Cpeibl, PpecypcocOepekeHHIO,
NPUMEHSITh 3HAaHWS 00 W3MEHCHHHM KJIMMaTa, TMPUHIUIB  OSpexIIMBOTO
MIPOU3BOJICTBA, 3(PPEKTUBHO IEHCTBOBATH B UPE3BbIUAWHBIX CUTYaIUSX.

OK 09 [Tonmp30BaTbess TPOQEecCHOHANBHON JOKYMEHTAllMel Ha ToCylapCTBEHHOM H
MHOCTPAHHOM SI3BbIKaX.




1.2.2 Tlepeuenb npohecCHOHAIBHBIX KOMIIETCHIIUH

Kon

HaunmenoBanue npodeccrnoHaaIbHbIX KOMIICTCHITUI

K 3.1

IIpon3BOaUTE yCTaHOBKY, MOHTAXK, HACTPOMKY M UCIIBITAHUS TEXHUYECKUX CPEIICTB
3alIUThl MHPOPMALKMU OT YTEUKH MO TEXHUUYECKUM KaHala B HH(POpPMalMOHHO-
TEJICKOMMYHUKALIMOHHBIX CUCTEMAX U CETAX

[IK 3.2

HpOBOI[I/ITB TCXHHYCCKOC O6CJ'Iy>KI/IBaHI/Ie, JAUArHOCTUKY, YCTpaHCHHUC
HCI/ICHpaBHOCTef/'I U PEMOHT TCEXHHUYCCKUX CPCACTB 3alllMThHL I/IH(i)OpMaIII/II/I
HCIIOJIb3YCMBIX B I/IH(bOpMaI_[I/IOHHO-TCHGKOMMYHI/IKEILII/IOHHBIX CHUCTCMAax U CCTAX

K 3.3

OcymiecTBisITh 3aIUTy WH(OpPMAIMKM OT yTEYKH MO TEXHUYECKUM KaHajlaM B
MH(OPMALIMOHHO-TEIIEKOMMYHHKAITMOHHBIX CHCTEMaX M CETSX C HCIOJIb30BaHUEM
TEXHUYECKUX CPEJICTB 3AIIUTHI B COOTBETCTBUU C IPEABIBISIEMbIMHI TPEOOBAHUSIMHU

I[IK 3.4 [IpoBomuTh oOTHCNBHBIE pabOTHl MO (PU3MYECKOW 3alluTe JMHUN  CBSA3M
1H(OPMaLIMOHHO-TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM U CceTel

1.2.3 B pe3ynbraTe 0cBOEHHS MPOPECCHOHATHHOTO MOIYJIS CTYIEHT JIOJDKEH:

Nmetp
MPaKTUYECKU I
OIIBIT B

YCTaHOBKE, MOHTa)X€, HACTPOWKE W HCIBITAHUSIX TEXHHYECKHX CPEJICTB
3alIUThI I/IH(l)OpMaI_[I/II/I OT YTCUKHU 1O TCXHUYCCKUM KaHaJIaM;

3alIUTe I/IH(i)OpMaIII/II/I II0 TEXHUYCCKHUM KaHaJlaM C HCIOJIb30BAHHUECM
TEXHUYECKUX CPEJCTB 3allUThl B COOTBETCTBUU C NPEIBSIBISIEMBIMU
TpeOOBAHUSIMU;

NPOBEICHUH OTICIBHBIX PA0OT MO (U3NYECKOH 3alIuTe JUHHWHA CBSI3U
I/IH(1)OpMaI_[I/IOHHO-TGHCKOMMYHI/IKaHI/IOHHBIX CHCTEM H CETEH.

yMEThb

MIPOBOJIUTHh YCTAaHOBKY, MOHTa), HACTPOWKY M HCIBITAHHE TEXHUYECKHUX
CPEZCTB 3aLIUThl HUH(OPMAIIMU OT YTEUKH 110 TEXHUYECKUM KaHaJIaM;
IPOBOANUTH TEXHUUECKOE OOCIYKUBAHUE, YCTPAHEHHUE HEUCIPABHOCTEN U
PEMOHT TEXHUYECKHX CPEICTB 3allUThl MHPOpPMAIMU OT YTEUYKH IO
TEXHUYECKUM KaHaJIaM;

MPOBOAUTh U3MEpeHHe mapaMeTpoB ¢oHOBbIX wmymoB u [IOMUH,
cozgaBaecMbIx UTKC,;

IIPOBOJUTE WM3MEPEHUE IAPAMETPOB JJIEKTPOMATHUTHBIX W3JIy4CHUH U
TOKOB, CO3/1aBa€MbIX TEXHHYECKUMHU CPEACTBAMHU 3alIUTHI WH(OpMALIUU
OT YTEYKH 10 TEXHHYECKUM KaHajaMm;

WCIIOIB30BaTh CpeACTBa (hU3MIecKoi 3anuThl TuHui cBsi3u UTKC;
NPUMEHSATh HOPMATUBHBIE IPABOBBIE AKThl 1 HOPMATHUBHBIE METOAUYECKUE
JIOKYMEHTHI B 00J1aCTH 3aIIUTHI HHPOPMALIUH.

3HATh

CHOCOOBI 3alUThl WH(POPMAIIMKA OT YTEYKH M0 TEXHWYESCKHM KaHAIaM C
HCIIOJIb30BAHHUECM TCXHUYCCKUX CPCIACTB 3allUTHI,

OCHOBHBIC THUIIbI TEXHHUYECKUX CPCIACTB 3alllUThI I/IHq)OpMaHI/II/I OT YTCUKHU
M0 TEXHUYECKUM KaHaJam;

METOAUKU N3MCPCHUA napameTpoOB HOGO‘IHBIX OJICKTPOMArHUTHBIX
u3IydeHu 1 HaBooK (manee — [ID9MIUH), a Takke mapameTpoB (OHOBBIX
IIyMOB " (1)I/I3I/I‘-IGCKI/IX HOJ'IGI\/JI, CO3aaBaCMbIX TCXHUYCCKUMHU CPCACTBAMU
3anUThl HHQOPMAIIMH OT YTEYKH 110 TEXHUYCCKHM KaHaJIaM;
OpTaHM3AIMI0 U COJIEPKaHWE TEXHUYECKOro OOCTYKMUBAHUS M PEMOHTA
TEXHUYCCKUX CPCACTB 3allIUThHL I/IH(bOpMaIII/II/I OT YTCUKHU IO TEXHUYCCKUM
KaHaJIaMm;

NOpAIOK W IIpaBUjia BCACHHUA 3KCHHyaTaHHOHHOﬁ AOKYMCHTAIlUK Ha
TEXHUYECKHE CPEJICTBA 3AIIUTHI HHYOPMAIIMH OT YTEUYKH 10 TEXHUICCKUM
KaHaJIaM;




— COJIep)KaHWE U OPTaHU3aIUI0 pabOT MO (U3UUECKON 3aAIIUTE JTUHUN CBS3H
UTKC;

— TIPUHIHUIBI ICHCTBHUSI U OCHOBHBIE XapAaKTEPUCTHKH TEXHUYECKUX CPEICTB
(hu3HUECKO 3aIIUTHI;

— 3aKOHOJATENLCTBO B  00Ojacth  MH(MOPMAIIMOHHONH  0E30MacHOCTH,
CTPYKTYpy  TIOCYIapCTBEHHOM  CHUCTEMbl  3alUThl  MH(OpMalUH,
HOPMATHBHBIX  TPAaBOBBIX  aKTOB  YIOJHOMOYEHHBIX  OpPraHOB
UCIIOJIHUTEIILHOW ~ BJIACTH, HAI[MOHAJIBHBIX CTAHIAPTOB M JIPYTHX
METOAMYECKUX JIOKYMEHTOB B 00J1acTH HHPOPMAIIMOHHON 0€30MacHOCTH;

— TMPUHIOWNBI W METOIbl OpraHW3allMOHHON  3alMThl  MH()OpMAIUH,
OpPraHM3AIlOHHOTO o0ecreueHuss WH(OPMAMOHHONW OE30MacHOCTH B
OpraHu3aIusix.

1.2 Kosim4ecTBO 4aCOB, OTBOJAMMOE HA OCBOEHHE NMPO(eCCHOHATIBLHOT0 MOYJIS
Bcero wacos: 736 uaca.
N3 Hux a ocBoerane MJIK:
MJIK.03.01. 3amura napopmanuu B UTKC ¢ ucnons3oBaHUEM TEXHHUYECKUX CPEICTB 3AIIUTHI -
261 yac;
MJK.03.02. ®uznueckas 3aunuta uanii cBsizu UTKC —169 yacos.
Ha npaktuku yueOHy10 1 TpOU3BOACTBEHHYIO -288 yacos.



2. CTPYKTYPA U COAEP KAHUE TPOPECCHOHAJIBHOI'O MOAYJIA
2.1 CtpykTypa npodeccuoHATLHOT0 MOTYJIsI

O0bem npogeccnoHAIBLHOT0 MOAY.JIS, Yac.
e — % ’5 5 PaboTa 00y4aronmxcsi BO B3aUMOACHCTBHHM C IPEIOAaBaTeIeM
06 MJK, . I1
pod cK;HfIIanLHHx HaumenoBanus pasnenos 00beM = ;'3 § yacrmo oo MK, 3 uac - CamocTosTe IIpomexy
P Koi/u:eToeH i IPO(ECCHOHATBHOTO MO IS HArpysKH, : E E JlaboparopHble B T.4., MpoussoncTsermas | nbmas TOYHAsL
H Jac. & 8 2| Becero, paboTsl 1 KypcoBas p $ aTTecTany
g F VYueOHas (o mpoduitro pabora
M 4acoB [PAaKTHYECKUE pabora cemmabHOCTH) 1
3aHATUSL (mpoexT) H
IIK 3.1-11K.3.4 | Pa3nen 1. 3ammura
OK 01 - OK 07, | uadopmaruu B UTKC ¢
OK 09 WCTIOJIb30BaHUEM 261 100 188 70 30 69 4
TEXHUYECKUX CPEICTB
3aLUTHI

IIK 3.5 Pazgen 2. ®uznyeckas
OK 01 - OK 07, | 3amura JUHHUI CBSI3U 169 70 142 70 - 25 2
OK 09 HUTKC
YyeOHasi mpakTHKa 108
[TpousBoicTBEHHAs IPAaKTHKA (IO TPOQHITIO 180
CHEINAIbHOCTH)
[IpomexxyTouHas arrecTanus 18
Bceero: 736




2.2 TemaTnuyeckuii IVIaH U coepkaHue NPOGecCHOHATBHOT0 MOAYJIA

HaunmeHnoBanue
pa3aesioB U TeM

npo¢eccCHOHATLHOI0 Coaepxxanue yueOHOro MaTepmasa, 1a00paTopHblie padoThl M NPAKTHYECKHE 3AHATHS, BHEAyIMTOPHAS O0bem
monayJs (IIM), (camocTosiTe/IbHAS) yUeOHas1 padoTa 00yyarouxcs, KypcoBasi padora (IpoeKr) 4acoB
MEKIUCIUTITHHAPHBIX
kypcos (M/IK)

Paszpnen 1. 3amura nndgopmanun B U'TKC ¢ ncnosb3oBaHueM TEXHUYECKHX CPEICTB 3aIIUTHI

MAK.03.01.3amura nuagopmanyu B UHGOPMANMOHHO-TEJTEKOMMYHUKAIMOHHBIX CHCTEMAX U CETHAX € MCIO0JIb30BAHUEM 261

TEeXHUYECKHUX CPeJICTB 3aIUThI

Tema 1.1. IIpeamer wu | Conep:kaHue y4eOHOro MaTepHuaJia

3a/1a4n TEXHUYECKoH | 1 3ausTue 1. [Ipenmer u 3a1a4n TeXHUYECKOH 3alIIUTHI HH(pOpMALMH.

3a1uThl HH(OPMaLIUU XapakTepucTUKa WH)XCHEPHO-TEXHUYECKON 3amuThl uHpOpMaluu Kak oOjactu WHGOPMaIMOHHOM
0ezonacHOCTH. CHCTEMHBIM TOAXOA TPH PEIICHHH 3a/ad  HHXXCHEPHO-TEXHMUYECKOW  3allUTh]
uHbopMaiuu. OCHOBHBIE MTapaMeTPhl CUCTEMBI 3aIIUTHI HHGOPMAIIUU 4

2 3anstue 2. KoHuenuusi TeXHU4eCKOi 3a1IMTHI HHpopManuu

O06001mEHHasE CTPYKTYypa FOCYAapCTBEHHONM CUCTEMBI 3auThl nHpopMaru. OCHOBHBIE JOKYMEHTHI T10
MPOTUBOJCUCTBUIO HMHOCTPAHHBIM TEXHUYECKUM pa3BenkaMm. KOHIENMs TEeXHUYECKON 3allluThl
nH(popManui. OCHOBHBIE MOJIOKEHUS CHUCTEMHOTO TMOAXOAAa K TEXHUYECKOW 3amuTe HWH(OPMAIUU.
Monens cucteMbl 3amuThl nHGopmarmu (C3U).

Tema 1.2. O6ue | Cogepaxanne y4eGHOro MaTepuaJia

I10JIOKCHHA 3alMTEHL | 9 3ansitue 3. O0UIMe M0I0KEHUS 3AIMMTHI HHPOPMALUMH TEXHHYECKUMH CPeICTBAMHU

uHdOpMAIH 3amaun u TpeGOBaHUs K cnocobaM W CPeACTBaM 3aliuThl HHPOPMAIUH TEXHUYECKUMHU CPEICTBAMH.

TCXHHICCKMMH [IpUHOKOBL  CHCTEMHOTO aHajiM3a MPOOJEM HHXEHEPHO-TEXHUYECKOW 3alUThl  HH(OPMAIIUH.

cpeacTeamu Kiaccugukarys crioco60B M CpeICTB 3alMTH HHPOPMALIUH.

2 3ansiTie 4. OCHOBHBbIE HANIPABJICHUS TEXHUYECKOH 3alIMThI HH(POPMAIIMU B OPraHU3al U 10

Llenu u 3agauMl TEXHUYECKOW 3alUThl MHPOPMAUK B MHPOKOMMYHHUKAIIMOHHBIX CUCTEMAax M CETSX.
Hanpasnenuss TexHuyeckoil 3ammrtbl HHPopManuu. OcHOBHBIE (DaKTOpPhl OOECTeYeHHs 3aIUThI
UHPOpPMALIMU OT Yrpo3 YTeukH HH(poOpManMu. DTambl mpouecca yTeuku HHpopmanuu. OCHOBHBIE
HAIpaBJICHUS! 3alllMThL: (U3MYEecKas 3allluTa; CKpeITHEe HH(pOpManuu; HeWTpanuzanus UCTOYHHUKOB
onacHbIX cUrHajgoB. OCHOBHBIE METO/bl TEXHUYECKOH 3aIUThl MHPOPMALUU: MHKCHEPHAs 3alUTa;
TEXHUYECKass OXpaHa OOBEKTOB; NMPOCTPAHCTBEHHOE (CTPYKTYPHOE, BPEMEHHOE M 3HEPIreTUYECKOE)

CKpBITHE.




3ansaTue 5. Undopmanus Kak npeaMer 3alIUThI

Ocob6enHoctn mHpoOpMaIMU Kak mpeamera 3amuThl. CBoicTBa MH(pOpManuu. BUIIbI, HCTOYHUKU H
HOCHUTEIH 3aliiaeMoi napopmanuu. JleMackupyromnme npu3Haku 00beKTOB HAOMIOICHHSI, CHTHAJIOB
u BeulecTB. [lonstue 00 omacHoM curHane. lMcrtoynuku omacHbIX curHanoB. OCHOBHbBIE U
BCIIOMOTaTeJIbHbIE TEXHUUECKHUE CPEJICTBA U CUCTEMBI.

3ansTue 6. [IpaBoBoe 1 HOPpMATHBHOE 00eclieYeHNe TEXHNYECKO 3allUThI MH(oOpMaIUu
OcHOBHBIE TIPAaBOBBIC, PYKOBOMSINME, HOPMATHBHBIE M METOJWYCCKUE JIOKYMEHTBHI B OO0JIACTH
TeXHUUYeCKOoM 3amuThl uHpopmamuu. [IpaBa u 00sS3aHHOCTH PAaOOTHUKOB CIYKOBI TEXHUYECKOU
3amuTel  uHpOpMammu. OTBETCTBEHHOCTh 3a HApyIIEHHWE TPEOOBAHHWA TEXHUYECKOW 3alUThI
nHbopmaIuu.

3ausrtue 7. Texnnueckas pa3peaka
[lonsiTue TexHUueckoil pa3Beakd. OCHOBHBIE PYKOBOJSIINE, HOPMATUBHBIE M METOJUYECKUE
JOKYMEHTHI T10 3a1uTe WHPOPMAIUU 1 IPOTHBOJCHCTBUIO TEXHUUECKON pa3BeJIKe.

IIpakTHYecKkue 3aHATHS

1 3ansitne 8. Copep)kaTeNbHBI aHANW3 OCHOBHBIX PYKOBOJSIINX, HOPMATHBHBIX M METOIUYECKUX
JJOKYMEHTOB I10 3aIIuTe HH(OPMAIMK U IPOTUBOICHCTBHIO TEXHUYECKOH pa3BeJIKe. 4
2 3auarue 9. OOocHOBaHHE HEOOXOIMMOCTH CO3MAaHUA IIOACHCTEMBI TEXHHYECKOW  3all[UTHI
MH(POKOMMYHHUKAIIMOHHON CHCTEMbl HA OCHOBE HOPMAaTUBHBIX U METOAMYECKHX JTOKYMEHTOB.
Tema 1.3. Texuuueckue Copep:xanue y4e0HOro MaTepuaia
KaHaJIbl yTCHKH 1 Bausitue 10. TunoBasi CTpyKTYpa U BHAbI TEXHHYECKHX KAHAJIOB yTeYKH HH(OPMAHH
uHopmaIH Tunosas CTpyKTypa M BHABI TEXHMYECKUX KaHauoB yreuku uHpopMauuu (TKYH). Krnaccupuxamus
TKVYMU. Ocuosnbie nokazatenu TKYU.
2 3ansaTre 11. AkycTu4YecKkue, BUOPOAKYCTHUYECKHE KAHAJIBI YTEUYKH HH(pOpMaIIHH.
[ToHsATHE ¥ OCHOBHBIE XapaKTEPUCTHUKH aKyCTUUYECKOTO, BHOPOAKYCTHYECKOTO U ONTHYECKOT0 KaHAJIOB
yreukn uH(opmanuu. [laccuBHbIE M aKTHBHBIE CIOCOOBI 3alUThl HMH(OpPMALMU B BBIIEICHHBIX
MOMEMICHUSX OT HECAHKIIMOHMPOBAHHOTO IMPOCIyIIMBaHUSA. PekoMeHIamuu 1o BBIOOPY CHCTEM 12
aKyCTHUYECKON M BUOPOAKYCTUYECKOW 3aIUTHI.
3 3ansaTue 12. OnTnyeckne KaHAJIBI YTeYKH HH(POPMaLUH
XapakTepucTuka ¥ MPOTHBOJCHCTBUE ONTUYECKUM KaHalmaMm yTeuku wuHpopmarmu. Cpenctsa
NPOTHBOACHCTBUS HAOIIOICHUIO B ONTUYECKOM JIMANIa30He
4 3ansitne 13. DieKTpOMArHUTHbIE KaHAJAbl YTedkd HHGopmanuu, odpa3yeMble cpeIcTBaAMHU

BbIYHCJIUTE]IbHOH TeXHUKH.
XapakTepucTuKa pexxuMoB 00padoTku nHpopmanuu B [I9BM ¢ Touku 3peHuss yTeuku HHPOpPMALIUH.
Pexxum BbiBoja wuH@OpManuu Ha 9KpaH MoHMTOpa. [loTeHinuanbHO WHGOPMaTUBHBIE U




HeMH(OpPMATHUBHBIE M3Iy4YEeHHUS. YCJIOBUS BO3HHUKHOBEHHUS JIIEKTPOMArHUTHOTO KaHala YTEUKH
UHpOpMaLUU. DIEeKTpUUecKue KaHaylbl yTeuku MHpopManuu. CoCcpeJOTOUCHHbIE M pacipeaeIEHHbIe
ciydaiiHple aHTeHHbl. CHenualbHO CO3/1aBacMble TEXHMYECKHE KaHalbl YTEYKH HH(DOpMAIUH.
AnmnapaTHble 3aKJIJAKH Ui IepexBaTa n300pakeHUH, BBIBOAUMBIX Ha 3KpaH MOHMTOpA. ANIapaTHbIe
3aKJIQJAKH JUIS IepexBaTa HHPOpPMaIMH, 3aIMChIBaeMON Ha KECTKH AucK. [IporpaMMHbIe 3aKIaaKH.

5 3ansiTre 14. DJIeKTPOMATHUTHBIA TEXHUYECKNH KAHAJ yTeYKU HH(OpMAIIUN.
IMoGounbie anexTpoMarHuTHble u3nydeHus U HaBojku ([I9MUH). IlapasutHbie aHTEHHBI. YTeuka
AIIEKTPOMATrHUTHBIX CUTHAJIOB MO LIETSIM MUTaHUs U 3a3€MJICHHUS.

6 3ausrtue 15. CpeacrBa TexHMYECKO pa3BeaKH.

Texaudeckue cpeacTBa 100bIBaHMs 3amuiaeMoi nHpopmaiu. CriocoObl OpraHU3alKi TEXHHYECKUX
KaHaJIOB JIOCTYTA K 3alUIaeMOi HH()OPMAIIHH.

IIpakTHYecKkue 3aHATHS

3 3ansaTue 16. OcoOeHHOCTH yTeUKH HH(OPMALIUY B TPOBOAHBIX JIUHUSIX CBSI3H.
4 3anstue 17. Oco6eHHOCTH yTeUKH HH(POpMALUY B OECIIPOBOIHBIX JTHHUSAX CBS3H.
) 3ansiTue 18. VccienoBanue ys3BUMOCTEH M MOCTPOSHUE MOJIENH YTPO3 00HEKTA 3aIUTHI
6 [BausTue 19. MccnenoBanne BO3SMOXHOCTEW CHCTEMBI OIIEHKH 3alIMIICHHOCTH ONTHYECKUX JIMHUN CBSI3U 16
7 Bansarue 20. MccnenoBanue BO3MOXXHOCTEH CUCTEMbI OLIEHKU 3aIUIIEHHOCTH TEXHUYECKUX CPEJCTB OT
yTeuku nHpopmanuu no kaainy [ID9MIUH
8 3ansaTue 21. MccnenoBanue BO3MOXKHOCTEN CUCTEMbI OLIEHKH 3aLUIIIEHHOCTH BbIJECIEHHBIX ITOMELICHUM
Bansitue 22. OneHKa 3aUIIEHHOCTH HHPOPMAITMH 110 aKyCTHYECKOMY KaHAITy.
10 [BansTue 23. OueHka 3aUIIEHHOCTH HH(OOPMAIIMH IO HIEKTPOMAarHUTHOMY KaHaIy.
Tema 1.4. Metons! u Coaep:xanue yueOHOro MaTepuasa
CpCACTBA TCXHUICCKON 1  Bansrue 24. Knaccupukanus TeXHHUECKHX CPeACTB Pa3BelKH.
pasBeIkH [TonsiTHe TexHU4eCcKoM pa3Benku. Llemnu, 3a1auu, MPUHLIKIIBI OPraHU3alMKY TEXHUYECKON Pa3BElIKHU.
Knaccudukanus TeXHUUECKUX pa3BeloK 110 BUJIaM HOCUTENEH anmaparypbl. MeTobl U cpeacTBa
TEXHUYECKON Pa3BEIKH.
2 3ansaTue 25. CpeacTrBa HECAHKIMOHMPOBAHHOIO JOCTYNA K AKYyCTHYECKOM nHpopManmu. 12
CpencTBa 1 BO3MOXHOCTH aKyCTHYeCKOH pazBenku. CpeacTBa AUCTAaHIIMOHHOTO CheéMa MH()OPMAITHH.
3 3ansaTue 26. Cpeacrea HeCAHKIIMOHUPOBAHHOIO JOCTYNA K BUAOBOI HH(OPpMAaLHH.
CpencTBa v BO3MOXKHOCTH ONTHYECKON pa3Beaku. CpelicTBa AUCTAaHIIMOHHOTO CheMa HH(OPMAaIINH.
4 3ansaTue 27. CpeAcTBa HECAHKIMOHUPOBAHHOIO AocTyna K mHpopmanun [I9MHUH.

CpenctBa W BO3MOXHOCTH JJIEKTPOMAarHuTHOW pa3Befku. CpencrBa AUCTAHIMOHHOTO —ChEeMa)




nHpOpMaLUH.

5 3ansaTue 28. PagnodieKkTpoHHas pa3BeaKa.
OO0miasi XapakTepUCTUKA PAAMOIIEKTPOHHOM pa3Benkud. (OCOOEHHOCTH, OCHOBHBIE IOKa3aTeNH|
TEXHUYECKUX CPEJICTB PaJNo0-, PAAMOTEXHUUECKOM, PaJHOIOKAIMOHHON U paJOTEIUIOBOM pa3BeIKH

6 3ansTue 29. XapakTepucTHKH BUI0B Pa3BelKHU

Kocmuueckast pa3Benka. Bozgymnas passenaka. Mopcekas passenka. Hazemnas passeakxa. OOpabotka
pa3BeqbIBaTENIbHOM HHOpMALIUY

Tema 1.5. Odusuueckue
OCHOBBI YTEUKH
uHpopMauu

Conep:xanue y4eOHOro MaTepuaJia

1

3ansitue 30. @usuyeckWe OCHOBHI yYTeYKH HHpopManmuM MO KaHAJaM MOOO0YHBIX
DJIEKTPOMATHUTHBIX M3JIy4eHUl U HABOJOK

du3nyeckrue OCHOBBI TOOOYHBIX ANEKTPOMArHUTHBIX U3Ty4YeHH U HaBoAOK. [lapasuTHas reHepanus
PAOANO3JICKTPOHHBIX CPCACTB. BI/II[BI mapa3uTHBIX CBSI3eU U HaBOOOK. dusnueckue SIBJICHHUA,
BBI3BIBAIONINE YTEUKY MH(GOpPMAIIMU IO LEMsSM AIEKTPONUTaHus U 3a3eMieHus. Homenknatypa u
XapaKTEePUCTHKA allapaTypbl, HCTIOIb3YEeMOH ISl U3MEPEHUS ITapaMeTPOB MOOOUHBIX
PIEKTPOMArHUTHBIX M3TYUYEHHH U HAaBOJOK, MapaMeTpOoB (POHOBBIX IIYMOB U (PU3MUECKUX MOJIEH

3ansTue 31. ®u3nyeckne 0CHOBbI YTEYKH AKyCTHYeCKOIl HHpOpMannu
AKYCTHKA, CTPYKTYpa 3ByKa U €ro XapakTepUCTHKU. AKYCTORJIEKTpUYECKHe MpeoOpa3oBaHusl.

3ansitue 30. Pusuyeckre OCHOBbI YTEYKH BHI0BOW MHPOPMALIUT
Bunoas nnpopmanus. Ontuiyeckue CBOWCTBA CBETA.

3ansiTue 31. @Pu3nyeckue Npouecchbl NPH MOAABJIEHUU ONACHBIX CUTHAJIOB
CKpbITHE pedeBoi HHPOPMAIUH B KaHAJIaX CBsA3U. [lo/1aBIeHIE ONTACHBIX CUTHAJIOB
AKYCTORJICKTPUUECKHUX MPeoOpa3oBaHuil. DKpaHUPOBAHUE. 3alTyMIICHHE.

Tema 1.6. Cucremsl
3alIUThI OT YTEUKU
uH(popmManuu

Conep:xaHue y4eOHOro MaTepuaJia

1

3ansTue 32. OCHOBHBIE M0JIOKCHUSI COBPEMEHHOM KOHUENIUH 3alIUThl HHpopManun
TeXHUYECKMMH CpeCcTBaMHU.

OCHOBHbBIE HANpaBJICHUS] MHKEHEPHO-TEXHUYECKON 3aIIUThl MHPOpMALKU. 3a1a4H U IPUHIIMIIBI
MHKXEHEPHO-TEXHUUECKOH 3alUThl HHPOpMAIK. XapaKTepUCTUKA 30HOBOTO MPUHIIUIA 3aIlUThI
nHpOpMaLnu.

3ansaTue 33. Meroabl u cpeacrsa 3amuTbl HHGopmanuu odopadareiBaemoit TCIIU ot yreuku nmo
TEeXHUYECKMM KaHaJIaM.

[TaccuBHBIC METOIBI 3aIIMTHI HH(OpMaIuu, oopadbareiBaemoii TCIIN: skpaHnpoBaHUEe TEXHHUECKUX
CPEeACTB, 3a3eMJICHUE TEXHUYECKHX CPEACTB, PUIbTpAIis HH()OPMAIIMOHHBIX CUTHAIOB. DKOJOTHUECKU

JHCTHIC TEXHOJIOTHH MAaCCUBHOM 3alIMUThI I/IH(bOpMaI_II/II/I. AKTHUBHBIC METOABI U CPCACTBA 3alIUTHL

42




nHpopmanuu, oopadarsiBaemoii TCITN. MeToas! u cpeacTBa MPOCTPAHCTBEHHOTO U IMHEHHOTO
3alIyMJICHUSI.

3ansTue 35. CucreMbl 3a1UMTHI OT YTEeYKH MH(POPMALUM 10 AKYCTHYECKOMY KaHAJLY
TexHu4yeckue cpeacTBa aKyCTu4eckon pa3seku. HemocpencTBeHHOE MOACTYIINBAaHNE 3BYKOBOI
uHpopmanuu. [IpocnymmBanue nadopmanuy HanpaBIeHHbIMA MUKpopoHaMu. CucTema 3aIuThl OT
YTEUKH 110 aKyCTHUeCKOMY KaHaiy. HoMeHK1aTypa npuMeHseMbIX CPEICTB 3aIIUThl HHPOPMALIUU OT
HECAaHKLIMOHUPOBAHHOW YTEUKHU 10 aKyCTUYECKOMY KaHay.

3ansitne 37. MeToabl W CpeACTBa 3alIMThl AKYCTHYeCKOH HMH(OPMAUMM OT YTe4KH M0
TeXHUYECKMM KaHAJIaM

3amaun, pellacMble MACCUBHBIMU METOJAMH 3allUThl aKyCTHYECKOH HH(pOpMayu. 3BYKOM3OJSALMA
[MOMEIICHUH. AKYCTUYECKHUE DSKpaHBbI. 3BYKOMNOTJIOMIAIOIINAE MaTepualbl. 3BYKOH30JIUPYIOLIAs
CIIOCOOHOCTh  PA3IMUYHBIX KOHCTPYKIMH. 3anaud, penraeMble AKTUBHBIMH METOJAMHU  3aIIHUTHI
akycThdeckod  umHpopManuu. BuOpoakyctuueckas  MackupoBka. COBpeMEHHBIE  CpPEIICTBA
BUOPOAKYCTHUECKOW 3ammTbl. MeToabl M CpeACTBa 3alIUThl aKyCTMYeCKOW HWH(OpManuy,
repegaBaeMoil o TeneOHHBIM JIMHUSIM.

3ansaTue 39. CuctemMbl 32a1IUTHI OT YTEYKH HH(POPMALIMH 110 IPOBOJHOMY KaHAJLY
[Ipuniun padbotsl MuKkpodoHa u TenedoHa. Mcnonb3oBaHne KOMMYHHKAIUK B Ka4eCTBE
COCMHUTENILHBIX MPOBOIOB. HernacHas 3anuce nH(GopManuu Ha TUKTO(POHBI.

3ansaTue 40. CucreMsbl 3aIHUTHI OT YTeYKH HH(pOPMAIUK IO NPOBOAHOMY KAHAJLY
CucTeMsbl 3amuThl OT TMKTOQOHOB. HOMEHKIaTypa MpUMEHSIEMBIX CPEICTB 3alIUTHI MHPOPMALIUU OT
HECAaHKIIMOHUPOBAHHOW YTEUKH 10 IPOBOTHOMY KaHAIy.

3ansitue 41. Cucrembl 3alIUTHI OT YTeYKU HHGOPMALUH 110 BUOPALMOHHOMY KAHAJIY
JIIEKTPOHHBIE CTETOCKOIBI. JlazepHble cucTeMbl MOACHYIINBaHUA. [ napoakycTHUeCcKHe
rpeoOpaszoBaren. CUCTEMBbI 3aIIMTHI HHPOPMAIMK OT YTEUKH 110 BUOPALIMOHHOMY KaHaITy.
HoMeHkaTtypa npuMeHsIeMbIX CPEACTB 3alIUThl HH(OPMAIMK OT HECAHKIIMOHUPOBAHHON YTEUKH 110
BHOpAITMOHHOMY KaHAITY.

3ansaTue 42. CuctemMbl 3a1IUTHI OT YTEYKH HH(POPMALIMH 110 3JIeKTPOMATHUTHOMY KAHAJTY
[IpocnymuBanue napopmanuu ot paguorenedonos. [IpocnymmBanue napopmanun ot padoTaromei
anmaparypsl. [IpociymuBanue napopmManuu ot paano3akianok. [IpueManky nHGpopManuu ¢
panuo3axnanok. [IpocmymmBanue nHPOpMaLUU ¢ MACCUBHBIX 3aKIafoK. CHCTEMBI 3aIlUThI OT YTEUKH
10 JIIEKTPOMArHUTHOMY KaHainy. HOMEeHKIaTypa npuMeHsIeMbIX CPE/CTB 3alUThl HH)OPMAIH OT
HECAaHKIMOHUPOBAHHOW YTEUKH I10 2JICKTPOMAarHUTHOMY KaHaly.

3ansitue 43. MeToabl U cpeacTBa 3amUTHI HHpopMauun odopadarbiBaemoii TCIIM ot yTeuku 1o
TeXHHUYECKHMM KaHAJIaM.




[laccuBHbIE MeTOIBI 3amMTHI WHGpoOpManuu, odpadbareiBaeMoit TCIIN: skpaHupoBaHHE TEXHHUYECKUX
CPEICTB, 3a3eMJICHHE TEXHUUECKUX CPEJCTB, PUIbTpalys HHPOPMAIIMOHHBIX CUTHAIOB. DKOJIOTUYECKH
YHCThIE TEXHOJOTMH TACCUBHOW 3aIIMThl MH(pOpMAaruu. AKTHBHBIE METOIBI M CPEICTBA 3aIHUTHI
nHpopmanuu, obOpabareiBaemoit TCIIM. Meroasl m cpencTBa NPOCTPAHCTBEHHOTO M JIMHEHHOTO
3alyMJICHUS.

10

3ansaTue 44. CucreMsl 3aIHUTHI OT YTe4KH HHpOpManum no Teae(pOHHOMY KaHATLY

KoHTaKTHBIH 1 OECKOHTAKTHBIA METO/BI CheMa WH(POPMAIINHU 32 CUET HEMOCPEICTBEHHOTO MOAKIIOYCHHUS
K TesiehoHHOM nrHMK. Vcnonb3oBaHne MUKpOQOHa Teae(OHHOro anmnapara npy MoJI0KeHHON
TeneoHHOM TpyOKe.

11

3ansaTue 45. CucremMbl 3a1IUTHI OT YTEYKH HH(POPMALUH 110 TeJe()OHHOMY KaHAY
'YTeuka I/IH(i)OpMaHI/II/I II0 COTOBBIM LICIISIM CBS3HU. HOMeHKJ'IaTypa MMPUMCHACMBIX CPCACTB 3alllUThI
nHpOpMAalMK OT HECAHKLIIMOHUPOBAHHON YTEUKH MO TeIe(hOHHOMY KaHAIY.

12

3ansTue 46. CucremMbl 3a1IUTHI OT YTEYKN HH(OPMAIUH 10 JIEKTPOCETEBOMY KaHAJY
Huzko4acToTHOE YCTPOHCTBO cheMa nH(opMaIii. BrICOKOYaCTOTHOE YCTPOWCTBO CheMa HHPOPMALIUH.
HoMeHknaTypa npuMeHsIeMbIX CPEACTB 3alUThl HH(OPMALMK OT HECAHKLIMOHUPOBAHHON YTEUKH I10
PIIEKTPOCETEBOMY KaHAIy.

13

3ansaTue 47. CucreMsbl 3aI0UTHI OT YTeYKH HH(POPMALMH IO ONTHYECKOMY KaHAJIY
TeneBusnonusie cucteMbl HabroAeHus. [IprOopsr HOUHOTO BUAEHUS. CHCTEMBI 3aIIUTH HHPOPMALIUU
10 ONTHYECKOMY KaHaJly.

14

3anstue 48. OcobeHHocTH 00pa0OTKH MHGOPMALIUM IIPH HHCTPYMEHTAJIBLHOM KOHTPOJIe

PP PEeKTUBHOCTH ee 3aIMUThI.

OCHOBHBIE BU/IbI IOIPEIIHOCTEN U3MEPEHNI U TOTPEUTHOCTEN CPEICTB U3MEPEHHM, OKAa3bIBAIOIIUX
BIIMSIHUE Ha Ka4ecTBO 00pabOTKU MH(OpMAIMK ITPH OLIEHUBAHUH 3P (HEKTUBHOCTH €€ 3aIIUTHI.
O06paboTka pe3ysbTaTOB MPSAMBIX OJTHOKPATHBIX U3MEPEHUI NPU MHCTPYMEHTAJIbHOM KOHTpPOJIE
P(h(HEKTUBHOCTH €€ 3aIlUTHI.

15

3ansTue 49. OcodeHHocTH 00padoTKN HHGOPMALMM NPU HHCTPYMEHTAJIBLHOM KOHTPOJIE
A(pPEeKTHUBHOCTH ee 3aIUTHI.

OOpaboTka pe3yibTaTOB TNPSMBIX MHOTOKPAaTHBIX HW3MEPEHUI MapaMeTpOB, OILECHHBAIOIINX
A dekTuBHOCTL 3amuThl WHpopManuu. OOpaboTKa pPe3ysbTaTOB KOCBEHHOTO WHCTPYMEHTAIBHOTO
KOHTPOJIA 9P PEKTUBHOCTH 3aIUTHI HHDOPMAITUH.

16

3ansTue 50. Meroanb! u cpeicTBa KOHTPO.JIS 3P PeKTUBHOCTH 3a1IUTHI MHpOpMaun
Metoapl M cpencTBa KOHTpOis 3((EKTUBHOCTH 3aIIUThl MHPOpPMAUM OT €€ YTEYKH IO
PIEKTPOMAarHUTHBIM KaHanaM. M3mepurenbHble aHTeHHbl. KanuOpoBka HM3MEpUTENbHBIX aAHTEHH.

MeToabl U cpeacTBa UBMEPCHUSA IMapaMETPOB OIMMACHBIX CUTHAJIOB B 3JICKTPOMArHUTHOM II0JIC.




17

3ansaTue 51. Metoabl u cpeacTBa KOHTPOJIs 3 PeKTHBHOCTH 3alIUTHI MHpOpManun
CoBpeMEHHBIE CPEICTBAa aBTOMATU3ALMHA MU3MEPEHUN IIPU CIIELUCCIIEIOBAHUIX TEXHUYECKHUX CPEICTB.
MeToabl U cpelicTBa OIEHUBAaHUS Y(P(PEKTUBHOCTH 3aIIUTHl aKyCTUYECKOH MH(POPMAIUU OT YTEUYKH T10
BUOPOAKYCTHUECKUM KaHAJIaM C UCIIOJIb30BAHUEM HWHCTPYMEHTAJIbHBIX CPEJICTB.

18

3ansitue 52. MeponpusiTisi 10 BbISIBJIEHHIO CPEICTB TEXHUYECKOI pa3BeaKH.

MeponpusTHs 10 BBISBICHUIO CPEACTB TEXHUUECKOH pa3Benku. CriennanbHble TEXHUUECKUE CPEeCTBa
(CTC). Metonuka mnoucka CTC. Paamomonutopusr. Jlokamuzamus paguonsnydatommx CTC.
[Tpoepka Hanuuust uHppaxkpacHsix (MK) nzmyueHuii.

19

3ansaTue 53. MeToAuKa NOUCKA CHENHAJIbHBIX TEXHUYECKHX CPeICTB

BoisiBnenue HuzkowactoTHelx (HY) marnuTtHbix moseid. IIpoBepka siekTpoceTd U TeneOHHBIX
komMMyHUKanuid. [IpoBepka moMmenieHuss Ha HaJIM4YME AKYCTHYECKHX KAHAJOB YTE€UKH. DPU3HMYECKHI
nouck CTC

20

3ansitue 54. MeToabl U CpeACTBAa MOMCKA M HEWTPAJM3alMH HECAHKUMOHHPOBAHHOIO CheMa
uH(opMmanuu.

MeToibl ¥ CpelcTBa MOUCKA C MCIOJIb30BAHMEM HHIUKATOPOB, palnodyacTOTOMEpoB. CKaHMPYIOIIUE
MPUEMHHUKN W aHAIH3aTOPBI CIIEKTpa JUIsl TIOUCKA YCTPOUCTB repexBara mHopmarwu. [IporpammHo-
AInapaTHbIe KOMILIEKCHI paJIMOKOHTPOJIA.

21

3ansaTe 55. Meroabl M cpeacTBa NMOUCKAa M HeHTPaJM3aLMM HECAHKIMOHMPOBAHHOIO CheMa
uHpopManuu.

MeTtoapl TOHUCKAa YCTPOWCTB cheMa HHGPOPMAIMH C WCIOIB30BAHUEM HEIWHEWHBIX JIOKaTOPOB,
MeTaJlJIouCcKaTeNlel, PEHTT€HOBCKUX amnmnaparoB. CpeiacTBa M METOJbl KOHTPOJIS NPOBOJHBIX JIMHHM.
CriennanbHble IPOBEPKU CITy>KeOHBIX noMenienuil. [IporpamMma opranusaruu padbot

IIpakTHYecKkHe 3aHATHA

11 Baunstue 55. Onpenenenue kananoB yreuku [[DMUH

12 [BamsTue 56. PaGora c o6opyaoBaHueM 110 3ammTe oT yreuku no [ID9MIUH

13 [3ansaTue 57. PaGora c o0opynoBaHueM no 3amure ot yreuku no [IDSMNH

14 Baunstue 58. OnpeneneHue yTeuKH MO HETSIM JIEKTPOITUTAHUS U 3a3eMJICHUS 18
15 [Bansrume 59. 3ammuTa OT YTEUKHU MO HEMSAM 3JIEKTPOINUTAHUS U 3a3EMIICHUS

16 [3ansaTue 60. Onpenenenue yreuku HHGOpPMAIUK 110 aKyCTUYECKOMY KaHaTy

17 Baunsitue 61. Pabota ¢ 060pyaoBaHHEM IO 3alTUTE OT YTEUKH 0 aKyCTHUYECKOMY KaHAITy

18 [3aunsTuHe 62. Onpenenenue yreuku HHPOPMAITUH 110 BHOPOAKYCTHIECKOMY KaHAITY

19 [3ansTue 63. PaGora c 000py10BaHKHEM IO 3aIIUTE OT YTEUYKH 110 BUOPOAKYCTHUECKOMY KaHAITy

JlaGopaTtopHbie padoThI 32




1  [Baunsarue 64. Texuudyeckue cpeacTBa 0OHAPYKEHUS, TOKATU3AIMH U HEUTpaATU3aIliK PaliOU3ITydaronX|
CHELMAIbHBIX TEXHUYECKUX CPEACTB HErJaCHOr0 MOJIy4eHHsI HH(OpMAIHH.

2 Bausitue 65. [Torck u ToKamU3amys CKPHITHIX BUACOKaAMED

3 Bansitne 66. lcciegoBaHue METOIOB 3allUTBHl COTOBBIX TEJIE()OHOB OT HECAHKIIMOHUPOBAHHOIO
pOCITyIBaHUS

4  PBanstue 67. MccnenoBanue MeTo0B OJOKHPOBAHUS CPEACTB HECAHKIIMOHUPOBAHHOTO MIPOCITYIITUBAHHS
M Iepeayn JaHHBIX PA3IMYHBIX CTaHAAPTOB

S) 3ansitue 68. [loMCK yCTpOWCTB HETNIACHOTO CheMa WH(POpPMAIHMK C TMOMOIIBI0 TMPO(ECCHOHATBHOTO
HEJTMHEWHOT0 paJuoJoKaTopa

6 Bansitue 69. mxeHepHO-TEXHUUECKAs 3anuTa HHGOPMAITUH.

7 Bansitne 70. BriaBnenne © (QuKcanus CIeI0B TNPOTUBONPABHOW JESTEIBHOCTH, CBS3aHHOW (¢
ICTI0J1b30BAHUEM KOMIBIOTEPHON AEATENbHOCTU

8  [Bamsitme 71. MccnenoBanue ypoBHsS MOOOYHOTO 3JEKTPOMAarHUTHOTO n3nmyderns [1K

9 3ansitue 72. CHsATHE qUarpaMMBbl HAlIPaBICHHOTO MUKPO(hOHA

10 [Banstue 73. VccienoBaHue CIieKTpa peueBOro CUTHAIIA

11 [Banstue 74. OnpeneneHre ypoBHS TOOOYHOr0 U3JIyYEHUS B KaHAJIE 3JIEKTPOCBSI3U

12 3ansTue 75.0npenenenue ypoBHs MOOOYHOT0 U3IyYeHHs B KaHaJIe BUOPOAKYCTUKH

13 [BansTue 76. li3mepeHne ypoBHS MaCKUPYIOIIET0 BUOPOAKYCTHYECKOTO IITyMa

14 Baunstue 77. VI3mMepenue ypoBHS MaCKUPYIOMIETO IU(POBOTO IIyMa

15 [3aunsTue 78. McnbiTanue yueOHOM ayuTopuu Ha yTeuky nHdopmaimu o kanary [IIOMNUH

16 [3ansTue 79.lcnpiTanue yueOHON ayTMTOPUH HA yTeuKy HHGOPMAIIMU MO0 BUOPOAKyCTHUECKOMY KaHAITy

CamocTosiTesibHast padoTa 00yUyarouuxcsi

69

Cuctemaruueckas npopabOoTKa KOHCIIEKTOB 3aHATUH, yUeOHOH U CHelMaIbHON TEXHUYECKON JIUTEpaTyphl (110
BOIIpocaMm K naparpadam, riaBaM ydeOHbIX TOCOOHIA, COCTABIEHHBIM MPETIOaBaATEIIEM ).

ITonroroBka K 1a00paTOPHBIM paboTaM € HUCHOJIb30BAHWEM METOJMUYECKUX PEKOMEHIAIMN MpernoaaBaTes,
odopmIteHre J1ab0paTOPHBIX PadOT, OTYETOB U MOATOTOBKA K MX 3aIIUTE.

TemaTnka fOMalIHUX 321aHUH, COO0LIEHHUI, pedepaToB:

1. Knaccuduxkanus crnoco6oB U CpeJICTB 3aLIUThl HHPOPMALUH.

2. OCHOBHBIE U BCIIOMOT'aTeIbHbIE TEXHUYECKUE CPEACTBA U CUCTEMBI.

3. Ctpykrtypa KaHana yreuku uHpopmanun. Knaccudukamus cymecTByOmux GU3HIecKux Mojien u
TEXHUYECKUX KaHaJOB yTEUKH HUH(OPMAIIHH.

4. XapakTepHucTHKa KaHAJIOB yTeuku nHpopmaruu. ONTHIECKHe, aKyCTUIECKUE, PAHOIICKTPOHHbBIC U
MaTepHalIbHO-BEIIECTBEHHbIE KaHaJbl YTEUKH HH(POPMALIUHU, UX XapaKTePUCTHKA.

5. Cucrema 3alIMThI OT YTEUKHU N0 aKyCTHYeCKoMy KaHairy. HomeHkaTypa npuMeHsieMbIX CPEACTB 3alllUThI




nHpOpMAaIIUU OT HECAHKIIMOHUPOBAHHON YTEUKH MO aKyCTUYECKOMY KaHaIy.

6. Cucremsl 3a1UThI OT TUKTOPOHOB. HOMEHKIIaTypa MprUMEeHseMbIX CPEJICTB 3alIUThl HHPOPMAIUH OT
HECAaHKLMOHUPOBAHHON yTEUKHU 10 IPOBOJHOMY KaHaIy.

7. HomeHKI1aTypa IpUMEHSEMbIX CPEJICTB 3alIUThl HHPOPMAIIMU OT HECAHKIIMOHUPOBAHHON YTEUKH 110
3JIEKTPOCETEBOMY KaHally.

8. Texuuueckue cpencTBa Uil YHUYTOXKEHHS HMHPOPMAMM W HOCUTENEeH HHPOpPMAIUH, TOPSIOK
MIPUMEHECHUS.

KypcoBoe OO6s13aTenbHbIE AyAUTOPHBIE YUEOHBIE 3aHATHS M0 KYPCOBOMY MTPOEKTY
NMPOEKTUPOBAHUE 1 BansTue 80. Beencnue. Boiytaua 3aganmia
2 3anarue 81. Ananu3 mocTaBIeHHON 3a0a9u
3 BansTue 82. OnpenencHue 3amuniaeMblx HHPOpMaIIMOHHBIX akTUBOB. KaTeropuposanue nndopmanuu
4 Bausitue 83. OnpenencHue ysi3BUMOCTEH U yTpo3
S) Bansitne 84. Ananu3s 1 BEIOOP BO3MOXHBIX PELICHUN IO 3aIIUTE
6 BansaTue 85. AHanu3 MeXaHU3MOB 3allUTEI
7 |BansaTue 86. Ananu3 TpeOyeMbIX KOMIOHEHTOB 30
8 3ansaTue 87. [IpoekTupoBanue Moieau yrpo3
9 BansaTue 88. HacTpoiika KOMITIOHEHTOB 3aIIUThHI
10 Bansatue 89. KoHpuryprupoBaHue MOIH30BATCIBCKHAX 33124
11 Bansrue 90. IIpoexTupoBaHue FKCIEPUMEHTA 10 BHEAPEHNUIO CUCTEMBI 3aILIUTHI
12 [Bansitue 91. HopmaTuBHO-TIpaBOBOE 0OOECIIEUCHUE TTPOCKTA
13 Bamnsatue 92. Pacuer ungexca ROSI
14 Bansrue 93. IlonroroBka NOosICHUTEIbHON 3aIIUCKH K KYPCOBOMY IPOEKTY
15 [Bansitue 94. 3anuTa KypcoBOTro MPOESKTa
TemaTuka KypcoBbIX | 1. KommiekcHbI MoaX0a K MOCTPOSHUIO TEXHUYECKON 3alUThl MH(OpMalluu Ha 00beKTe HH(OpMaTU3aLIUHU.
NPOEKTOB 2. OCHOBHBIE TIOJIOXKEHHUS ¥ IPUHLIUIIBI HOCTPOCHUS TEXHUUECKOM 3aluThl HHQOpMaIIH.

3. AHaiM3 JIEMAcKUPYIOIUX TPU3HAKOB, METOIBI M CIIOCOOBI 3aIIUTHl JEMACKUPYIOUIMX IPH3HAKOB HA
00BEKTE 3aLIUTHL.

4. Mojienb MOBEIEHUS] BHEIIHErO HApyIIMTENs Ha dTanax peaju3alliyd yrpo3 0e30macHOCTH MH(pOpMaiui,
METOABl M CHOCOOBI MPOTHUBOJACHCTBUS OT yTeUKH HHGOpMAMM MO TEXHUYECKHM KaHajaMm. 5. Mojenb
MOBEJICHUs HMHcaillepa Ha d3Tamax peaju3aluu yrpo3 0e30macHOCTH HHQOpMAIMH, METOJbl U CIIOCOOBI
IPOTUBOACHUCTBUS OT YTEUKHU HHPOPMALIUU 110 TEXHUYECKUM KaHaJIaM.

6. YcnoBus u (akTopsl, CIIOCOOCTBYIOMIME YTEYKHM HH(OPMAIMHM IO TEXHWYSCKHM KaHalIaM, METOMAbI H
crocoObl MPOTUBOACHUCTBUS yTeUKe HHPOPMALIUH.

7. YcnoBus U cyObeKTUBHbBIE (DAKTOPbI, CIOCOOCTBYIOLINE YTEUKH MH(GOPMALMU MO0 TEXHUYECKUM KaHaJaM,




METOMBI M CIOCOOBI MTPOTHBOCHCTBUS YTEUKe HH(POPMALIUH.

8. MeToapl 3alIUThl BUAOBBIX JEMACKUPYIOLIUX MPU3HAKOB OT TEXHUYECKUX CPEACTB Pa3BEIOK.

9. MeTozp!I 3alUThl CUTHAJIBHBIX IEMAaCKUPYIOIINUX IPU3HAKOB OT TEXHUUYECKUX CPEJICTB PA3BEAOK.

10. Metoap! 3alIUTHI paJHOCUTHAIOB OT NEpeXBaTa TEXHUUECKHUMH CPEICTBAMU Pa3BEIOK.

11. Mertoap! 3aIMTHI 3JIEKTPUUECKUX CUTHAJIOB OT N€PEXBAaTa TEXHUYECKUMU CPEJCTBAMH Pa3BENIOK.

12. MeToibl 3aIIUTHI MaTEPHANIBHBIX U BEIIECTBEHHBIX JEMACKUPYIOIIUX MPU3HAKOB OT TEXHUUECKHUX CPEICTB
pa3BeIoK.

13. Texuuueckue cpenactBa HaOmoAeHus B BunuMoMm u MK nuamazonax 3a oOBEKTOM 3alllUThI, METOIBI U
CpeICTBa MPOTHBOACHCTBUS CPEACTBAM HAOIIOICHHS.

14. Texnuueckue cpeiacTBa HAOMIOACHHUS B PaJuo JMana3oHax 3a OOBEKTOM 3allMUThl, METOJbl U CPENCTBA
MIPOTHBOACHUCTBUS CPEICTBAM HAOIIOICHHS.

15. Texnuueckue cpelcTBa mepexBaTa KOHPHUACHUUATHHOW HMHGOpPMALMU MepeaaBaeMoi MO JIMHUU CBS3H,
METOMBI M CPEJCTBA MPOTHUBOJCHCTBUS TIepexBaTa KOH(UACHINAILHOW HHPOPMALIUH.

16. MeToapl U TEXHHUYECKHE CPENICTBA CheMa KOH(PHUACHIUATbHON pedeBoil HHPOPMAIIUU C UCTIOIB30BAHUEM
BTOPUYHBIX [IEPEU3ITydaTEIICH.

17. MeToapl U TEXHUYECKHE CPEJCTBA CheMa KOH(PHUACHIUATbHON pedeBoil HHGOPMAIIUU C UCIIOIB30BAHUEM
ONTOBOJIOKOHHBIX JINHUH CBSI3U.

18. MeToapl U TEXHUYECKHE CPENCTBA CheMa KOH(PHUACHIUATbHON pedeBoil HHPOPMAIIUU C UCIIOIB30BAHUEM
CPEJICTB BBICOKOYACTOTHOI'O HAaBA3BIBAHHUS.

19. Texuuueckue cpencTBa MOJACITYUIMBAHUS, METOABl U CpPEACTBA MPOTHBOJCHCTBUS CpPEICTBAM
MOJICTYLIUBAHUSL.

20. Texuuueckue cpeAcTBa aHalM3a JAEMACKHPYIONIMX MPU3HAKOB BEIIECTB, METOJIbI M CPEACTBA
HeUTpanu3anuu (yTUIN3aIui) OTX0/I0B MTPOU3BOCTBRA.

21. TexHuueckue CpeAcCTBa KOHTPOJsS, OOHApPY)KEHHS, YHHUYTOKEHUE 3aKJIAIHBIX YCTPONCTB, MOPSAOK
nposeneHus 311M.

22. Texnuueckue cpeicTBa KOHTPOJS, OOHAPYKEHUS, YHUUTOKEHUE 3aKJIAIHBIX YCTPONCTB, B CIIa00TOYHBIX
JUHUSX CBA3M, MOpAI0K npoBeaeHus 31IM.

23. TexHuueckue CpeJcTBa KOHTPOJS, OOHAPYKEHHUS, YHUUTOKEHHE 3aKJIaTHBIX YCTPOHUCTB B TeJIe(POHHBIX
JUHUSX CBA3M, MOpAI0K npoBeaeHus 31IM.

24. TexHU4YeCKUe CPeACTBA KOHTPOJIs, OOHAPYKEHUS, YHUUTOKEHUE 3aKJIaJHBIX YCTPOUCTB, B SJEKTPOCETIX,
LEeMAX 3a3eMJICHUs, TopsAIoK rpoBeaeHus: 31IM.

25. CriocoObl U cpeacTBa KOHTPOJIA U opsAaok npoBeaenus 3[IM B 3anuinaeMbIx MOMeIIeHU Ha OTCYTCTBHE
3aKJIaJHBIX YCTPOMCTB.

26. MonennpoBaHre BepOATbHOTO OOBEKTA 3aIUThI, BO3MOXKHBIX YIpo3 O€30MacHOCTH WH(POPMAIMH I
ONTUYECKUX KaHAJIOB yTeUKH MHpopmanuu B BunumoM u MK nuanazonax, pazpaboTka crioco60B, METOIOB H




TEXHUYECKHUX CPEJICTB 3AIIUTHI HHPOPMALIUH.

27. MaremaTtndyeckue METOJbI MOJCIMPOBAHUS Ui BEpOaIbHOTO OOBEKTA 3aIIUTHl OT BO3MOXKHBIX yIpo3
6e30nmacHOCTH UHPOPMALIUH TSI aKyCTHYECKHX KaHAJIOB YTEUKU MH(POPMAITUH.

28. MopenupoBanue BepOAIBHOTO OOBEKTa 3alIUTHI, TAEC BEIyTCS KOHQUIACHIUMAIBHBIC MEPErOBOPHI,
BO3MOXHBIX YIpo3 0€30MacHOCTH WH(POPMALUU Uil aKyCTHUECKHMX KaHaJOB YTEYKH WH(OpMaLnH,
pa3paboTKa METO/IOB ¥ TEXHUYECKHUE CPEACTB 3alIUThl HH(OPMAIIHH.

29. MopenupoBanue BepOAIBHOTO OO0BEKTa 3alIUTHI, TAE BEeXyTCS KOH(QUACHIUAIBHBIE MEPEroBOPHI,
BO3MOXKHBIX yrpo3 0e30macHOCTH WHGOpPMAIMKA IS aKyCTHKOPAAMUAICKTPOHHBIX KAaHAJIOB  yTEYKH
uHpOpMaILnH, pa3padoTKa METOAOB M TEXHUYECKHX CPEICTB 3aIIUTHI HHPOPMALIUH.

30. MopenupoBanue BepOAITBHOTO OOBEKTa 3alIUTHI, TAC BEIyTCS KOHQUACHIUAIBHBIC MEPErOBOPHI,
BO3MOXKHBIX yTpo3 0e30MacHOCTH HH(GOpPMAIMK I aKyCTUKO-ONTUYECKHX KaHAJIOB YTEUKH MH(OpMALUH,
pa3paboTKa METO/IOB M TEXHUYECKUX CPEJIICTB 3aIIUThl HHPOPMAITUH.

31. MopenupoBanne BepOATbHOTO OOBEKTa 3aIUTHl, TN MPOU3BOAUTCS 00paboTKa WH(pOpPMAIMU C
ucnonb3oBanueM CBT (AC), BO3SMOXHBIX yrpo3 0€30MacHOCTH WH(POPMAIIMY U TEXHHUECKUX KAHAIOB YTEUKH
uHpOpMaLnH, pa3padoTKa METOAOB U TEXHUYECKHUX CPEICTB 3alIUTHI HHPOPMALIUH.

32. MogaenupoBanue BepOATbHOTO OOBEKTA 3alIUThI, T/ MPOU3BOAMTCS 00paboTka uWHMOpPMAIUU C
UCTIOJIb30BAaHUEM TEXHHUYECKHUX CPEICTB 00paboTKu WHQPOpPMAIMKH, BO3MOXHBIX YIpo3 0O€30MaCHOCTH
MHPOPMAIIUU U TEXHUYECKUX KAHAJIOB YTEYKH HH(OpMAIMH, pa3padoTKa METOJOB M TEXHHYECKHX CPEICTB
3aIUTHl UHPOPMAITUH.

33. MogaenupoBanne BepOATbHOTO OOBEKTA 3aIUThI, BO3MOXKHBIX YIpo3 O€30MacHOCTH WH(POPMAIMH I
MaTepHabHO-BEIIECTBEHHBIX KaHAJIOB YTEUKH MH(OpMaIuu, pa3paboTka METOJOB U TEXHUYECKHX CPEICTB
3alUThl HH(POPMAIIHH.

34. Tlopsmok mpoBeneHUs] aTTeCTAIIMOHHBIX WCIBITAaHWHA 1O TpeOOBaHUAM 0e30macHOCTH HMH(GOpMAIMK Ha
npumepe BepOaTbHOTO 00beKTa HH(OPMATH3AIIUH.
35. IMopsmok mpoBeneHUs padoOT MO CO3AAHUIO CHCTEMBI 3aIIMTHI MH(POPMAIUHN Uil BEpOATBLHOTO O0OBEKTa
UHPOpPMATH3AIUH.

36. Opranu3aioHHbIe METOABI KOHTPOJIS d()PEKTUBHOCTH 3amUThl HHOOPMALIUK HA TIpUMepe BepOaTbHOTO
00bekTa MHGOPMATH3AIIUH.

37. Texuudeckue cpencTBa KOHTPOJS 3(PPEKTUBHOCTH 3aIIUTHI MHPOPMAIMM Ha TpuUMepe BepOaTbHOTO
00bekTa MHGOPMATH3AIIUH.

IIpoMe:xxyToyHasi arTecTanus B ¢gopMe 1 pepeHIUPOBAHHOIO 3a4eTa

Pasznen 2. ®uznueckas 3amuta Juanii ceazu UTKC

MJIK.03.02. ®u3uyeckas 3alIUTa JHHUHA CBSA3H HH(POPMAIMOHHO-TEJICKOMMYHHKANMOHHBIX CHCTEM H CceTell
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Tema 2.1. llenu u 3agauu

Cone

p:kaHue y4eOHOro MaTepuasa

busnueckon 3amuThl | 1 3ansaTue 1. ®usndeckas 3amura uHGopMauun
00BEKTOB XapaKTepUCTUKN TOTEHIIMAILHO OIMAacHBIX 00BeKTOB. CopepikaHue W 3amaud (U3UUECKOW 3aIlHThI
uH(pOpMaTU3aAUH 00bekTOB MH(MopMaTuzanuu. OCHOBHBIE TOHATHS HHXKEHEPHO-TEXHUYECKUX CPEACTB (HU3HUECKOMH 4
3ALUTHI.
2 3ansaTue 2. KateropupoBanue 00beKTOB HH(pOPMaATH3aALNH.
KareropupoBanue o0bekTOB MHGOpMaTu3auuu. Mojaens HapyImUTeNs U BO3MOXHBIE MYTH M CHOCOOBb]
€ro NPOHUKHOBEHHUS Ha OXpaHseMblii 00beKT. OCOOEHHOCTH 33124 OXpaHbl Pa3IMYHBIX THIIOB 00BEKTOB
IIpakTnyeckue 3aHATHS
1 3ansaTue 3. MccnenoBanue Bo3moxkHoctet C3U «Ctpaxk NT» 4
2 3ansTue 4. Mcciegosanue nporpaMMHoii cpeabl «Crpax NT»
Tema 2.2. O6mme | Conep:xkaHue y4eOHOro MaTepuasia
CBEIEHHS O KOMIIIEKcax | 1 3ansiTue 5. O0mMe NpUHIMIIBI 00ecnieyeHus1 0€30MaCHOCTH 00bEKTOB.
MHXCHEPHO-TEXHUIECKUX PKu3HeHHBIN UK cucTeMbl (pu3ndeckoi 3amuThl. [I[pUHIUIBI TOCTPOEHUS! UHTEIPUPOBAHHBIX CHUCTEM|
CpEaCTB usnueckoi oxpanbl. Kitaccudukanys 1 coctaB HHTETPUPOBAHHBIX CHCTEM OXPaHBbI. 4
3aIIUTEI 2 3ansiTue 6. TpeOoBaHMs K MHKEHEPHBIM cpelcTBaM (pU3MUYECKOH 3aUTHI.
W HxeHepHble KOHCTPYKIUU, IPUMEHSIEMbIE ISl TPEIOTBPALICHHS] IPOHUKHOBEHUS 3J10yMBIIIEHHUKA K
MCTOYHUKAM HH(OpMaIUH.
IIpakTnyeckune 3aHATHSA
3 3ansaTue 7. Yrpasnenue nosp3osareiasimu «Ctpax NT», yuer nonas3oBareneit «Ctpax NT»
4 3ausitue 8. l30uparenpHoe ynpasiaeHue «Ctpax NT» 10
5 3ausitue 9. CoprupoBka u mouck ¢ «Crpax NT»
6 3ansaTue 10. Penaktuposanue noas3zoBatenei «Ctpaxk NT»
7 3ansTue 11. zmenenue Hactpoek «Ctpaxk NT»
Tema  2.3. Cucrema | Coaep:xkaHue y4eOHOro MaTepuaJia
OOHapy»KeHUs KoMIulekca | 1 3ansaTue 12. UndopmannoHHbIe 0CHOBBI NOCTPOCHHUS CHCTEMBbI OXPAHHOM CHTHAJIH3AIUH.
MHXCHEPHO-TEXHUYECKUX Hasnauenue, kiiaccuukanys TEXHUUECKUX cpeacTB oOHapyxeHus. [loctpoenue cucrem obecrieueHust
CpCACTB usngeckon 0€30MacHOCTH 0OBEKTA. 4
3aIlUThI 2 3ansitue 13. Cpencrea o0Hapy:KeHUs
[lepumeTpoBBIE CpeicTBAa OOHAPYKEHUS: HA3HAUYCHHUE, YCTPOHUCTBO, MPUHIHUIT AeHCTBHs. OOBEKTOBBIE
cpelcTBa OOHApYKEHMsI: Ha3HAUCHUE, YCTPONUCTBO, MPUHIIUII ACHCTBHSL.
IIpakTyeckune 3aHATHSA
8 3ansaTue 14. Vccnenosanue BosmoxkHocren «Curypa M19» 8
9 3anstue 15. [Togroroska k padore «Curypa M19»




10

3ansaTue 16. [Touck curnanos [IDMUH «Curypn M19»

11 3ansTue 17. Ananus cursanoB «Curypa M19»
Tema  2.4. Cucrema | Coaep:xkaHue y4eOHOro MaTepuaJia
KOHTpOJIA W yHOpaBieHus | 1 3austue 18. CKY/|
AOCTYIIOM MecTo cuctembl KOHTpoui U ynpasieHus nocrynom (CKVY/I) B cucreme obecrieueHus
nH(popMannmoHHoU O6e3omacHocTr. Ocobennoctu nocrpoenus u pazmenienus CKY [, Ctpykrypa u
coctaB CKVY /1.
2 3ansTue 19. [lepudepuiinoe odopynosanue u Hocurean nupopmauun B CKY /1.
OcHoBbl noctpoenust U npuHIUIbl GyHkuuonupoBanus CKY /. Knaccudukanus cpeacts ynpaBieHUs]
TOCTYTIOM.
3 3ansarTue 20. Unentuduxkanus B CKY /[
CpenctBa uaeHTH(OUKAUN W ayTeHTH(PHUKAIUA. MeTOIbl yIOCTOBEPEHUs JIMYHOCTH, TIPUMEHSIEMbIC B
CKVY 1. O6HapyxeHre MeTaNIMYeCKUX MPEeIMETOB U PaJIMOAKTHBHBIX BEIIECTB.
4 3ansTue 21. [IpaBoBoe U HOpMATHBHOE oOecevYeHne.
OCHOBHBIE TIPAaBOBBIE, PYKOBOJSIINE, HOPMATHBHBIE W METOAWYECKHE JOKYMEHThI B 00JIaCTH
npumenenuss CKY/l. TlpaBa u 00s13aHHOCTH pPaOOTHUKOB CIIYXKObI oOecrieueHHus: MHPOPMAIMOHHOM
0e3omacHOCTH W pexuma. OTBETCTBEHHOCTh 3a HapylLIeHHWE TpeOOBaHWM 3amuThl HHQOpPMALUN H
pexumMa. 14
5  [3ansarue 22. MeToabl U CPeACTBA NOCTPOCHHUS CHCTEM KOHTPOJISA M YIIPaBJIEHHUS 10CTYIIOM
OCHOBHBIE METOABI M CpPEACTBA 3aIIUTHI OT YTEYKHM IO MaTepUAIbHO-BEIIECTBEHHOMY KaHaIy.
OpranuzalioOHHbIE METO/bl 3alIUThl. CHUCTEMbI OXpaHbl MEPUMETpa MPEeaNpUsITHs. MHOro30HanbHas U
MHOTOpyOeskHas 3amurta. CtpykrypHbie cxembl CKY /1. Ongno nsepnsie u maoro nsepusie CKY I, Oxno
KOHTpoJiepHble W MHOro koHTposuiepuble CKVYJl. Opranuzamusi nepenayd, XpaHEHUS WU
nokymentupoBanus nnpopmanuu B CKY /I, lononautensusie pynkunu CKY /L.
6 [BamsaTue 23. OpraHu3alHOHHBbIE OCHOBBI CO3JAaHHS M IKCIUIYaTAlMH CHCTEM KOHTPOJA W
ylpaBJieHHs J0CTYIIOM
Opranuzauus paborsr CKVY]J. Homenknarypa u mopsaok  pa3paOOTKH — OpraHu3aliOHHO-
pacriopsauTeIbHbIX JOKyMeHTOB 1o 3kciuryaTanun CKY I Ctpykrypa cinyx0b1 pexxuma. [InanupoBanue
pabor mno oskcmiayarauun CKVY]. JluuensupoBanume u ceptudukauus. [lopsnok ceprudukanuu
texuuueckux cpencts CKVYJl u nunensupoBanus aearenbHOcTH. OCHOBHBIE JTOKYMEHTBI B cdepe
MUIIEH3UpOoBaHus U ceprudukanuu. [loaroToBka M NMepenoAroToBka KaapoB B 00JACTH BHEAPEHUS U
pkcrryatanuu CKVY /1.
7 3ausitue 24. MeToabl U cpeacTBa KOHTPOJISA 3(PPEKTHBHOCTH CHCTEM KOHTPOJISI M yIpaBJieHHSs

TOCTYIOM.




[Toxazarenn >¢ppexruBHocTH CKVY]] Ha 0o0bexTe mHMOpMaTH3ammMu. MeETOIBI M CpPEACTBA KOHTPOJIS
bdhdextuBHOCTH CKY /I, BepositHOCTHBIN Toaxox K oneHke dhdextuBHocTH CKY [

HpaKTl/l‘leCKI/le 3aHATHUSA

12 [Bansatue 25. O6ocHOBanue HeoOxomaumocTu coznanus CKY]l oOwbekta mH(pOpMaTH3allMd HAa OCHOBE
HOPMATHBHBIX 1 METOJJMYECKUX JJOKYMEHTOB.
13 [3ansTue 26. Monenu Hapymmresnei puzndeckoi 6e30macHoCTH 00beKTa HHPOPMATU3AIIH.
14 [Bansitue 27. Pa3paboTka TOMOIOTMM MHOTO30HAIBHOW U MHOTOPYOEKHOW CHUCTEMBI (U3UYECKOU 12
BaIUThl 00BEKTA
15 [3ansrue 28. Pa3paboTka cTpykTypHOH U pyHKIIMOHAIBHON cxeM CKY /1.
16 [Bansitue 29. PazpaboTka OCHOBHBIX OPTaHU3AIMOHHBIX JTOKYMEHTOB CIIYXObI PEKHUMa TPEIAPUSTHSA.
17 3ansaTue 30. PazpaboTka metonuk koHTpOst dpdexruBHOCTH CKVY /1.
Tema 2.5. Cucrema Coaepsxkanue y4eOHOro MaTepuasa
TEJIEBU3UOHHOTO 1 3anstue 31. Cucrema TeJIeBU3HOHHOTO0 HA0IIOACHUS
HaOIIOIEHNS AHanoroBsle W UU(POBBIE CHCTEMBl BHIEOHAOMIOJeHUA. Ha3HaueHHe CUCTEMbl TEJIEBU3UOHHOTO
HaOroneHnst. CocTaB CUCTEMBI TEJIEBU3UOHHOIO HAOIIOICHHU. 4
2 3ansitue 32. O6opyroBaHue cuCTEM BHIEOHADIOAEHUS
Buneokamepsl. O0bexkTuBbl. Tepmokoxyxu. I[loBoporHbie cuctembl. HMH]pakpacHble OCBETHUTEINH.
JIeTeKTOpbI IBHKEHUS.
IlpakTHyecKkue 3aHATHA
18 [3ansTue 33. PaccMoTpeHne MPUHIIAIIOB YCTPOUCTBA, paOOTHI ¥ IPUMEHEHUS CPECTB 4
BUICOHAOTIOICHUSI.
19 [Bausitue 34. PaccMoTpeHne NPUHITUIIOB YCTPONCTBA, paObOTHI ¥ MPUMEHEHHSI CPEJICTB KOHTPOJIS IOCTYTIA,
Tema 2.6. Cucrema coopa, | Comep:kanue yueGHOro MaTepuasia
00paboTkH, oToOpaxkeHus | 1 3anstue 35. Knaccudpukanus cucremsl cOopa u 00padoTkn HHPOpMALMH.
u JAOKYMCHTUPOBAHUS Cxema (yHKIIMOHUPOBAHHUS CUCTEMBI cOOpa 1 00padboTku nHpopMaluu. BapuanTtel cTpyKTyp 4
uHdpopmarmu [OCTPOSHHSI CUCTEMBI cOOpa 1 00paboTKK MH(POpMaIUK. Y CTpOHCTBA OTOOpaXKEHUS U
ITOKYMEHTHPOBaHUS HH)OpMAIHH
2 3ansaTue 36. O030p orevyecTtBeHHbIX pemennii CCOU
IIpakTryeckune 3aHsATHS
20 [BanmsTme 37. PaccMoTpeHHME TPHHIUIIOB YCTPOWCTBA, pabOTHl W MPHUMEHEHHS CHUCTEMBI cOopa u
00paboTKu nHbOpMAITUN 4
21 [Banstue 38. CpaBaenue oreuectBeHHBIX CCOU




Tema 2.7. Cucrema
BO3/ICUCTBUA

Cone

p:kaHue y4eOHOro MaTepuasa

3ansarue 39. Cucremsl Bo3aeiicTBUSA
Hasnauenne wu wiaccuukanus TEXHUYECKUX CPEACTB BO3JeHCTBUSA. (OCHOBHBIE IOKa3aTeny
TEXHUYCCKUX CPEJICTB BO3JICHCTBUSI.

IIpakTnyeckue 3aHATHS

22

3ansTue 40. lccnenoBanue Bo3MoxHoCTel paguonokaropa NR-9O0OEMS

23

3ansitue 41. ViccnenoBanue BozmoskHocteil nmprbopa ST 033P [Mupanbs

24

3ansaTue 42. MccnenoBanne Bo3MoxkHOCTeH aHanuzaTopa cnekrpa OSCOR Green

Tema 2.8. Ilpumenenue
MH)KEHEPHO-TEXHUUECKUX
CpeAcTB ¢buznveckoi
3aIINTHI

Cone

p:kaHue yueOHOro MaTepuaJa

3ansitue 43. Opranu3anMOHHbIC OCHOBbI HH/KEHEPHO-TEXHNYECKOM 3alIUThI HH(POPMALHMHU

3amauyM M CTPYKTypa TOCYAapCTBEHHOW CHUCTEMBI HHXCHEPHO-TEXHUYECKOW 3alUThl HH(OPMAIIHH.
Opranuzaiys WHXEHEPHO-TEXHUYECKOW 3amuThl WHGOPMAIMU HA MPEANPHUIATHIX, B YUPEKIACHUSX.
HopmatuBHO-TIpaBoBasi ~ 0a3a  MH)KEHEPHO-TEXHWYECKOH  3ammTel  wHpopMamuu.  OCHOBHEIC
OpraHM3aIlMOHHBIE M TEXHUYECKHE Mephl MO O0O0EClEeYeHHI0 WH)KEHEPHO-TEXHUYECKOW 3allIUThI
nHpopmanuu. KoHTpob 23 PeKTHBHOCTH WHKEHEPHO-TEXHUIECKOH 3aUThl HH)OpMaIiu

3ansaTue 44. Meroguyeckoe odecrneyeHHe HHKCHEPHO-TEXHNYECKOM 3aIlIUThI HH(pOpMauu
AJTOPUTM TPOEKTHUPOBAHUS CUCTEMbI 3alluThl HHpopMmanuu. MopaenupoBaHue OOBEKTOB 3aLUTHI.
MopaenupoBanue yrpo3 uHpopmaruu. MoaeaupoBaHUe KaHaJOB HECAHKIIMOHMPOBAHHOTO JOCTyHa K|
nH(popMannu. MoJenrpoBaHue KaHaJ0B YTEUKH HH(POpMaIK

3ansaTue 45. Meroguyeckoe odecrneyeHne HHKEHEPHO-TeXHNYECKOH 3alIUThI HH(pOpManuu
Opranu3anus 3alUThl MCTOYHMKOB MH(OPMALMU INPH HNOMOIIM aKTUBHOro oOopynoBaHusi. Beibop
TCXHUYCCKUX CPCACTB OXPAaHBI. Tumnosbie MCPBI I10 3alIUTC I/IH(bOpMaI_II/II/I oT HaGHIOI[eHI/ISI. Tumnosbie
Mepbl 10 3amure MHGOpMalUM OT MOACIYIIMBaHWs. THUIOBBIE Mephbl MO 3allUTe WHPOPMALUU OT
repexBara

3ansaTue 46. Cucrema HHKeHEPHO-TEXHUYECKOH 3aIUTHI HHGOpMAUKT

Orpaxnaenust Tepputopun. OrpaxIeHUs 3JaHUN U COOpYXKeHHd. Metauimueckue ImKadbl, CCHPbl U
xpanwinma. CpencrtBa cUCTEM KOHTpoOJis U ympaBieHus jgoctynoMm. CpenctBa oOHapyKeHUS
3JIOYMBIIIJICHHUKOB U Toxkapa. M3pemarenu. CpencrBa KOHTPOJIS M yIPABJICHHUST CPEACTBAMU OXPAHBI.
CpencTBa TeneBU3MOHHON oxpaHbl. CpencTBa onoBenieHus. CpeacTBa HEUTpainu3aluuu yrpo3

3ansTue 47. CucreMa HHKeHEPHO-TEXHUYECKOI 321U ThI HHpOpMAIHT

CpenctBa NpOTHBOACUCTBUS HAOIIOACHUIO B PAa3NUuYHBIX AuanazoHax. CpelncTBa 3BYKOM3OJSALMU U
3BYKOIIOTJIOIIEHUS] aKycTudeckoro curHaia. CpeacTtBa NpeqoTBpalleHUs YTEUKH HHQOpPMAUHU C
[OMOILBIO 3aKJIAJHBIX MOACTYLIMBAIOIUX YCTpoicTB. Kiaccudukamus cpeiactB OOHApYXKeHUS H

MoKanu3anuu. Armmapatypa paauokoHTposiss. CpencrtBa KOHTpPOJSl Tele(OHHBIX JUHUKA W IemneH
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PIIEKTPONUTAHUA. TEXHHYECKHE CpeJCTBAa MOJABJICHMsS CHUTHAJIa 3aKJIagHbIX YycTpoicTB. Cpencrsa
KOHTPOJIS] IOMEIEHUH Ha OTCYTCTBHE 3aKJIaHbIX YCTPOWCTB

6 3austue 48. lemackupyomue Npu3sHaAKu 00beKTOB 321U THI.
Ono3HaBaTeNbHbIE MPU3HAKA U TPU3HAKH JESATeNbHOCTH OOBEKTOB. BuIOBbIE, CUTHaJIbHBIE W
BCIICCTBCHHBIC ICMACKUPYIOIIHE IMPU3HAKH. I/IH(i)OpMaTI/IBHOCTI) IMPU3HAKOB. IToustue o IIPU3HAKOBBIX]
CTPYKTypax.

7 3ansaTue 49. Knaccupuxanus neMacKupyommx Nnpu3HaKkoB
(OCHOBHEBIE BUJOBBIC ACMACKHUPYIOMIUC MMPU3HAKH 06I>CKTOB Ha6JHO,Z[eHI/I$I. OcHOBHEBIE IIPpU3HAKH,
XapakTepusylonye (¢GU3NYecKue U XU-MHUECKHe CBOWCTBA MarepHalbHbIX Ted. llonatue o
JACMACKUPYIOINUX O6’beKTaX, CHUTHaJIaX U BCIIECTBaAxX

8 3ansiTue 50. OCHOBBI NPOTUBOACHCTBUA TEXHUYECKHUM CPEACTBAM Pa3BelKH

CriocoObl  KOMIUIEKCHOTO ~ HCIOJIB30BAHUS  3JIOYMBIIIJICHHUKAMU TEXHHUUYECKUX KaHAJIOB YTEYKH
nHGopManuu. MeToabl IHEPreTHUeCKOro CKpPbITHA AaKyCTHUECKHMX CHUTHAJIOB: 3BYKOM3OJSILUA U
3Bykonoriomenne. Knaccupukarus, CymHOCTh W TMapaMeTphl 3BYKOW3OJALUU OTPaXIEHUH, KaOuH,
AKyCTUYECKHUX 3KpaHOB, IirymuTesnei. CriocoObl NOBBIIIEHHS 3BYKOU30JISALIUN OKOH U iBepeil. OCHOBHBIE
3BYKOTOTJIONIAIOIINE MaTEPHUAJIBl M CIOCOOBI UX TPHUMEHEHHSL.

IlpakTH4yecKkue 3aHATUA

25 [Bansitue 51. IlpoBeneHne aHain3a 3alIMIIAEMON B KAOMHETE PyKOBOAHUTENSI HH(POPMAIHN
26 [3ansiTme 52. MozpenupoBaHue yrpo3 BO3IEHCTBHS HA HCTOYHUKU MH(OpMAIIH 6
27 3auaTme 53. Pa3paboTrka W ocylIecTBIEHHE Mep IO MPEJOTBPAIICHUIO MPOHUKHOBEHUS
3II0YMBIIIJICHHUKA K NCTOYHUKAaM MH(POpPMauu
Tema 2.9. Okcrnyaranus | Copep:kanue y4eO0HOro Marepuajia
HH)KEHEPHO-TEXHUYECKUX | 1 3ansaTue 54. Kubep0e30nacHoCTh: OCHOBHbIE NIOHATHSA U ONIPeae/IeHus
CPEACTB (PU3HIECKOM Kubepbe3zonacHocTh (MHpOpMaoHHas 0€30MacHOCTh) KHOePPUZNIECKUX CUCTEM, KHOEpOE30TacHOCTH|
3aIlUThI B «IHTEepHET-BENIE»: OCHOBHBIE CTAHAAPTHI, IOHATHS, OIIPEACIICHHUS.
2 3ansaTue 55. CrangapTsl Kudepoe3onacHoOCTH
Kubepdusndeckne cucrembl u «VHTepHeT-Bemiei»: 0030p OCHOBHBIX NpOOJIEM, CBS3aHHBIX C
K1OepOe30MacHOCThIO; OCHOBHBIE YIPO3BI M YSA3BUMOCTH B cdepe kubepde3onacHocTH. PerynupoBanue 20
BOIPOCOB KubOepOe3onacHocTH B «IHTepHET-BemIei»: MexayHapoaHoe, B PO.
3  [BansTue 56. ®yHKIMOHAIbHAS 0€30MaCHOCTh: OCHOBHbIE MOHATHS U ONpeaeTeHUusl
@dyHkuMoHaNbHas 0e30MacHOCTh: OCHOBHBIE CTAaHNAPTHI, MOHATHSA W ompeneneHus. O030p OCHOBHBIX
CTaHIapTOB B chepe PYHKIMOHATBHON 0€301TaCHOCTH.
4 3ansaTue 57. KudepoesonacHocts B « MHTEpHET-BewIei»

KubepOe3onacHocts B «MHTepHeT-Bemiel» A rpaxaaH: kiaccupukauus npoayktoB «WHTepHeT-




Bellel» JUIsl TpaxaaH, Yrpo3bl, YA3BUMOCTH, PUCKH Ha MpUMEpe MOMYJIAPHBIX MPOAYKTOB. «HTepHET-
Bellei» B cdepe 3ApaBOOXPAHEHUS — PUCKU U MPOONEMBbl. «YMHBIM JOM» - PUCKH U MPOOIEMBI.
IOpunnueckue nHIMAEHTH — npuMepsl Llenn obecnieuenus: kubepbe3onacHocTH B «VIHTEpHET-BemIen»
TS TPaXKIaH

5  [Bansarue 58. Kudepoe3onacHocTh Il cMCTEM «YMHOI0 ropoaa
«YMHBII TOPOJ»: COCTaB CUCTEM (KaTeropuu cucreMm, kiaccupukanms), 3peaocts Smart City: nmonsrue,
KpPUTEPUU OLICHKH, YTPO3bl, PUCKH U TMPOOJIEMBI, MOJIEIb yIrpo3 (CTPYKTypa, OCOOECHHOCTH), 0030p
CTaH/apTOB MO HarpaBieHUIo «YMHBIA ropoma» (Smart City). «MHTepHeT-Bemei» u ero npuMeHeHne B
Smart Grid, npo6yieMbl KHOEpOE30MaACHOCTH

6 3ansaTue 59. KudepoesonacHocts B « IHTepHeT-Bewei» B NPOMBIIIJICHHOCTH
Kubepdusnueckue cucrembl u «MHTEpHET-Belei» B MPOMBIIIIEHHOCTH: TOHATHE «WHIyCTpHanbHBIN
VHTepHeT-Beliel», COOTHOIIEHHE C TMOHATHEM «KuOeppu3ndeckas CHUCTEMay, KIacCU(pUKAIHS
npoaykToB «HTepHET-Beme», cooTHomeHue ¢ nouatusimu ACYTII, ICS; yrpo3sl, ysI3BUMOCTH, PUCKHU

7 Bansitne 60. Kputuueckas uHpopManuoHHass HHGPACTPYKTypa: OCHOBHbIe TOHSTHS,
onpejiesieHUs1, MPOEKTHUPOBAHUE CHCTeM 0€30IaACHOCTH.
Kputnueckast wH(pOpManmonHas HHPpPACTPYKTypa, OCHOBHBIE TOHSTHSA, CTaHAApThL.. Kputuueckas
nHpopmanmonHas nadpactpykrypa PD, ocHoBHbie moustus, HITA, TpeboBanus.

8 [Baunsrtme 61. O0bexTl KU
KareropupoBanue o0bexToB KU P®, nopsaok u kpurepun OcHOBHBIE nojicucTeMbl obecrieuenus: b
oobekToB KMU. CpencrBa oOecreuenusi kubepOezonacHoctu (0030p) IlpoektupoBanme cucrem|
06e30macHOCTH 3HaYMMbIX 00bekToB KM

9 3ansaTue 62. CMUB nas o6bektoB KUU
Cunbl obecrnieuenus kubepOezonacHoctn 00bekToB KHMU TpeboBanus K crenuagucraM B 00JIACTH
knoepOezonacHoctn  «MHTEpHET-Bemel», KpUTHYECKOW  HMH(DOPMAMOHHOW  MHPPACTPYKTYPHI.
[Toctpoenne CMUB nns o6bexkroB KM Ha nmpoMblnuieHHBIX 0ObekTax: O030p cTaHAApTOB CEMEHCTBA]
ISO / TOCT 27K. CocraB CMUB. Ocobennoctu cozganuss CMUDB mis oowvektoB KU  HA|
[POMBIIIICHHBIX 00BEKTaX

10 Banstue 63. Ctanaaprtel 6e3onacHocTH 00bekToB KU
OTBETCTBEHHOCTh 3a HapylieHHe TpeOoBaHWI 3akoHomarenbcTBAa PD B cdepe obecrneueHus
6e3onacnoctu KM u KBO TOK

JlabopaTtopHbie padoThI

1 3ansaTue 64. lccnenoBanue Bo3moxHocTer umuraropa ABPOPA-3 16

2 SausaTue 65. McciaenoBanue Bo3MoxxHocter kommiekca KPOHA-ITPO

3  [BansTme 66. lccnenoBanue Bo3moxuocter npuemarnka CKOPITMOH-XL




3ansiTue 67. lccnenoBanne npuHIMIIOB paObOTH HHIMKaTopa mosst PIY-8

3ansitue 68. VccienoBanue npuHIMNOB paboThl HHAKMKaTopa nosis MFP-8000

3ausitue 69. Mccnenoranue mpuHIUMIIOB paboThl nHAKUKaTOpa mosist ST-107

3ansitue 70. VccnenoBanne npuHIMIIOB paOOTHI HHAMKaTopa mosist PST-165

| N|oO|O1 A~

BausaTue 71. Ucciaenosaume Bo3moxxuoctelt cucreMmsl LIIEITOT

CamocrosTeanHast pa60Ta oﬁyqaloumxcn

Cuctemaruueckasl popadOTKa KOHCIIEKTOB 3aHATUH, Y4eOHOH U CHIEIMaIbHON TEXHUYECKON JIUTEPATypHI (110
BOIIpocaMm K naparpadam, riaBaM ydeOHbIX TOCOOHIA, COCTABICHHBIM MPETIOaBaTEIIEM ).

[TonroroBka K 1a00paTOPHBIM PabOTaM € HUCHOJIB30BAHWEM METOIMYECKUX PEKOMEHIAIMN MperoaaBaTes,
odopmiieHre 1abopaTOPHBIX PabOT, OTYETOB U MOATOTOBKA K UX 3aIUTE.

TemaTnka 10MalIHUX 32/1aHUI, CO00LEeHUI, pedepaToB:

1. Monenb HapymuTeNst U BO3MOXKHBIE ITYTH M CIIOCOOBI €0 MPOHUKHOBEHUS HA OXPaHsAEMbI 0OBEKT.
Oco0eHHOCTH 33124 OXpaHbl Pa3IMYHBIX TUIIOB O0BEKTOB.

2. Knaccugukanus v coctaB HHTETPUPOBAHHBIX CUCTEM OXpaHbl. TpeGoBaHMs K HHKEHEPHBIM CPECTBAM
(bu3n4ecKoil 3aIuUThHI.

3. I[TocTpoenue cucrem obecnedeHus: 6e30nacHOCTH 00beKTa. [lepumeTpoBbIe cpeicTBa OOHAPYKEHHUS :
Ha3Ha4YCHHE, YCTPOUCTBO, IPUHLIUI ACUCTBUS.

4. O06BeKTOBBIC CpeACTBA OOHAPYKEHHS: HA3HAYCHHUE, YCTPONUCTBO, TIPUHIIMIT ICHCTBHS.

5. Knaccudukanus cpeacTs ynpasieHus goctynoM. CpeacTBa uASHTHPHUKAINN U ayTeHTU(DHUKAIMA. MeTo bl
YIAOCTOBEPEHUS INYHOCTH, puMeHsembie B CKVY /1.

6. IlepumeTpoBblie 1 OOBEKTOBBIE CPEACTBAa OOHAPYKEHHSI, MOPSI0K puMeHeHus1. Pabora ¢ nepudepuiinpim
000pyI0BaHHEM CUCTEMBI KOHTPOJIS U YIIpaBieHus 1ocTynoM. OcoOeHHOCTH OpraHU3aI|H MPOIYCKHOTO
pexxuma Ha KIIII.

7. YpaBlieHHE CUCTEMON TEJIEBU3MOHHOIO HAOIIOACHUS C aBTOMAaTU3UPOBAaHHOTO paboyero mecta. [lopsmok
IPUMEHEHHS YCTPONCTB OTOOPAKEHUS M TOKYMEHTUPOBAHUS MH(OpMAIHH

25

Y4yeOHast npaKkTUKA

Buabi pador

1 3ansiTue 1. [IpoBenenne MHCTpyKTaxa Mo TexHUKe O6e3onacHocT. O3HAKOMIIEHHUE C TUTAHOM
npoBefeHus yueOHoi npaktuku. [lonydenue 3a1aHuii o TeMaTuKe.

2 3ansTre 2. MOHTaX pa3IMYHbIX TUIOB JaTYUKOB.

3 [BansTue 3. [IpoekTupoBaHHE YCTAHOBKHM CUCTEMBI ITOKAPHO-OXPAHHOM CUTHAIM3AIINY 110 331aHHUI0 U €
peau3aiusi.

4 3ansiTue 4. [I[puMeHeHne MpOMBIIUIEHHBIX OCHWIOrpadoB, YaCTOTOMEPOB U T€HEPATOPOB U APYTOTO
000pyAOBaHUs I 3alUThl HH(OPMaLUU

5 3ansaTue 5. PaccMoTpeHne cuCTEMbl KOHTPOJIS U YIIPaBJIEHUS JOCTYIIOM

108




6 3ansitue 6. Paccmorpenne npuHIMIIOB paboThl CUCTEMBI BHICOHAOIIOICHNS U €€ TPOCKTHPOBAHNE

7 [3amsaTme 7. PaccMoTpeHHe JaTYMKOB EPUMETPA, UX NPUHIIMUIIOB pabOThI

8  [Bamsitme 8. BoimonHeHne 3ByKOM30MIAIINY TIOMETEHH CUCTEMBI 3alTyMIJICHUS

9  [BansTme 9. Peanusanus 3a1MThl OT YTEUKH 10 LETSM 3JIEKTPONUTAHUS U 3a3€MJICHUS

10 [Bamstue 10. Paccmorpenue npuHIumoB padoTs! JIBII-10 DiekTpoMarHuTHBIA BUOPOIIPeoOpa3oBaTeb
k JIT'TI1-404 (U1 OKOH, cTeH, TpyO)

11 Banstue 11. PaccMoTpeHre MHOTO30HHOM CUCTEMBI OOHAPYKEHUS U OJIOKUPOBAHUS MOOMITHHBIX
CPEACTB CBS3U JJIs1 00pa30BaTEIbHBIX YUPESIKIACHUI

12  Bausitue 12. MoHTaX pa3IMYHBIX THIIOB TATYNKOB

13 [3ansaTue 13. PaccmoTpenue ycTpoiicTB 0OHApYKEHHS CKPBITHIX BUICOKaMeEp «AsmMaszy

14 3ansTue 14. [IpuMeHeHre TPOMBIIUIEHHBIX OCHUIIOrPadoB, YaCTOTOMEPOB U T€HEPATOPOB
AKyCTHUYECKOTI'0 IIyMa, IByXKaHaJIbHOTO T€HepaTopa, CUCTEMbI IOCTAHOBKH BUOPOAKyCTHUECKUX TTIOMEX
1 Ipyroro o00pyA0BaHusl JUIsl 3alUThl UH(OPMAIHH.

15 [BansTue 15. PaccmoTpeHue cucTeMbl KOHTPOJISI M YIPABIEHUS TOCTYIIOM

16 [3ansaTume 16. PaccMoTpeHne npuHIMIIOB pabOTHI MPOrpaMMHO-AMNIAPATHOTO KOMIUIEKCA 3aIIUThI
00BbEeKTOB HHPOPMAIIMOHHBIX TEXHOJIOTHH 0T pa3eaku [1OMMU, 0,009 - 1000 MI'

17 [3ansTue 17. PaccMoTpeHue 1aTYMKOB NEPUMETPA, UX TIPUHIUIIOB pabOTHI

18 [Bansitue 18. M3ydenue cpeacts nepexsara HHGOpMAITIH

19 [3aunsartue 19. MukpodoHbl

20 [BansiTme 20. AKycTHYECKHE aHTEHHBI

21 [Bansitme 21. BeiOop Trna MUKpoQOHA M MECTA €T0 YCTAHOBKH

22 [3ansitme 22. 3yueHue ycTpOHCTB 10/1aBICHUs MUKPO(DOHOB

23 [BansTue 23. V3yueHue yCTpONCTB JyIsl IepexBaTa peueBoi HHPOPMAIMK B TIPOBOIHBIX KaHAJIAX

24 [Bansitue 24. V3yyeHne onTHKO-aKyCTHYECKOH anmaparypsl epexnsara pedeBoi HH(popMamm

25 [BansTue 25. ONTHKO-MEXaHUYECKHUE MMPUOOPHI

26 [3ansiTue 26. [Ipubopbl HOYHOTO BUICHUS

27 [3ansitme 27. Cpencta CKpbITON (POTOCHEMKH

28 [Bansartue 28. 30HBI HOAKIIOYEHNS B JIMHUIX CBI3HU

29 BausTue 29. [lepexpar TeneOHHBIX TEPETOBOPOB B 30HAX «A», «by», «By», «I, «I», «E»

30 [BansTue 30. M3yueHue nepexpaTa COOOIICHHUI B KaHAJIaX COTOBOM CBS3H

31 [3ansitme 31. MeTo1bI TOKCKA 3aKIIAIHBIX YCTPOUCTB KaK (PU3NIECKUX OOBEKTOB U AIIEKTPOHHBIX
CpeACTB

32 [Bansitue 32. IlanHopaMHBIC IPUEMHHUKH

33 [3ansitme 33. Anmapatypa KOHTPOJIS U 3aIIUThI JIUHUU CBSI3H




34

3ansaTue 34. CpencTsa co3jaHMs AKYCTUYECKUX U AJIEKTPOMArHUTHBIX MACKUPYIOLIUX MTOMEX

35 [BaunsiTme 35. VI3mepeHne TOKOB, HANPSHKEHUN U COMPOTUBIICHUI

36 [3ansitme 36. ccnenoBanne ABYXIOJIOCHUKOB C TOMOIIBIO MYJIBTHMETpPA

37 [3ansitme 37. IlpsiMble 1 KOCBEHHBIE OJJHOKPATHBIE U3MEPEHUS

38 [BansTme 38. OOpaboTKa M MpeACTaBICHUE OMHOKPATHBIX H3MEPEHHUI TIPU HAJTMYUU CHCTEMATHIECKOM
MOTPEHTHOCTH

39 [BansarTue 39. CranmaptHas 00paboTKa pe3yJIbTaTOB MPSMBIX H3MEPEHUN C MHOTOKPATHBIM
HaOJII0ACHUEM

40 Baustue 40. O6paboTka pe3yJbTaTOB MPSAMBIX U3MEPEHUI C MHOTOKPAaTHBIM HAOJIOICHUEM TTPH
HAJIMYUU TPYOBIX MOTPENTHOCTEH

41 Bansitme 41. OnpeneneHue NOrPEIIHOCTH IIM(PPOBOro BOJBTMETPA CIMYECHHUS U MIPSIMBIX U3MEPEHUIN

42 Bansitue 42. V3MepeHue MOIIHOCTH M CHIIBI IIOCTOSTHHOTO 3JICKTPOMAarHUTHOTO TOKA

43 Bansitme 43. M3MepeHue NOCTOSSHHOTO HAMPSKEHUS] METOJIOM KOMIIEHCAIH

44 3anstue 44. VI3mepeHne NepeMEeHHOT0 3JIEKTPUUECKOr0 HAPSKEHUS

45 [3anstue 45. I3MepeHne 4acTOThI U IEPUOIA MIEKTPUUECKUX CUTHAJIOB

46 Bausitue 46. Tepmope3ucTOpHbIC U3MEPUTEIBHBIC TpeoOpazoBatenu. 3mepurenu TemrepaTypbl

47 Baunstue 47. EMKOCTHBIC U3MEpPUTENBbHBIE TIpeoOpa3oBaTenu. M3amepenne pazmepa

48 [Bansitme 48. VIH1yKTHBHBIC U3MEpUTEIbHbBIE TpeoOpa3zoBarenn. Mi3MepeHue nepeMenieHus

49 PBansitue 49. TepmodnekTpruecKue H3MEpUTEIbHBIE TpeoOpazoBareny. MizMepeHne TeMnepaTypsl

50 [3ansTme 50. IIbe303/eKTpHUeCcKUe U3MEPHUTENIbHbIE Tpeodpa3oBareny. 3mepenue nepeMeHHbIX
YCKOpEeHUH

51 [Bansitme 51. M3yueHre HOPMATUBHBIX METOIMYECKUX TOKYMEHTOB IO 00ECTIEYeHUIO HH(OPMAITMOHHON
0€301aCHOCTH TEXHUYECKUMU CPEACTBAMU

52 [3ansiTue 52. [IpuMeHEeHHE CYyIIECTBYIONINX CIIOCOOOB BBISIBIICHUS] ONACHOCTH I[EIOCTHOCTH
nHpopmaIuu

53 [3ansiTme 53. BoisiBneHNE TEXHUYECKUX KAHAIOB YTEUKH WH(POpMAIUU

54  BausTue 54. Opopmienue oryera 1o y4yeOHOI MpaKkTUKe

IIpounsBoacTBeHHast
NPaKTHKA (110 NPOPUITIO
CIeuraJIbHOCTH)

Buabi pador

1 [IpoBeneHne MHCTPYKTaXKa MO TeXHUKe Oe3omacHocTH. O3HakoMmileHHe ¢ npeanpustueM. [lomyuenue
3aJaHuN 110 TEMAaTHKE

2 OmnpeneneHne UCXOTHBIX JaHHBIX MO 3alIMIAeMOMY OOBEKTY M IUIaHa paboT 10 CO3JJaHUIO0 CUCTEMBI
3amuThl peueBor nHopmaruu (C3PN)

3 BrisiBienue Texundecknx kaHano yreuku (TKY) peueBoii nHpOpManum ¢ HCHIOIB30BAHUEM

COBPEMEHHBIX CPEJICTB KOHTPOJISI U KOHTPOJIbHO-U3MEPUTEIHHON anmnapaTypsl
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4 [ToaroroBka npeyioxKeHui B MPOEKT TEXHUUECKOTo 3aanust Ha co3nanue C3PU, B Tom uucie
CIEIMaIbLHOTO 3alUIIIEHHOTO (3KpaHupoBaHHOro) omerieHus (C3I1)

5  |Pa3paboTka peKOMEHIAIHH [0 COBEPIICHCTBOBAHUIO MEP 3aIIUTHI peueBOr HHPOPMAITUH U
npeaoxxeHus no koppekruposke C3PU u C3I1

6  [MoHTax CpeACTB 3alIUTHI MHPOPMALIUU M UX HACTPOWKA, MHCTPYMEHTAJIbHAS OIICHKA Y(P(PEKTHUBHOCTH
3alUThl peueBOi MHPOPMALIUU U 3IEKTPOMArHuTHOro skpanupoBanus C311

7 OmnertHas sxcrryaranust C3PU u C3I1 B nensx mpoBepku ux paboTocrocoOHOCTH

8  |YuacTtue B MOHTa)ke CPE/ICTB OXpaHbl U 0€30MACHOCTH, HHKEHEPHOH 3aIIUThI

9  |AHanu3 ys3BUMOCTH CHCTEMBI

10 BoisBnenue [IDMUH B nHpOpManimoHHOM CUCTEME U 3aIIUTa OT HUX

11  Boccranosnenue nadopmanuu rnpu nepexsare [ISMUH

12 [penorBpamenue yreuku uHpopmarmn yepez [IDMIUH T1K

13 |Opranu3zanioHHbIE MEPOIIPUATHUS MO TEXHUUYECKON 3aIuTe HHPOPMAIUK OT YTEUKHU 10 KaHajlam
[MIOMUWH

14 |Opranu3zaliioHHBIE MEPOIIPUATHUS 0 TEXHUUYECKON 3aIuTe HH(POPMAIUK B CPEICTBAX BHIYMCIUTEIHHOM
TE€XHHUKH, aBTOMaTHU3MPOBAHHBIX CUCTEMAaX U CETIX OT yTeuku no kanasam [I1IDMUH

15 [IpuMeHeHHe aKTUBHBIX METOJIOB 3alIUTHI MH(OpMAIMK OT yTeukH no kanagam [I9MWH

16 [[IpumeHeHHe HOPMATUBHO MPABOBBIX aKTOB, HOPMATUBHBIX METOJUYECKUX JOKYMEHTOB 110
00ECTIEYCHNIO 3alTUTHI HH(OPMAIIMH TEXHUYECKUMHU CPEJICTBAMHU

17  |OueHka 3aIUIIEHHOCTH OCHOBHBIX TEXHUUYECKUX CPEACTB B COCTaBE aBTOMATU3UPOBAHHON CUCTEMBI OT
yTeYKH MH(OPMAIMH M0 KaHAITY MTOOOYHBIX 2JIEKTPOMATHUTHBIX H3JIy4YeHHUH

18 |Ouenka 3amuiieHHOCTH HHOpMaIK, 00padaTbIBaeMOl OCHOBHBIMU TEXHHUUECKUMH CPEJICTBAMHU B
COCTaBe aBTOMATHU3MPOBAHHON CHCTEMBI OT €€ YTEUKH 3a CYET HAaBOJOK HH()OPMATHBHOTO CUT'HAJIA

19 |Yyacrtue B 06CayKMBaHUU TEXHUUYECKUX CPEACTB 3aLIUThI HH(OpMAIUU

20 |BemosHeHne Moa00pa, HACTPONKU M MPUMEHEHHSI TEXHUYECKUX CPEJICTB 3aIUTh HH()OpMAITHH

21 |Yuactue B 00CITy>KUBAaHHM CPEJCTB OXPaHbI U OE30MACHOCTH, MHKEHEPHOU 3aIUThl U TEXHUYECKOU
O0XpaHbl 00BEKTOB, CUCTEM BHUICOHAOIIIOICHHUS

22  |cnonb30BaHNE CPEICTB OXPaHbl U OE30MIACHOCTH 0OBEKTa

23 |OpraHuzanus 1 peaau3alys TeXHHYeCKOH oXpaHbl 0ObEKTOB

24 [[laponbHas ayrentudukamms B cucreMax b u PIN-xon 8 CKY /[

25 |Yuactue B opraHuszaiuy padoT Mo TEXHUYECKON 3almTe KOH(GUIeHIMANbHON nHpopMauu

26  |KoHTpOJb JOCTYIIA K HECTPYKTYPHUPOBAHHBIM JTAHHBIM

27 |BuyTpeHHuil KOHTpoJsb 00paboTku I1]1H

28 |KonTpoas 3a cooTBeTcTBUEM 00padoTku I1/[H




29

YyacTie B nepexBare NOOOYHBIX AJIEKTPOMArHUTHBIX U3TYYECHUI

30 [[Mouck n usmepenne [IMU moruTopa Ha DJIT (MmoruTopa Ha JKK) B aBTOMaTHYECKOM U PEKHME
YIPABJIIIOLIEN TPOrPAMMBI

31 |CocraBieHue NPOTOKOJ UCCIETOBAHMS C TOMOIIBIO0 PACUETHON MPOTPaMMBbI

32 |Cwrem HaBonok [I9MU TCOMU ¢ coeguanTensubix nuanid BTCC 1 TOCTOPOHHHUX MPOBOJHUKOB

33 [Bammra nadopmarmuu B ACY

34  [BamuTa nH(DOpMAIMK TIPH TMepeade JTaHHBIX

35 [3ammra nH(pOpMAIMK OrPaHUYEHHOTO JJOCTYIIA

36 [3amuTa nHDOpPMAIUU Ha KECTKOM JHMCKE

37 [Bammra nHGOPMAIUH TIPU UCTIOTH30BAHUU JIEKTPOHHOM ITOYTHI

38 |KommiekcHas 3anuTa HHPOPMalui B KOPIIOPATUBHBIX CUCTEMAX

39 [Bamwra nHGOPMAITUU B KOMITBIOTEPHBIX CETIX

40 [Bammra MHGOPMALMU B JJOKAJIBHBIX BHIYMCIUTEIBHBIX CETIX

41 [Bammra undopmanuu B VPN-ceTsx

42 [3ammra nHGOPMALIMU OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA B CETAX

43  |[KoHTponb pocTymna K nHpopMaluu

44 |YnpasieHue J0CTynoM K HHGOpMaluu

45 |TexHuueckas 3amuTa MHGOPMAIMK Ha NPEANPUIATUI

46 |MmxeHepHO-TeXHUYECKAs 3alIUTa HHPOPMAIIMK HA IPEAIPHUITHI

47  [3ammra nHGOpPMALIMHU, COCTABIISIONIEH KOMMEPUYECKYIO TallHy

48 |Pazpabotka monemn KC3U

49  [TexHonormueckoe u opranusanroHHoe nocrpoenne KC31

50 |KagpoBoe obecnieuenue pynkimonupoBanus KC3U

51 [Yyactue B KCIUTyaTalldl CPEACTB OXPaHbl U OE30MMACHOCTH, MHKEHEPHOM 3alllUThl U TEXHUYECKOU
OXpaHbl 00BEKTOB, CHCTEM BHJICOHAOIIOICHHUS

52 [Yyactue B 9KCIUTyaTallid CPEACTB 3aIlIUThl HH(POPMAIMKU OT HECAHKIIMOHUPOBAHHOTO ChEMA U YTEUKH 110
TEXHUYECKUM KaHajaM

53 |VYcTraHOBKa M HACTPOMKA CPENICTB 3aIUTHI HH(DOpMAIUU

54  |YuacTtue B MOHTa)KE TEXHHMUYECKHX CPEACTB 3alIUTHI HH(POpMAIUN

55 |[Yyactue B MOHTa)K€ CPEJCTB OXPaHbI M 0€30MaCHOCTH, TEXHUUECKON OXPaHbl OOBEKTOB

56 [YuacTHe B MOHTa)Ke€ CPEJICTB 3alIUTHI MHPOPMAIIUK OT HECAHKIIMOHUPOBAHHOTO ChEMA M YTEUKH 10
TEXHUYECKUM KaHaJlaM

57 |Hacrpoiika cucTeMbl 3alIMTHI HHPOPMAIIUU OT CheMa M YTEUYKH 110 TEXHHYECKIM KaHaIaM

58

BrIsSBICHNE TEXHUUECKNX KaHAJIOB




59

[Touck 3V u Apyrux TEXHUUECKUX KaHAJIOB

60 |BeisiBnenue myTeit yreukn nHGopmanmu B MC

61 |OueHka ysI3BUMOCTH CHCTEMBI

62 |YuacTue B MOHTa)Ke€ CPE/ICTB OXpaHbl M 0€30MACHOCTH M CUCTEM BUAECOHAOIIIOICHHS

63 |Yuactme B 00CITy>KUBAaHHH CPECTB 3aIIUTH HH)OPMAIMH OT HECAHKIIMOHUPOBAHHOTO ChEMA M YTCUKU
10 TEXHUYECKUM KaHajlaM

64 |Onpenenenre TpeOOBAHMI K CUCTEME 3aIIUTHI HHGOPMAITIHI

65 |[[IpoekTHpoBaHUE CUCTEMBI 3aIUTH HH()OPMAITIH

66 |Pa3paboTka SKCIUTyaTallMOHHOW JOKYMEHTAIMH Ha CHCTEMY 3alUThl HHPOpMaIuu

67 |YcraHOBKa M HACTPOWKA CPEACTB 3alIUTHI HH(POPMAIUN

68 |BHenpeHue OpraHU3alMOHHBIX MEp 3aLIUThI HH(OPMAIMK, B TOM YHUCIIE, pa3padoTKa JOKYMEHTOB,
OTIPEIENIAIONINX PAaBUIIa U TIPOLIEAYPHI, peaTi3yeMbIe OTIepaToOpOM JUIs 00ECTICYCHHS 3alUThI
MHGOpPMALIMU B X0J1€ SKCIIITyaTallui 00bEeKTa

69 |BeisgBICHHE U aHATH3 YA3BUMOCTEH MPOTPAMMHBIX U TEXHHUECKUX CPEJCTB, MPUHSATHE MEP 0 UX
yYCTpaHEHUIO

70 |[MctibITaHMS M ONBITHAS SKCIUTyaTalluy CUCTEMBI 3aIIUTHI HH(POPMAIHH

71  [[ToaTBepKaeHNE COOTBETCTBHSI CUCTEMBbI 3aIIUTHl HH(OpMaITIH

72  [BpimosHEeHNE MEpONIPHATHH MO NPETOTBPALICHUIO HECAHKIIMOHUPOBAHHOTO TOCTYTA K HHPOPMAIHN

73  |Ouenka >pQeKTHBHOCTH UCTIOIH30BAHHBIX MEP U CPEACTB 3alIUTHI HH(POpPMAIUU

74 |[KoHTpous1b 3 PEeKTUBHOCTH 3aLIUThI HH(OpMAIUU

75 [3amura nadopmaruu oopadbarsiBaeMoit TCIIM oT yTeuku Mo TEXHUYECKUM KaHaJlaM

76 [BamuTa OT yTeuku HHGOpMAIUH 110 Tele(OHHOMY KaHAITY

77 [BamuTa OT yTe4YKH WHMOPMAIUH TI0 JEKTPOCETECBOMY KaHATY

78 [BammTa OT yTeuku HHPOPMAIIMH 110 BHOPALIMOHHOMY KaHAITy

79 [3ammra oT yTeuyku MH(OpMANUU 110 TPOBOAHOMY KaHAITY

80 |®opmupoBanue TpeOOBaHUI K CHCTEME 3alIUTHI HH(OPMAIHH

81 |Omnpenenenue yrpo3 0e3omacHoCTH MH(POPMAIUH, peaar3aus KOTOPBIX MOXKET IPUBECTH K HAPYIICHUIO
be3onacHocTH 00pabaTbiBaeMoil HH(OpMaLIUU

82 |M3yuyenue nopsiika MpUMEHEHHs HOPMATUBHBIX PABOBBIX AKTOB

83 |M3ydyeHue HOPMATUBHBIX METOJAMUYECKUX JOKYMEHTOB IO 00ECIICYeHHIO HH(DPOPMAITMOHHOM
0€30MaCHOCTH TEXHUYECKUMU CPEICTBAMHU

84 |BruiBieHHE TEXHUYECKUX KaHAJIOB YTEUKU HH(POPMALIUH

85 [[IpumeHeHHE CYIIEeCTBYIONIMX CIIOCOOOB BBISBICHHS OMACHOCTH ICJIOCTHOCTH HH(OPMAITHH

86 |Ananu3 00beKTOB MH(OpMATH3ALMY TPEANPUITUH, YUPEKICHUNA, OpraHu3aui




87 |Ananu3 pecypcoB oOecneyeHns HHKEHEPHO-TEXHUYECKOH 3auThl HHpOopMaIiu

88 |[3yueHre OCHOBHBIX ATANOB MPOCKTUPOBAHUS CUCTEMBI 3aIUTHl HH(POPMAIIUN TEXHUISCKHUMU
CpencTBaMu

89 [[IpoekTupoBaHue pabOYMX MPOEKTOB MO CUCTEME TOXKAPHO-OXPAHHOW CHTHAIIN3AIUH,
BHacoHaomoaeHus, CKY /I

90 |Odopmienue otyeta

CamocrosTeanHasi paﬁoTa IPH MOJITOTOBKE K 9K3aMCHY 110 l'lpO(l)eCCl/IOHaJ'lLHOMy MOAYJIO

Kouncyabranun

0[N o

IIpome:kyTouHas arrectauus B Gopme IK3aMeHa MO NPO(PecCHOHATILHOMY MOIY IO

Bcero nmo IIM 736




3.YCJIOBUs PEAVIM3AIINU ITPOT'PAMMBI ITPOPECCHOHAJIBHOI'O MOAYJIA

3.1 Jna peanu3anmy NPOrpaMMbl IPeIyCMOTPeHbI CJeayolue CclennajJbHble
NoMeleHust

JlaGoparopusi «3ammThl WHPOPMALKMU OT YTEYKH IO TEXHUYECKHM KaHaIam».
JlaGoparopus noikHa OBITH OCHAaIeHa CPEACTBAMH 3aIllMThl MHGOpPMAIUU OT YTEUKH IO
aKyCTUYeCKOMY (BHOpPOAKyCTHMYECKOMY) KaHaIy; CPEACTBAMH 3alIMTHI MH(OPMAIMH OT YTCUKU
no KaHajiaMm, GOpMHUPYEMBIM 3a CUET MOOOYHBIX AJIEKTPOMATHUTHBIX W3IYyUYEHUH U HABOJOK;
CpeACcTBaMU KOHTPOJSA A(PPEKTUBHOCTH 3AIIUTHl WHGOPMAIMKA OT YTEUKH IO aKyCTUYECKOMY
(BUOpOaKyCcTHUECKOMY) KaHaly M KaHajdaM IMOOOYHBIX JJICKTPOMAarHUTHBIX W3JYYCHHH U
HaBO/IOK;

[IYMOT€HEpaTophl;

KOMILJIEKCHBIN MTOUCKOBBIN TTPHOOD;

MIPOXKUTaTENH TeAePOHHBIX JTUHHIA;

YCTPOUCTBO OOHAPYKEHUS CKPBITHIX BHICOKaMep;

BUOpPOAKyCTHUECKHE TeHEPaTOPHI;

MOJaBUTEIH JUKTO()OHOB;

MOJABUTENIM YCTPOMUCTB COTOBOM CBA3H;

YCTPOWCTBO 3alIMTHI aHAIIOTOBBIX CUTHAJIOB;

YCTPOMCTBO 3alUTHI HUGDPOBHIX CUTHAJIOB;
CTeHJbl (U3NYECKOH 3amuThl OOBEKTOB WH(POPMATHU3ALUHN, OCHALICHHBIMU CpPEICTBAMU
KOHTpOJISI JOCTYyIa, CHUCTEMaMHU BHJICOHAOIIOACHUS, OXPAaHHO-TIOKAPHOW CHUTHAJIM3alUuu U
OXpaHbl 00HEKTOB;

KOMIUIEKT MHPOEKIMOHHOTO 00O0py/noBaHUS (MHTEPAaKTHBHAs JOCKa B KOMIUIEKTE C
IPOEKTOPOM WM MYJbTUMEAUNHBII POEKTOP C SKPAHOM).

MJIK.03.01. 3ALIIUTA UHO®OPMALMU B UHO®OPMALIMUOHHO-
TEJEKOMMYHUKALIMOHHBIX CHCTEMAX U CETSIX
C ICMOJIb30BAHUEM TEXHUYECKHNX CPEJCTB 3AIMTEHI

3.2 Un¢popmanoHHOe olecnieyeHre pean3aliu MporpaMmbl

3.2.1. HopmaTuBHbBIE JOKYMEHTBI:

1. Komekc Poccuiickoit ®depepanmu 00 aJIMHHHCTPATUBHBIX IpaBoOHApylIeHusx//I"apaHT:
cnpaBouHo-nipaBoBas cucrema. — URL: https://base.garant.ru/12125267/ (nata oGparieHus:
22.01.2024).

2. @enepanbublii 3akoH oT 27 uronsg 2006 1. Ne 149-03 «O6 undpopmanuu, THPOPMAUOHHBIX
TEXHOJIOTHSAX W O 3ammrte uHbopmaruny //I'apanTt: cripaBodHO-TIpaBoBas cuctema. — URL:
https://base.garant.ru/12148555/ (nara obparmienus: 22.01.2024).

3. Denepanbhbiii 3ak0H oT 27 utons 2006 1. Ne 152-03 «O nepcoHANBHBIX JaHHBIXY» //["apaHT:
cnpaBouHo-nipaBoBas cucrema. — URL: https://base.garant.ru/12148567/(nata oGpareHus:
22.01.2024).

4. ®enepanbHblii 3aK0H 0T 27 nexadpst 2002 r. Ne 184-D3 «O TeXHHUECKOM PETYIHUPOBAHUNY
//TapanT: crpaBouHo-mpaBoBas cucrema. — URL: https://base.garant.ru/12129354/(nara
obpaenus: 22.01.2024).

5. ®enepanbubiii 3akoH OT 4 Mas 2011 r. Ne 99-®3 «O nauneH3MPOBAaHUU OTHEITBHBIX BHJIOB
JIeATETLHOCTIY //TapaHr: CIIPaBOYHO-IIPaBOBAs cucrema. — URL:
https://base.garant.ru/12185475/(nara obpamenus: 22.01.2024).



10.

11.

12.

13.

14.

15.

16.

Vka3 Ilpesunenra Poccuiickoit ®enepamuu ot 16 aBrycra 2004 r. Ne 1085 «Bompocs!
denepanbHOM CIyKObI IO TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIO» //I"apaHT: cripaBOYHO-
npaBoBas cuctema. — URL.: https://base.garant.ru/12136635/(nata oopaienus: 22.01.2024).
Vka3 IIpe3unenra Poccuiickoit @enepanuu ot 6 mapra 1997 r. Ne 188 «O06 yTBepkaeHUn
NEepeYHs CBEACHUN KOH(UICHIMAIBHOTO Xxapaktepa» //['apaHT: cIpaBOYHO-TIPaBOBas
cucrema. — URL: https://base.garant.ru/10200083/(nara obparenus: 22.01.2024).

Va3 Ilpesunenta Poccuiickoit ®enepauun ot 17 mapra 2008 r. Ne 351 «O mepax mo
obecnieyeHUI0 MHPOPMAIMOHHOH Oe3omacHocTH Poccuiickoit denepaniy mpy HCHONIb30BaHIN
UH()OPMAITMOHHO-TEIIEKOMMYHHKAIIMOHHBIX ~ CETe  MEXIyHApOJHOTO  WH(OPMAIMOHHOTO
obmena» //TapanT: cipaBouHo-TipaBoBast cuctema. — URL: https://base.garant.ru/192944/(nara
obpamenusi: 22.01.2024).

[Tonoxenne o0  cepTUPUKAIMHM  CPEACTB  3amUTBl  HHQOpMAIMH.  YTBEPXKICHO
noctaHoBieHreM [IpaBurenbctBa Poccuiickoit ®enepanumu ot 26 wmrons 1995 1. Ne
608//T'apant: cnpaBouno-mpaBoBas cucrtema. — URL: https://base.garant.ru/102670/(nara
obpamenus: 22.01.2024).

[Tonoxenne MO arrecTannud OOBEKTOB WMH(pOpPMATH3ALMU 1O TpeOOBaHMUSAM O€30IaCHOCTU
urdopmarmu. YtBepkaeno I'ocrexkomuccueir Poccun 25 Hostops 1994 r. // DnexTpoHHBII
¢oHI TPaBOBBHIX M HOPMATHBHO-TEXHHYECKHX J0KymeHToB/Koncopmmym «Komekey:
opunumaneueni caiir. — URL: https://docs.cntd.ru/document/902243370 (mara oGparieHus:
22.01.2024).

CocrtaB W cojep)KaHUE OpPraHU3alMOHHBIX W TEXHHYECKUX Mep M0 O00eCIeUeHHIO
0€30MacHOCTH MEPCOHATBHBIX JaHHBIX MpPU WX 00paboTke B MH()OPMAIIMOHHBIX CHCTEMAax
MEePCOHANIBHBIX AaHHBIX. Y TBepxkAcHbI mpukazoM @CTIK Poccuu ot 18 deBpansa 2013 r. Ne
21 /] DnexTpoHHbIi HOH] MPABOBBIX U HOPMATHBHO-TEXHHUYECKHUX IOKyMeHTOB/KoHcopimym
«Kogeke»: obummansueii caiit. — URL: https://docs.cntd.ru/document/499005278 (mara
obpamenus: 22.01.2024).

Mepel  3amuThl  MHGOPMAIMM B TOCYJAPCTBEHHBIX HH(DOPMAIIMOHHBIX  CHCTEMaXx:
meronuueckuii TokyMeHT. YTB. ®CTIK Poccun 11 deppans 2014 r. // Dnekrponnsiii GoH
NpaBOBBIX W HOPMATHBHO-TEXHMYECKMX  JTokyMeHTOB/KoHcopumym  «Komekcy:
opunmaneuerii cat. — URL: https://docs.cntd.ru/document/499083160 (mata oOGparieHus:
22.01.2024).

AnmvunuctpatuBablid pernmameHT @CTOK Poccum mo mpenocTaBieHUIO TOCYIapCTBEHHOM
YCIYTH 1O JUIICH3UPOBAHUIO JICATEIILHOCTU 10 TEXHMYECKOW 3aIIuTe KOH(QHUIACHIIUATLHOU
undopmarmu. YtBepkaen npukazom OCTOK Poccum ot 17 wmronms 2017 r. N 134//
DNEeKTpOHHBIA (OHA TPABOBBIX W HOPMATHBHO-TEXHHUYECKUX JOKyMeHTOB/KoHcopimym
«Konekcy: odpunmaneubiii caiit. — URL: https://docs.cntd.ru/document/436757446 (narta
obpamenus: 22.01.2024).

TpeboBanust o 3ammre WHPOpPMAIMK, HE COCTABJSIOMIEH TOCYNAapCTBEHHYIO TalHY,
coJiepKaIIeiicss B TOCYJapCTBEHHBIX MH()OPMAIIMOHHBIX CHCTEMAax. Y TBEPIKICHBI MPHKA30M
®CTIK Poccun ot 11 ¢epans 2013 r. Ne 17// DnexkrpoHsblii (GOHI TPABOBBIX U
HOPMAaTHUBHO-TEXHUYECKUX JOKyMeHTOB/KoHcopimym «Komekc»: oQuuManbHBIA CcalT. —
URL.: https://docs.cntd.ru/document/499002630 (nara oopamenus: 22.01.2024).

TpeboBanus o 3amuTe HHPOPMAILIUU, COACPIKAIEICS B UHPOPMAITMOHHBIX CUCTEMax 00IIero
nonap3oBaHusa.  YTBepkaeHsl npukazamu  DOCb  Poccum u ®CTOK  Poccum
or 31 asrycra 2010 r. Ne 416/489// Dnexkrponusiii (OHI MPABOBBIX W HOPMATHBHO-
TexHnueckux nokymeHtoB/Koncopumym «Kogekc»: odunmaneueii  cait. — URL:
https://docs.cntd.ru/document/902234311 (mnarta obpamenus: 22.01.2024).

[Tpuka3z ®CB Poccum ot 9 ¢espans 2005 r. Ne 66 «O06 yrBepxnenun IlonoxeHus o
pa3paboTKe,  TPOM3BOJICTBE,  pealM3allid W JKCIUTyataud  MH(POBaIbHBIX
(xpunTorpapuuecKux) CPEICTB 3aILUTHI uHpOpMALIUN. — URL:
https://base.garant.ru/187947/(nata oopamenwus: 22.01.2024).



17.

18.
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20.
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22.

23.

24.

25.

26.

27.

28.

I'OCT P 34.10-2012. HMudpopmanuonHass texHosorusi. Kpuntorpapudeckas 3ammra
uHpopmanuu. Ilpomeccer QopMupoBaHMsT ¥ TPOBEPKH  DIIEKTPOHHOW  IUPPOBOU
HOANUCH//DIEKTPOHHBIH doug MIPABOBBIX u HOPMAaTHBHO-TEXHUYECKUX
nokymeHToB/KoHcoprmym «Konekey: ouIHaTLHBINA CauT. - URL:
https://docs.cntd.ru/document/1200095034(xata obparenus: 22.01.2024).

I'OCT P 34-11-2012. UndopmanmonHas texHojorus. Kpunrorpaduyeckas 3amura
uHpopmanuu. DyHKIMA XIUIMPOBAHUSA//DIEKTPOHHBIM (DOHI NPAaBOBBIX U HOPMATHUBHO-
TexHn4eckux nokyMeHToB/Koncopunym «Komekcy: oduuuanbHbIA calT. — URL:
http://docs.cntd.ru/document/1200095035(nara obparmienus: 22.01.2024).

'OCT P  50922-2006  3ammra  wHpOpMamuu.  OCHOBHBIE  TEPMHHBI U
olpeeneHus//DNeKTPOHHBIN doHa HPaBOBBIX U HOPMAaTHBHO-TEXHUYECKUX
nokymeHToB/KoHcoprmym «Konekey: oduIHaTBHBIN CaiT. -URL:
http://docs.cntd.ru/document/1200058320(nara obparmienus: 22.01.2024).

I'OCT P 51275-2006 3ammra wuHpopmanuu. OObekT wuHPOpMaTh3ammu. DakTopsl,
BO3JciicTByOMUE Ha WH(popManuto. OOIIHe MOT0XKEHH//DIEKTPOHHBIM (OH] MPABOBBIX U
HOPMAaTHUBHO-TEXHUYECKUX J0oKyMeHToB/Koncopimym «Komekc»: oQuIManbHBIA CcalT. —
URL.: http://docs.cntd.ru/document/gost-r-51275-2006 (mata oopamenus: 22.01.2024).
I'OCT P 51583-2014 3ammra wnapopmaruu. [lopsmox cozmaHus aBTOMATH3UPOBAHHBIX
CHCTEM B 3alllMIIEHHOM UCHOJHEeHUU. OOLIHe MoN0KeHUs//IASKTPOHHBIA (POH/I MPaBOBLIX U
HOPMAaTHUBHO-TEXHUYECKUX JoKyMeHToB/Koncopimym «Komekc»: oQuIManbHBIA CcalT. —
URL.: http://docs.cntd.ru/document/1200108858 (nara obpamienus: 22.01.2024).

['OCT P 52069.0-2013 3ammra unpopmanuu. Cucrema cranaapToB. OCHOBHBIE TIOJOKCHHUS.
— URL.: http://docs.cntd.ru/document/1200102287(nata obpamenus: 22.01.2024).

I'OCT P 52447-2005 3amwmra wuHpOpMamuu. TexHuUKa 3alMTHl  HWH(OOPMAIHH.
Homenknatypa mnokaszateneil kadecTBa//DNeKTpOHHBIH (DOHJ MPAaBOBBIX M HOPMATHUBHO-
TexHnueckux nokymeHtoB/Koncopumym «Komekc»: odummaneueii  caidt. — URL:
http://docs.cntd.ru/document/1200044725 (nara obparuenus: 22.01.2024).

I'OCT P 56103-2014 3ammra wuHDOpMarMK. ABTOMAaTH3UPOBAHHBIE CHUCTEMBI B
3alIMIEHHOM HcroyiHeHuHu. OpraHuzanus U cojepkaHue padoT 1o 3aliuTe OT

peTHaMEPECHHBIX CHJIOBBIX AJIEKTPOMATrHUTHBIX BO3JICHCTBHIA. Oo6mue
MOJIOKEHUS1// DNEKTPOHHBIN boun MIPaBOBBIX u HOPMATUBHO-TEXHUYECKHUX
nokymeHToB/KoHcopimym «Konekey: ouIHaTLHBINA Caur. - URL:

http://docs.cntd.ru/document/1200113006(nara obpamienus: 22.01.2024).

I'OCT P 56115-2014 3ammra wuHpOpManuKu. ABTOMAaTH3UPOBAHHBIE CHCTEMBI B
3alUIIeHHOM  ucnoigHeHuu. CpeacTBa  3alUThl  OT  IPEIHAMEPEHHBIX  CHJIOBBIX
AIIEKTPOMArHUTHBIX Bo3neicTBHiA. OOmue TpeGoBaHUsA//DNEKTPOHHBIN (OHJ MPABOBBIX U
HOPMaTUBHO-TeXHHUECKUX JokyMeHToB/KoHcopimym «Kogekc»: oduumanpHblii caiT. —
URL.: http://docs.cntd.ru/document/1200113336(nata obpamenus: 22.01.2024).

I'OCT P UCO/MDBK 13335-1-2006 MudopmanronHas TeXHOJOTHsI. MeTombl U CpelncTBa
obecnieuenns OezonacHoctu. Yacts 1. Konnenuus u mMopenn MeHeIKMEHTa 0€30IacHOCTH
MH(GOPMAILIMOHHBIX M TEIEKOMMYHHUKAIIMOHHBIX TEXHOJIOTHI//DIeKTPOHHBIN (OH] MPABOBBIX
¥ HOpPMAaTUBHO-TeXHUUYECKUX MokyMeHTOB/KoHcopunym «Komekcy»: opumanbHbIi calT. —
URL.: https://docs.cntd.ru/document/1200048398(nara obpamenus: 22.01.2024).

I'OCT P UCO/MDK 15408-1-2012 NudopmannoHHas TEXHOJIOTUS. MeETOIbl M CpEACTBa
obOecrieuenus Oe3omacHocTH. Kputepunm oueHku 6e3omacHOCTH  HMHGOPMALMOHHBIX
texnosmoruii. Yacte 1. BBeaenue u oOmas Moaens//DNeKTpOHHBIA (OHJ TPABOBBIX U
HOPMATHBHO-TeXHUYECKHX  JHokymeHToB/KoHcopmmym — «Komekcy». — URL.:
https://docs.cntd.ru/document/1200101777(aarta obpamenus: 22.01.2024).

I'OCT P UCO/MDBK 15408-2-2013 MudopmanroHHass TeXHOJOTHs. MeTonbl U CpelcTBa
obOecrieuenns Oe3onmacHocTd. Kputepun oneHKH 0e€30mMacHOCTH  WH(POPMAIMOHHBIX
texHoyioruil. Yacte 2. OyHKIIMOHAIBHBIC KOMIIOHEHTBI 0€3011aCHOCTH//DIEKTPOHHBIN (HOH/T
NPaBOBBIX W HOPMAaTHBHO-TeXHMYECKHX  JokyMeHTOB/Koncopumym  «Kogekcy:



29.

30.

31.

32.

ournmaneuei caiit. — URL: http://docs.cntd.ru/document/1200105710(nata obparieHus:
22.01.2024).

I'OCT P MCO/M3BK 15408-3-2013 UndbopmannoHHass TeXHONOTHs. MeToAbl U cpeicTBa
obOecrieueHus Oe3omacHocTH. Kputepun oueHku 6e30macHOCTH  MH(GOPMALMOHHBIX
texHonoruil. Yactp 3. KommoHeHTHl noBepus K 0e30macHOCTH//DNEKTPOHHbIN (HoHx
MPaBOBBIX W HOPMATHUBHO-TeXHHWYECKMX  JNoKyMmMeHTOB/Koncopumym  «Komekcy:
ournmaneuenii caint. — URL: https://docs.cntd.ru/document/1200105711(nara obpamieHus:
22.01.2024).

I'OCT P UCO/MBK 27002-2012 HMudbopmanmoHHas TEXHOJOTHSA. METOAbl M CpElICTBa
obecrieuennss Oe3omacHocTd. CBOJI HOPM H TPaBWJI MEHEHKMEHTa HH()OPMAIMOHHON
0e3onacHOCTH//DIEKTPOHHBIH boHI NPaBOBBIX u HOPMATHUBHO-TEXHUYECKHUX
nokymeHToB/KoHcoprmym «Komekcy: O UIHATTEHBIH Caur. - URL:
http://docs.cntd.ru/document/1200103619(nara obpamienus: 22.01.2024).

I'OCT P UCO/M3K 27005-2010. UudopmanmonHas TexHOJOTHs. MeETOABl M CpeacTBa
obecrieueHus 0€30MaCHOCTH. MeHeHKMEHT pucka UH(POPMAIIMOHHOM
6e3onmacHOCTH//DNEKTPOHHBIH ¢boHg IPaBOBBIX " HOPMAaTHBHO-TEXHUYECKHX
noxkymeHToB/KoHcopimym «Konexey: ouIHaTBHBIN CaT. — URL:
http://docs.cntd.ru/document/gost-r-iso-mek-27005-2010(rata oopamienus: 22.01.2024).
I'OCT P NCO/M3BK TO 13335-5-2006 MudopmarionHast TEXHOJIOTH. METOIbI M CpeICTBa
obecrieuenns OGe3omacHocTH. Yacteh 5. PyKOBOACTBO MO MEHEMKMEHTY O€30IacHOCTH
ceTH//DNEeKTPOHHBIHI doHI MIPaBOBBIX u HOPMATUBHO-TEXHUYECKHX
nokymeHToB/KoHcopimym «Konexcy: ouIManTLHBINA CauT. — URL:
http://docs.cntd.ru/document/1200048416(nara obpamienus: 22.01.2024).

3.2.2. OcHOBHbIE MeYATHDbIE U JIEKTPOHHbIE U3IAHMS:

1.

3aiines, A. I1. Texuudyeckue cpencTBa U METOABI 3aLIUTHI HHPOPMAIIUKN: YyUYeOHUK IS BY30B
| A.Il.3aiiueB, P.B.Memepsikos, A.A.IlllenynanoB. — 7-e u3sf., ucnop. — MockBa: [opsiuas
Jluaus—Tenexkom, 2018. - 442 c¢. - ISBN 978-5-9912-0233-6. - URL:
https://ibooks.ru/bookshelf/333981/reading (mara obpamenus: 22.01.2024).

WmeitnoB, B. . OpraHm3anuoHHOE W TEXHHYECKOEe oOecredueHne HHPOPMAIMOHHOMI
Oe3onmacHoCTH. 3amuTta KOHHUAEHIHAILHOH wuHOpMauu: ydeOHoe mocobue / B.SL
NmeitnoB, M.B. Menatynssa. — Mocka: MTHOPA-M, 20224. — 256 c. — ISBN 978-5-16-
016535-6. - URL: https://znanium.ru/catalog/product/1861659 (mata oGpareHus:
25.01.2024).

[Tpxxeropimuackuii, B.H. ®uznveckas 3amura uHGOpMaKK B 00beKTaX WHOOPMAIMOHHOM
UHQPACTPYKTYphl: Y4eOHMK Ui cpenHero mpodeccuoHanpHOro obpaszoBanus/ B. H.
[Tpxxeropimuackuii, A. A. by6onos, K. 0. ®omuna. — Mockpa: Akanemusi, 2022. — 187 c. -
ISBN 978-5-0054-0187-8

DJIeKTPOHHBbIE pecypcehl:

1.

Crangapter u pernameHnTsl//POCCTAHJJAPT. ®enepansHoe areHTCTBO MO TEXHUYECKOMY
PEryJIUpPOBAHUIO u METPOJIOTHH: ouIHaTBHBIN CauT. - URL:
https://www.rst.gov.ru/portal/gost//home/standarts (nara obpamenus: 22.01.2024)
denepanpHas ciyx0a Mo TeXHUYECKOMY M AKcrnopTHOoMy KoHTposto (PCTIK Poccun):
odunmanbHeii cait. - URL: www.fstec.ru (mara oopamenus: 22.01.2024)

DNIeKTpOHHBIN (OH/I MPABOBOM W HOPMATHUBHO-TeXHUYECKOU MoKymMeHTarun/AO «Komekcy:
[IpodeccuonanbHbie cripaBoYHble cUcTeMbl: oduimanbhbii caiit. — URL: http://docs.cntd.ru
(mara obpamenus: 22.01.2024).

SecurityLab. 3amura uadopmMaiuu U nHGOpMaIMOHHAsS 0€30MaCHOCTh: MH()OPMAI[HOHHBIN
noptain/O00 "Positive Technologies”. — URL: http://www.securitylab.ru (zara o6parenus:
22.01.2024).

3.2.3. JlonoJiHUTEIbHbIE HCTOYHUKHU:



byonoB, A. A. Texnuueckas 3amura HHGOpMalUKU B OOBEKTaX HHPOPMAIIMOHHOM
UHPPACTPYKTYPHI: YIeOHUK /IS cpeiHero npodeccuonansHoro oopasosanus/ A. A. ByOHOB,
B. H. IIpxxeropaunckuii, K. FO. ®omuna. — Mocksa: Akagemus, 2019. — 272 c. - ISBN: 978-
5-4468-8718-7.

by3zos, I'.A. 3amura nHpOpMaLMU OrPaHUYEHHOTO AOCTyNa OT YTEUKHU M0 TEXHUYECKUM
KaHajaMm: ydeOHoe mocoOue s By3oB/I.A.By30B. - MockBa: ['opsiuas nuaus-Tenexom,
2018. - 586 c. - ISBN 978-5-9912-0424-8. - URL.: https://ibooks.ru/products/354357 (mara
obpamenus: 25.01.2024).

Kupenbepr, A. I'. 3amura nHpopManuu OT YTEUYKH MO TEXHHYECKUM KaHajaMm: ydeOHoe
nocooue / A. I'. Kupenbepr, B. O. Koporun. — Kemeposo: Ky3['TY umenu T.D.
I'opbaueBa, 2023. — 222 ¢ — ISBN 978-5-00137-407-7. — URL:
https://e.lanbook.com/book/399665 (nara oopamenus: 17.02.2024).

Texuuueckas pazsezka: yueoHoe nocodue / B. B. Cmupros, C. H. Anukun, M. B. Bonkos,
A. C. I'muakun; non penakuueii B. B. CmupnoBa. — Cankr-IlerepOypr: BI'TY "Boenmex"
um. J.®. VYcrunoa, 2019. — 111 c. — ISBN 978-5-907054-61-5. — URL:
https://e.lanbook.com/book/157077 (nata obparuenus: 26.01.2024).

[leiinakos, H. E. ®usnyeckne OCHOBBI 3amuThl uHpopMaimu: yuebnoe mocodue / H.E.
[etinakos, O.B. Cepnernnos, E.H. Tumenko. — Mocksa: PUOP: UH®PA-M, 2022. —
204 c. — ISBN 978-5-369-01603-9. - URL.: https://znanium.com/catalog/product/1851140
(mata obpamenus: 25.01.2024).

Hepuo;mqecmle HU3TaHUA:

1.

bezonacHocTh MHGOPMALIMOHHBIX TEXHOJOTHMH: peleH3upyeMblii HayuHblid xkypHanr HUAY
MU®DU: odunmansueiii caiit. - URL: https:/bit.spels.ru/index.php/bit (zara oGparenus:
22.01.2024).
Bomnpockl knbep6e30nmacHOCTH: HAYYHBIH, IEPHOANIECCKHNA, HH()OPMAITHOHHO-METOINIECKUN
KypHaI: opunmanbHbli caidT. - URL: https://cyberrus.info/ (nata obpamenus: 22.01.2024).
3ammra wHpopmanmu Inside/UBUC: wHboOpManmnoHHBIE YCIyTH: OQHUIMATBHBIA CaWT. -
URL.: https://eivis.ru/ (nata obpamenus: 22.01.2024).
Information Security/Mudopmanmonnas 0Oe3omnacHocTh: oduimanbubiii caiir. - URL:
https://lib.itsec.ru/imag/ (nara oopamenus: 22.01.2024).

MJIK.03.02. PU3NYECKAS 3AIIATA JIMHAM CBA3A NTHOOPMAIMOHHO-

TEJEKOMMYHUKAIIMOHHBIX CUCTEM U CETEA

3.2 Uu¢opmManmoHHOE o0ecneYeHNe PpeaIn3aluu NporpaMmbl

3.2.1. OcHOBHBIE 3JIeKTPOHHbIC U3IaHUS:

1.

3aiinieB, A. I1. Texandeckne cpencTBa U METOABI 3alIUTHI HHPOPMAIIUH: YyUYeOHUK IS BY30B
/ A.Il.3aiiues, P.B.Mewepsikos, A.A.lllenynaHoB. — 7-e u3n., ucmp. — Mocksa: ['opsiuas
JInans-Tenexom, 2018. - 442 c¢. - ISBN 978-5-9912-0233-6. - URL:
https://ibooks.ru/bookshelf/333981/reading (nara obpamenus: 22.01.2024).

Bamura uHGopmaruu: yueoHoe mocodue / A.Il. Kyxk, E.Il. XKyk, O.M. Jlenemkun, A.W.
Tumomkun. — 3-e uza. — Mocksa: PUOP: UHDPA-M, 2023. — 400 ¢. — ISBN 978-5-
369-01759-3. - URL: https://znanium.ru/catalog/product/1912992 (nara oOpaieHus:
22.01.2024).

CucremMbpl KOHTpPOJII W YIpPAaBJIEHUS JOCTYIIOM K OOBEKTy HH(OpMaTH3alUHu: ydeOHOoe
nocobue / cocraBurenu A. I'. Kupenbepr [u ap.]. — Kemeposo: Ky3['TY umenu T.D.
['opbaueBa, 2023. — 128 c¢. — ISBN 978-5-00137-426-8. —  URL:
https://e.lanbook.com/book/399767 (nata obparenus: 22.01.2024).

DJIEKTPOHHBIE pecypchl:



5.

Crannaptel u pernamentsl//POCCTAH/IAPT. ®enepanbHoe areHTCTBO MO TEXHUYECKOMY
pEryJIMpOBAHUIO u METPOJIOTHH: ouIIHaTBHBIN CaiT. - URL:
https://www.rst.gov.ru/portal/gost//home/standarts (nata obpamenus: 22.01.2024)
OenepanpHas ciayx0a Mo TeXHUYECKOMY M 3KcrnopTHOoMy KoHTpoito (DCTIK Poccun):
ourmanpHelii cait. - URL: www.fstec.ru (mara obpamenus: 22.01.2023)

DONeKTPOHHBIA (POH MPABOBOW M HOPMATUBHO-TeXHHYECKOH gokymMeHTanmn/AO «Komekcy:
ITpodeccronaabHbIe CIIpaBOYHbIC CHCTeMbI: oduiManbhbiii caiit. — URL: http://docs.cntd.ru
(mata obpamenus: 22.01.2024).

3.2.2. lonoJIHATEIbHbIE HCTOYHHKH:

1.

bananos, A. H. 3amura nadopmarmonnsix cucreM. KubepbeszonacHocTh\: yueOHoe mocodue
s By30oB / A. H. bananos. — Cankr-IletepOypr: Jlans, 2024. — 280 ¢. — ISBN 978-5-
507-48807-0. — URL.: https://e.lanbook.com/book/394544 (nata obpamenus: 19.03.2024).
I'py0ba, .M. CucreMbl OXpaHHOM cuUrHaiM3alMU. TeXHUYECKUE CpEICTBAa OOHApPYKEHHUS:
crpaBouHoe nocobue / U.M.I'py6a. - Mocksa: COJIOH-IIpecc, 2020. - 220 c. - ISBN 978-
5-91359-103-6. - URL: https://znanium.com/catalog/product/1858802 (mata oOpareHus:
22.01.2024).

Hmutpues, B. T. 3amura napopManmun B WHOOKOMMYHHUKAIMOHHBIX CHUCTEMax: y4deOHOe
nocodbue / B. T. ImutpueB. — Pszans: PI'PTVY, 2023. — Yactp 1. — 2023. — 160 c. —
ISBN 978-5-7722-0370-5. — URL.: https://e.lanbook.com/book/380396 (mara oGparenus:
22.01.2024).

Kuprmmunukoa, M. 1O. Cucrembl BuaeoHaOMIONEHUS W KOHTPOJISI JIOCTyma: y4deOHOe
nocodbue / M. 1O. KupnuunmkoBa. — Camapa: TII'YTHU, 2020. — 129 c¢.— URL:
https://e.lanbook.com/book/255452 (nara oopamenus: 24.01.2024).

Tymb6unckas, M. B. KommnekcHoe obecrieuenue HHGOPMAIMOHHON O€30MacHOCTH Ha
npeanpusaTHn: yueOHuk st By3oB / M. B. TymoOunckas, M. B. IlerpoBckuit. — 3-e u3n.,
crep. — Cankr-IletepOypr: Jlans, 2022. — 344 c¢. — ISBN 978-5-8114-3940-9. — URL:
https://e.lanbook.com/book/207095 (mara o6pamenus: 22.01.2024).



4. KOHTPOJIb

"u OLIEHKA

MNPO®ECCHUOHAJIBHOI'O MOJAYJIA

PE3YJIbTATOB

OCBOEHUA

Koa u HauMeHoBaHue
npodeccHOHAJILHBIX U
00IIMX KOMIIETEeHIINH,
(¢opMupyeMbIX B paMKax
MOYJIsI

Kpurepun onenkn

MeToabl OEHKH

[IK 3.1. IIpon3Boauts - TpPOBOAWTH YCTAaHOBKY, MOHTaX, | DKCIIEPTHOE
YCTaHOBKY, MOHTaX, HACTPOIKY M UCHBITAHUE TEXHUYECKUX | HAOIIOACHHE
HACTPOMKY M UCIIBITAHUSA CPEICTB 3alMThl HMH(pOpPMALMK  OT
TEXHUYECKUX CPEJICTB 3alIUThl | YTEUKH 10 TEXHUUYECKUM KaHaJlaM;
nH(pOpMAIUK OT YTEUKHU IO - TPUMEHSTh HOPMATHUBHBIE TPaBOBBIE
TEXHUYECKUM KaHajaM B aKTbl U HOpPMAaTHUBHBIE METOAMYECKHUE
nH(pOPMaLIMOHHO- JOKYMEHTBI B 0O0JacTh  3aIIMUThI
TEJIEKOMMYHUKALIMOHHBIX uHbOpMaIny;
CUCTEMaX M CETAX.
IIK 3.2. IIpoBoauTh - IIPOBOAMTH YCTAaHOBKY, MOHTaX, | DKCIIEPTHOE
TEXHUYECKOE 00CITy’)KUBaHHE, | HACTPOMKY M HCIBITAHUE TEXHUYECKUX | HAOIIOACHHE
JUarHOCTHUKY, yCTpPAaHEHHE CPEICTB 3amMThl HWHQOpPMAIMH  OT
HEUCIPAaBHOCTEH U PEMOHT YTEUKH 10 TEXHUUYECKUM KaHaJlaM;
TEXHUUYECKUX CPEACTB 3aIUTHI | - IIPOBOAUTH TEXHUUYECKOE
nH(pOpMaLIH, UCTIONB3YEMbIX | OOCITyKUBaHHE, yCTpaHeHue
B MH(OPMAIIMOHHO- HEUCIPaBHOCTEN u PEMOHT
TEJIEKOMMYHUKAIMOHHBIX TEXHUYECKUX CpEICTB 3aIUTHI
CUCTEMAX U CETAX. uHbOpMaIuu oT YTEUKHU o
TEXHUYECKHUM KaHajam;
- NPUMEHSATh HOPMATUBHBIE IPaBOBbIE
aKTbl U HOpPMAaTHBHBIE METOJUYECKHE
JOKYMEHTBI B O0JacTh  3aIIUTHI
nHbopMaIuy;
[IK 3.3. Ocy1ecTBasTh - MPOBOAUTH HM3MEpPEHHE IMapaMeTPoB | DKCIEPTHOE
3amuTy HHOOPMAITUU OT doHoBeIx  mymoB u  [IDMWH, | HaGmonenue
YTEUYKH MO TEXHUYECKUM co3naBaembix obopynoBanrem UTKC;
KaHajiaM B MTH(POPMAIIMOHHO- - MPOBOIUTH H3MEpPEHHE MapaMeTpoB
TEJIEKOMMYHUKaLlMOHHBIX AJIEKTPOMATHUTHBIX ~ U3JIy4YeHHH U
CUCTEMaX U CETAX C TOKOB, CO3[aBa€MBIX TEXHUYECKUMH
WCTOJIb30BAHUEM TEXHUYECKUX | CPEICTBAMU 3AIIUTH MHPOPMALUU OT
CPEICTB 3alIUThHI B YTEUKH 10 TEXHUYECKUM KaHaJlaM;
COOTBETCTBUHU C - NPUMEHSATh HOPMATUBHBIE IPaBOBbIE
MpeIbABISIEMbIMU aKTbl U HOpPMAaTHBHBIE METOIUYECKHE
TpeOOBaHUSMU. JOKYMEHTBI B  0O0JacTh  3aIIUTHI
nHdopmanuu;
[IK 3.4. TIpoBoauTs BBISIBJIATH U OIIEHUBATh  YIPO3bI | DKCIEPTHOE
OTJIeTIbHBIE paOOTHI IO 6e3onacHocTu nHpopmaru B UTKC; Ha0Ir0IcCHUE

(bu3HUecKoil 3aIKTe THHUMA
CBsI3U UH(OPMAITMOHHO-
TEJICKOMMYHUKAIIMOHHBIX
CUCTEM U CETEH.

HacTpanuBaTb W HNPUMCHATH CPCACTBA
3alUThl UHQOPMALIMK B ONEPAllMOHHBIX
CUCTEeMaX, B TOM UHCJIE CpEACTBA
AHTUBUPYCHOM 3aIINTHI;

HPOBOJUTH KOH(HUTypUpOBaHHE
MPOrPaMMHBIX u IPOrpaMMHO-
arfrapaTHbIX (B TOM qUcCJe
KpUNITOTpapUUeCKuX) CPEACTB 3alIUThI




uH(pOpMaLny;

OK 01. Beibupats criocoObt ~ 060CHOBaHHOCTb IOCTAHOBKH IICITH, DKCIEPTHOE
pemcHus 3anaq BbIOOpa M IPUMEHEHHS METOJIOB U HaOII0ICHHE
npo¢eCCuOHATBHON CII0COGOB PeIIeHHs DK3aMeH
ACATEIBHOCTH, npodecCHOHATIBHBIX 331a4;
HNPUMCHHUTEIIBHO K PA3JIMYHBIM | - ginexkBaTHas OLIEHKA M CAMOOILICHKa
KOHTCKCTaM 3 PEKTUBHOCTH U KauecTBa

BBITIOJTHCHHSI TPO(ECCHOHATBHBIX

3a/1ay;
OK 02. Ucnonb30BaTh - UCIIOJIb30BaHUE PA3IMYHBIX DKCIEPTHOE
COBpPEMEHHBIE CPEJICTBA UCTOYHUKOB, BKJIIOYAsl 3JICKTPOHHBIE HabmroeHne
MOWCKa, aHau3a 1 pecypcesl, meauapecypcebl, MaTepHeT- DK3aMeH
MHTEpIpeTanuu HHPOPMALUN | PeCypChl, IEPHUOIMUECKUE U3TAHHSI 110
1 “HGOPMAITMOHHBIE CHEIHMATIbHOCTH ISl PEIICHUs
TEXHOJIOTHH ISl BBITIOJIHEHUST | IPO(ECCUOHATBHBIX 3a/a4;
3a1a4 mpodecCHoHaTbHON
JeSITeIbHOCTH
OK 03. [lmanupoBath 1 - IEMOHCTpAaIUsl OTBETCTBEHHOCTH 3a DKCIEPTHOE
peanu30BBIBaTh COOCTBEHHOE | MIPUHATHIC PELICHHUS; HabmroieHne
npodeccuoHanbHOE U - 000CHOBaHHOCTbH CaMOaHaJIN3a 1 DKk3amMeH
JMYHOCTHOE Pa3BUTHE, KOPPEKIHS Pe3yIbTaTOB COOCTBEHHOM
MpeNPUHUMATEIbCKY IO paboThI;
JeSITeIbHOCTD B
npodeccuoHabHOU chepe,
WCTIOJIb30BaTh 3HAHUSA 1O
(hMHAHCOBOMW TPAMOTHOCTH B
Pa3TUYHBIX KU3HEHHBIX
CUTYaIUIX
OK 04. O¢ddexruBHO - B3aMO/ICHCTBHE C 00YYarOIIUMHUCH, DKcnepTHOoe
B3aMMO/ICIICTBOBATD U IpenoAaBaTeNs MU U MacTepamMu B Xo/ie | HaOIroAeHue
paboTaTh B KOJUIEKTUBE U 00y4YeHHsI, C pyKOBOAUTENSIMU Y4eOHOU | DK3aMeH
KOMaHjie Y TIPOM3BOACTBEHHOMN MPAKTHUK;

- 000CHOBAaHHOCTH aHANIN3a PAOOTHI

YJIEHOB KOMaH bl (MMOAYMHEHHBIX);
OK 09. ITonk3oBaThes - 93¢ PeKTUBHOCTH UCTIOIL30BAHUS DKcrepTHOe
npogeccuoHaIbHON MHGOPMaIIMOHHO-KOMMYHHUKAIIMOHHBIX | HAOIIOAeHHE
JOKyMEHTaluen Ha TEXHOJIOTHH B Mpo(decCuOHaTbHOM DK3aMeH

TroCcyaapCTBEHHOM U
HWHOCTpPAaHHOM A3bIKax

NESITEIbHOCTH COTIIACHO (hOPMUPYEMBIM
YMEHUSM U MOJy4aeMOMY
IIPAKTUYECKOMY OIIBITY;
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