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1. ObLIASA XAPAKTEPUCTUKA PABOYEN ITPOI'PAMMBbI
MNPO®ECCHUOHAJIBHOI'O MOAVJA IIM.02. 3AHIMTA HWH®OPMAIIMUU B
NHOOPMALNMNOHHO-TEJIEKOMMYHUKAIIMOHHBIX CHUHCTEMAX H CETAX C
NCITOJIB30BAHUEM INTPOI'PAMMHBIX U ITPOT'PAMMHO-AIIIIAPATHBIX B TOM
YUCJIE, KPUIITOTPA®OUYECKUX CPEJACTB 3AIIUTHI

1.1 ObaacTe npuMeHeHHus padoyeii MPOrpaMMbl

Pabouass mporpamMmma mTpo(heCCHOHATLHOTO MOIYJS — SIBJISICTCS YacThi0 TPOTPaMMBI
MOJITOTOBKY CHEIMATUCTOB cpenHero 3BeHa B coorBeTcTBUU ¢ @I'OC no cnenmansuoctu 10.02.04
Ob6ecnieuenne HHPOPMAITMOHHOW 0€30TTaCHOCTH TEJIEKOMMYHHKAITHOHHBIX CUCTEM.

1.2 llesib ¥ MJIaHUpPYeMbIe pe3y/JIbTAThl 0CBOCHHUS NPO(PecCHOHATBLHOI0 MOAYJIS

B pesynbrare nzyueHus npo(ecCHOHAIBHOIO MOAYJIS CTYJICHT JOJDKEH OCBOMTH OCHOBHOM
BUJI JCATEIBHOCTU «3amuTa HHpopMauu B HHGOPMAITMOHHO-TEIEKOMMYHHKAIIMOHHBIX CHCTEMaX
H CCTIX C HCIOJIBb30BAHUCM IIPOrpaMMHLBIX MW IMPOrpaMMHO-aIlllapaTHbIX, B TOM YHCIIC
KpUNTOrpaguIecKux CpeacTB 3allUThb» W COOTBETCTBYIOIIME €My OOIIWe KOMIETEHIIMH W
po(heCcCUOHATTLHBIC KOMITETCHITHH

1.2.1 Ilepeyenp OOUMX KOMMETCHLUUA ¢ JIMYHOCTHBIX pE3yJbTaTOB peaNU3alUH
MPOrpamMMbl BOCTIMTAHHS

Kog HanmeHoBaHMe 00IIMX KOMIETEHIMH U JIMYHOCTHBIX PE3yJIbTaTOB
OK 01 Boibupate cnocoObl  pemieHuss 3agad  MpOQPECcCCHOHANbHOM  AESITeNbHOCTH,
IIPUMEHHUTEIBHO K Pa3IMYHbIM KOHTEKCTaM
OK 02 Hcnonb30BaTh COBpPEMEHHBIE CPEACTBA IOWCKA, aHalvW3a W HHTEpHpeTaluu

uHpopManui W HMHQOPMAIMOHHBICE TEXHOJOTMH JUIS BBHITIOTHEHHS 33134
poeCCHOHAITBHON IEATETLHOCTH

OK 03 [InmanupoBaTh U peann30BbIBaTh COOCTBEHHOE MPO(ECCHOHATBFHOE M JMYHOCTHOE
pa3BUTHE, NPEANPUHUMATENBCKYIO NESATEIbHOCTh B IpodecCHOHAIbHON cdepe,
WCIOJIb30BaTh 3HAHMA MO (UHAHCOBOW TPAMOTHOCTH B PA3IUYHBIX >KU3HEHHBIX

CUTYaITUIX
OK 04 DddexTuBHO B3aUMOICHCTBOBATh U Pa0OTATh B KOJUIGKTHBE U KOMAaH/IE
OK 09 [Tonb3oBatbes mpodeccroHabHON JOKyMEHTalMel Ha TOCYIapCTBEHHOM U

HMHOCTPAaHHOM A3bIKax




1.2.2 TlepeueHb npohecCHOHAIBHBIX KOMIIETEHIIUH

Kon

HaunmenoBanue npodeccrnoHaabHbIX KOMITETCHITHI

K 2.1

[Ipou3BoUTh yCTAHOBKY, HACTpOWMKY, HWCHBITAaHUS M KOH(PHUTypUpOBaHHE
MPOrPaMMHBIX M MPOrPaMMHO-ANIMApPaTHBIX, B TOM YHCJIE KPUNTOrpapuuecKux
CpeACTB 3amMThl WHGpOpPMAMK OT HECAHKUIMOHUPOBAHHOTO JIOCTyNa U
CIIELMAJIbHBIX BO3JIEUCTBUI B o0opyoBaHue nH(OPMaLIMOHHO-
TEJIEKOMMYHUKALMOHHBIX CUCTEM U CETEN

[IK 2.2

[TognepxuBath OecnepeboiiHyt0o  pabOTy MPOTrpaMMHBIX W TPOrPaMMHO-
anmapaTHbIX, B TOM YHCII€ KpUOTOrpadUuecKuX CpPeACTB 3alIUThl MHPOPMALUU
WH(POPMAIIMOHHO-TEIICKOMMYHHUKAITMOHHBIX CUCTEMAaX M CETSIX

K 2.3

Ocy1iecTBiIsATh 3alMTy HHOOPMAIMK OT HECAHKIIMOHHPOBAHHOTO JOCTyMa U
CTEIHUATbHBIX  BO3JACUCTBUHA B HH(POPMAI[MOHHO-TEIICKOMMYHHUKAIIMOHHBIX
CHCTEMaX U CETAX C MCIOJb30BaHMEM IPOTPAMMHBIX M MPOTPAMMHO-AIapaTHbIX,
B TOM YHCJIEC KPUNTOrpadUueCKHX CPEICTB B COOTBETCTBUHU C MPEAbABISICMBIMH
TpeOOBaHUSAMU

1.2.3 B pe3ynbTaTte 0cBO€HHS MPO(eCcCHOHATBHOTO MOYJISl CTYJEHT JTOJIKEH:

Nmetn

- YCTaHOBKE,  HACTPOWKE, MCIBITAHUSAX U KOHQUTYpUPOBAHUH

HpaKTI/I‘IeCKI/Iﬁ IMPOrpaMMHBIX U IIPOrpaMMHO-AIMIIaPaATHBIX B TOM YHCJIC KpI/IHTOl"pa(i)I/I‘IeCKI/IX

OIIBIT

cpeacTB 3aumThl nHpopMmanu B odopynosanuu MTKC;

- noJyiep>kaHun OecnepeOoitHOi padoThl MPOTrPaMMHBIX M TIPOTPAMMHO-
anmapaTHbIX B TOM 4YHCI€ KpUOTOrpadUuecKuX CpeACTB  3allUThI
uHpopmanuu B UTKC;

- samute nHpopmaruu or HCJl u cienmansubix Bozaeiicteuii B UTKC
C HCIOJIb30BaHUEM IIPOrPAMMHBIX M MPOTrpaMMHO-aNIapaTHBIX B TOM YHCIIE
KpUNTOrpaUUeCKUX CPeACTB 3alllUThl B COOTBETCTBUHU C IPEIbABIAEMBIMU
TpeOOBaHUSIMHU.

yMETh

- BBISIBIISITH M OIICHUBATh YIpo3bl 6e3onacHoctr nHpopmanuu B UTKC;
- HacTpauBaTb M MPHUMEHATh CPEACTBAa 3allUThl HHPOpPMALUU B
OIEpPAlMOHHBIX CUCTEMAX, B TOM YHCJIE CPEJCTBA AHTUBUPYCHOM 3aIUTHI;

- MIPOBOAMTHh YCTAaHOBKY M HACTPONKY MPOTPaMMHBIX U MPOTrpaMMHO-
anmapaTHbX, B TOM YHCJIE€ KpUOTOrpapMuecKuxX CpEeACTB  3allUThI
uHbopMaIuy;

- NPOBOJIUTh KOH(DUIYpHUPOBAHHWE MPOrPaMMHBIX M  IPOTrPAMMHO-
anmapaTtHbIX, B TOM YHCJIE€ KPUOTOrpapUuecKuX CpEACTB  3alUTHI
uHdopmauuy,

- POBOJIUTH KOHTPOJIb IOKa3aTened M mpouecca (PyHKIMOHHUPOBAHUS
POrpaMMHBIX u IPOrpaMMHO-aINapaTHbIX, B TOM quclie
KPUNTOrpaUUeCKUX CPeACTB 3aLIUThl HH(POPMALIUH;

— IIPOBOAMTD BOCCTAHOBJICHHE nporecca u apaMeTpPOB
(YHKIMOHUPOBAaHUS MPOrPAMMHBIX M IPOrPaMMHO-ANIAPATHBIX, B TOM
qHCIIe KPUNTOTPAPUUECKUX CPEACTB 3alIUThl HH(POPMAIIUH;

- MPOBOAMTH TEXHUYECKOE OOCIYKMBAHHWE U PEMOHT MPOTPaMMHBIX U
IpOTrpaMMHO-AINapaTHbIX, B TOM YHUCIE KPUITOrpauyeckux CpeicTB
3a1UThl HH(GOpPMaLIUK.

3HATh

- BO3MOJKHBIE yrpo3bl Oe3omacHocTy nHpopmaiuu B UTKC;

- crocoObl 3alMThl UHPOPMALUK OT HECAaHKIMOHHUPOBAHHOTO JIOCTYIIA
(manee — HCJ1) u cnennanbHbIX BO3ACHCTBUIN Ha HEE,

- TUTIOBBIE MpPOTpaMMHBIE M  IPOrpaMMHO-aIlapaTHBIE CpEICTBa
3ammTel  uHQopMamuu B MH(OPMAIIMOHHO-TEIEKOMMYHHKAIIMOHHBIX
CUCTEMaX U CETAX;

- KpUnTorpapuyeckue cpeacTBa 3aIUThI nHhopManuu




KOH(HJICHIIMATIBHOTO XapaKTepa, KOTOpbIe MPUMEHSIOTCS B MH(POPMAITHOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX CHCTEMAaX M CETSX;

- HOPSIIOK TECTUPOBAHUS (YHKIHMH MPOTPaMMHBIX M IPOrPaMMHO-
anmapaTHbIX, B TOM YHCJIE€ KPUOTOrpapUUecKuX CpEACTB  3aIIUTHI
nHdopmanuu;

- OpraHu3aIUI0 U CO/IEpPKaHNE TEXHUYECKOT0 OOCITYKUBAHHS U PEMOHTA
NPOTPaMMHO-AINMNapaTHBIX, B TOM YHCIIE KPHUNTOrpaUIecKHX CPEICTB
3alUThl UH(OPMAIIHIH;

- MOPSIOK W TIPaBUJIa BEIEHUS JKCIUTyaTallMOHHOM IOKYMEHTAI[MH Ha
pOrpaMMHEIE u pOrpaMMHO-aNIapaTHbIE, B TOM qucie
KpUNTOrpapuyecKux CpeACTB 3alUThl HHPOPMALIUH.

1.2 Kosim4ecTBO 4acoB, 0TBOAUMOE HA OCBOEHHE MPO(ecCHOHATBHOI0 MOLYJIsA
Bcero gacos: 776 yacos.
N3 nux Ha oceoenne MJIK:
M/JK.02.01. 3amura uHpopManud B HH(OPMALKMOHHO-TEIEKOMMYHUKAIIMOHHBIX CHCTEMax U
CeTSX C UCIOJIb30BAHUEM MPOIPAMMHBIX U MPOTrPAMMHO-AMIAPATHBIX CPEACTB 3alUThI- 292 yaca,
MJK.02.02. Kpunrorpaduueckas 3amura nHpopMmarmn - 178 yacos;
Ha npakTuku yueOHyI0 U IPOU3BOACTBEHHYIO - 288 yacoB.



2. CTPYKTYPA U COAEP/)KAHUE ITPOPECCHOHAJIBHOT'O MOAYJIA
2.1 CtpykTypa npoeccHoHATBLHOT0 MOAYJIsI

O0bemM npodeccHoOHATIBLHOT0 MOIYJIS, Yac.
- PaboTa oOyuarommxcst BO B3aUMOACHUCTBHUH € TIPEroaBaTeieM
E O6yuenne mo MJIK, B uac. [MpakTuku
[_4
K . o O
oAbl Haumenosanus pasnenos CymmapHbiit § E( TpoussoscTae
npo@eCCHOHam)z{mx POGECCHOHATBHOTO MOZIYIIS 00BeM S ); JlabopaTopHsbie ras (1o Camocrosr |[IpomexyTo
KOMIIETEHIIMH HATpPY3KH, 2e paboTel 1 B T.4., KypcoBas eIIbHas 4Has
7. o | Beero YueOHas PO IO
yac. =2 MpakTHyeckue | padoTa (MpoeKT) pabota |aTTecranus
sl CIICMAIbHOCTH
E 3aHATHS
= )
e
=
IIK 2.1-2.3 Paznen 1. 3amura
OK 01-04, OK | unpopmanuu B
09 nH(GOPMaIMOHHO-
TEIEKOMMYHUKAITHOHHBIX
CUCTEMAX U CETSIX C 292 9 | 236 66 30 72 52 4
HCIIOJIb30BAHUEM
MIPOTPAMMHBIX U
[IPOrpaMMHO-aNIapaTHbIX
CPEACTB 3aIllUTHI
IIK 2.1-2.3 Paznen 2.
OK 01-04, OK | Kpunrorpapuueckas 178 44 | 156 44 - 36 18 4
09 3anmTa HPOPMauu
VY4yeOHas mpakTUKa 108
[IponsBoacTBEHHAs MpaKTUKa 180
IIpomexyTouHas aTTecTanus 18
Bcero: 776




2.2 TemaTnueckuii MJIaH U cojiep:kaHue npodeccuonaibHoro moayJs (IIM)

HanmeHoBaHue pa3ieiioB
npo¢ecCHOHATLHOI0 MOAY IS
(ITM), MesKIM CHUIJIMHAPHBIX

kypcoB (M/IK) u Tem

Copep:xanue yueOHOI0o MaTepuaJa, 1adopaTopHblie padoThl U MPAKTHYECKUE 3aHATHS,
caMocTosiTeIbHAs padoTa o0yuarommxcs, Kypcopasi padot (IpoexT)

Oo0Lem
4acoB

Pa3nen 1. 3amura ungpopmannu B ”HGOPMALHOHHO-TETIeKOMMYHUKAIIMOHHBIX CHCTEMAX U CeTSX C UCIOJIb30BAHHEM MPOrpaMMHBIX
U MPOTrPaMMHO-ANNAPATHBIX CPEICTB 3aINTHI

292

MJ/K.02.01. 3ammura wuHdpopManmun B HHOPOPMAUMOHHO-TEJIEKOMMYHUKAIMOHHBIX CHCTEMAaX M CeTSX C HCH0Jb30BaHHEM
NMPOrpaMMHBIX M MPOrPAMMHO-ANINAPATHBIX CPEICTB 3aIUTHI

292

Tema 1.1. O0ecnieueHue
0€3011acCHOCTH ONEePALMOHHBIX
CUCTEM

Conep:xxanue yueOHOro MaTepuaJia

1

3ansaTue 1. [Ipodaembl o0ecneveHnst 6e30MaCHOCTH ONEPALIMOHHBIX CHCTEM.
Yrpo3sl 6e3onmacHocTr OC. B3auMOCBS3b MOHATHN 3alUIIIEHHOCTD, YSI3BUMOCTh, yTpo3a, araka, ymepo.
Yrpo3sl 6e3onacHoct OC: knaccupukaiys yrpo3 6e30macHocTH, TunnyHble ataku Ha OC.

3ansaTue 2. [loaxoapl K mocTpoeHu o 3amumeHubix OC
AIIMI/IHI/ICTpaTI/IBHLIC MCPBI 3allIUTHI. AIICKBaTHaH IIOJIMTHUKA 6C3OHaCHOCTI/I. CTaHILapTBI 3allIMIIICHHOCTH
W afieKBaTHas nojuTruka 6e3omacHoctu. [Ipumeps 3ammmennabix OC.

3ansaTue 3. Tunosas apxuTeKTypa NOACHCTEMbI 3A1UThHI ONIEPALMOHHON CHCTEMBI.

OcHOBHBIE (QYHKIMU TOJCHCTEMBbl 3allUThl ONEPALMOHHOM cucTeMbl. PasrpaHuueHue nocrtyna K
00BEKTaM OIEpallMOHHOM CUCTEMBI: IpaBWJa pa3rpaHUUYEHUs JOCTyIA, pa3pelIUTENbHAs CUCTEMA
J0CTyTa.

3anstue 4. Unentudukanus, ayrTeHTH(PUKAIUA U aBTOPU3ALMA CYOBEKTOB 1I0CTyNa

CooTHOIIEHNE WACHTH(DUKAINH, ayTeHTH(OUKALIMNA U aBTOPU3AIMHU, CIIOCOOBI U BHIBI ayTeHTH(UKAIHH,
uacHTH(DUKAIIS ¥ ayTEHTU(PUKAIUS ¢ TIOMOIIHI0 UMEHU U TapoJis (METOIBI TOAO0pa MapoJis, 3aliTa OT|
KOMITpoMeTaluu rmaposisi). MneHtndukanus u ayTeHTUQHUKAIUS C TIOMOIIBI0 BHEUIHWX HOCHUTENEH
karoueBoil  mHGopManmu. MneHtudukanms wW o ayTeHTH(QUKANMS C TOMOIIBI0 OMOMETPUYECKHX
XapaKTEPHUCTHK IMOJIb30BATEIICH.

3ansaTue 5. Ayaur 0ezonacnoctu OC
Llenn ayura, TpeOOBaHMS K ayANTY, MOJIMTHKA ayANTa.

3ausitue 6. [Ipoueccoi-cepBepnl B Windows
[Toaxoapl K BBIMOJHEHHIO TMPUBHICTHPOBAHHBIX neiicTBuii B WINdOwWS (BpeMeHHOE TMOTydeHHE
TOTIOJTHUTEIPHBIX TIOJTHOMOYHA (TTOJIHOMOYMH JIPyroro MOJb30BaTelsl), OOpalieHHe K yCiayram

nporecca-cepsepa), mporecc-cepsepbl B Windows, onuieTBopeHne moabp30BaTelsl.

30




3ansaTue 7. AynuT u odHapy:kenue atak B Windows

KypHan ayaurta, NOJIUTHKA ayAUTa, TUIBI PETUCTPUPYEMBIX COOBITUH, UCIIOJIb30BaHUE UH(POPMALIUU U3
PKypHaJIa ayuTa JJIs aHaiu3a (aHajiu3 IMOIBITOK PETHCTPAIlMH, aHAJU3 JOCTyNa K OOBEKTaM, aHalu3
BBIINTOJIHAOMINXCA 3aJa4 (OTCJ'IG)KI/IBaHI/Ie HpOHCCCOB). AHaIN3 HCIOJIB30BaHUI HpI/IBI/IJ'IeFI/II\/’I, aHaJInu3
COOBITHH C YYETHBIMH 3allUCSIMH, aHAIW3 W3MEHEHUS MOJUTHK). TpeOoBaHHS K IOJMTHKE ayauTa.
AJIMUHUCTPATOPHI U ayIUTOPHI (pa3aeseHue).

3ansaTue 8. BHeApeHne BpeJOHOCHBIX POTrPaMM Yepe3 peecTp U INIAaHMPOBIIMK 3a1anuil Windows
CTpyKTypa M pacIojIO)KEHUE PeecTpa, KIIOYU aBTO3arpy3Ku JJi BHEOPEHHUS MOTEHIMAJIbHO ONAaCHbIX|
nporpamm (8 ciydaes). [Tnanuposimk 3aganuii B Windows, cpeactBa KOHTPOJIsSI aBTO3arpy3KH.

Bansitue 9. losmTuxku UIIC, SRP u Applocker
[Toaxoapl K CO3AaHUIO M30JIMPOBAHHOW mporpaMMHou cpeabl g0 Windows, moiauTika orpaHMYeHHOTO
ucnonb3oBanus nporpamm (SRP). IMomutuka Applocker u ee cpaBuenue ¢ SRP.

10

3ansTue 10. Unentndukanus, ayreHTH(PUKANMS U aBTOPU3anus nojab3oBareseii B Windows.
Mexanu3m uaeHTu(UKauy, ayTeHTHdukaiuun u aropu3anuu B WINdOWS: cTpykTypa MexaHH3Ma)
WICHTU(QUKAIMY U ayTeHTU()DUKALUHU, BUIBI (THIIBI) BXOJa B CUCTEMY, HICHTU(DUKALUS U ayTeHTH(HUKAIINS
¢ momomipio MSVl_O(NTLM) - BepxHuid, CpefHHI U HIKHUH YPOBHHU, HACHTU(DUKALUS ¥ ayTCHTH(OUKALHS C
nomoipto  Kerberos v.5. Ilpoaiizepbl ceTeBoil ayTeHTH(UKAIMU, MapaMeTpbl  HICHTH(QUKALMH U
ayrentudukanuu 8 Windows, Credential Provider’sr (mocraBimuku yueTHbIX ganubix) B OC Windows

11

3ansitue 11. AnnapaTHo-nporpaMMHbIe CPeACTBA HAEHTH(PUKAIUN U Ay TeHTU(PUKAITUN

Tokensl. CmapT-kapThl. Bupryaneneie kmoun. IIporpamMMHo-anmapaTHble MOAYJIH JOBEPEHHOM
zarpy3ku. 3amaun AIIM/I3. Bosmoxuoctu AIIMJI3. Bugst AIIM/I3. AIIM/I3 Kpunron —3amox|
CUCTEMHBIN aaMuHUCTpaTtop. M3ydyeHue HacTpoek cucremHoro aaMuHuctpatopa AIIMJI3. AIIM/I3
KpunTton —3aMok, HacTpoiiku nons3oBatens AIIM/I3

12

3ansaTue 12. 3amura B OC Unix (Linux)

KomrmoHeHThI mojcucTeMbl 3aumthl B UNiX (Linux). O0bekThl U cyObekThl qocTyna B B Unix (Linux).
Pasrpannuenue nocrymna B Unix (Linux). Berpoennsie cpeactsa mudposanus Unix (Linux). Ayaur u
oOHapyxenue atak B OC Unix (Linux).

13

3ansaTue 13. 3ammra B OC Unix (Linux)

Wnentudukanms, ayreHTudHUKanus U aBropuzauus nojip3oBateneid B OC Unix (Linux). IIporecchr
cepsepbl B OC Unix (Linux). Bueapenue BpenonocHsix nporpamm B OC Unix (Linux). OcobenHocTy
3amuThl B cepBepHbIX Bepcusix OC Unix (Linux).

14

Sansatue 14. besonacHocts MoOnJILHBLIX OC

AxTyanpHble yrpo3bl Oe3omacHoct MoOmibHBIX OC. Ocobennoctu 3amutel B OC  Android: -




ayTeHTUQHUKauus U TexHomoruss Smart Lock, - mudpoBbie moanucu NpUIIOKEHHH, - TTOJHOMOYHS, -
orpanuueHust (moiaHomouuid, APl, Ha noctyn k mHpopManuu U ycTpoiicTBaM, Ha padOTy B CETH, HA|
3aIlyCK MPUJIOKEHUH, HAa JOCTYM K NaMATH, - IU(POBaHUE JaHHBIX.

15

3ansaTue 15. besonacnocTs MoOMIBLHBIX OC
Ocobennoctu 3ammtel B OC Android: - noBepeHHas cpela MCHOJHEHHs, - JOBEpEHHAs 3arpyska, -
3alMTa OT CPBIBA CTEKa, - TexHosorus SELinuX, - rexnosnorus Seccomp, - rexunosnorus SafetyNet.

J1ao

opaTopHbie padoThl

1

3ansitue 16. CpencrBa naeHTH(OUKATUN ayTCHTU(DUKAIMH OTIEPAIIMOHHBIX CHCTEM

2

3ansitne 17. Hacrpoiika j0KajdbHON NOJIMTUKK OE€30MAaCHOCTH OINEPalMOHHONW cuctembl. llonuTuka
napoJsiei. [1oJIMTHKY yueTHBIX 3anucei.

3

3ansaTue 18. HazHaueHue npas noap30BaTeds.

4

3ansaTue 19. HacTpoiika H301MpOBaHHON CpE/IbI

HpaKTH‘leCKHe 3aHATHUSA

3ausitue 20. [Tapamerpsr 6e3omacHoctu. [Tonmutuka aynura

3anatue 21. AIIMJ/I3 Kpunron: uHUIMANH3AMs CHCTEMHOTO aIMHHHCTPATOpa, WHHUIUATA3AIIHS
M0JI30BATENS, POBEPKA LETOCTHOCTH CPEIbI

3ansaTue 22. AnnapartHble cpeacTBa mudpoBanus KpunToH: HacTpoiika, SKCIuTyaTanus

3ansitue 23. [IporpamMHuble cpeacTBa mudpoBanus. 3aluieHHbIe KOHTEHHEPHI.

Ol wW N |-

3ausitue 24. Boccranopnenue nHpopMaIuy TUIIOBEIMU CPEICTBAMHU

10

Tema 1.2. Texuomoruu
pasrpaHUYCHUS JTOCTyIIa

Cox

ep:kaHue y4eOHOro MmaTtepuajia

3ansaTue 25. [losmTrka 1 Moesn 6€30IIaCHOCTH B KOMIIBIOTEPHBIX CHCTEMax

[Tonsatne mnonutuku Oe3omacHOCTH. Mojenb 0e30macHOCTH Kak  (OpMaiM30BaHHOE BbIPAKEHUE
MOJUTUKK OezonmacHocTU. Mojenb 0€30MacHOCTH KaK OCHOBAa apXUTEKTYPHBIX, CXEMOTEXHHUYECKUX M|
[IPOrPaMMHO-AJITOPUTMHUYECKUX PEIICHUH Npu co3fgaHuy 3amunieHHbix KC, aHammsa cucTeMm 3alluThl
uHpopmanmn B KC. OcCHOBHBIE THIIBI TIONUTHUK O€30MAaCHOCTH — JUCKPEIMOHHAs, MaHIaTHasd,
TEeMaTUYECKasl, poJIeBasi, BPpEMEHHAs, MapLIpyTHasl.

3ansitne 26. IIporpaMMHO-TeXHMYeCKasi CTPYKTYpa KOMIBIOTEPHOH CHCTEMbI B KOHTEKCTE
0e30macHOCTH
[lonsitue um QyHkuuu MoHHUTOpa (sinpa) Oe3omacHocTH. TpeboBaHHMA K MOHUTOPY O€30HMaCHOCTH.
MoHuTOp 0€30MacHOCTH 0OBEKTOB (MOHHUTOP CCBIJIOK) U MOHHUTOpP 0€30MacHOCTH CYyOBEKTOB (MOHUTOP,
[IPUIIOKEHU).

3ansaTue 27. Moaenn 6e301aCHOCTH HA OCHOBE IMCKPEIMOHHOM IO THKH

36




OOmast XxapakTepUCTHKa IMOJUTHKH TUCKPEHUMOHHOTO AOoCTyma. Tpoiku goctyma: cyObeKTonepanus-
00bekT. Mogenu IUCKPEIMOHHOrO  (M30MpaTEeNbHOI0) pa3rpaHUYEeHHs] JOCTyNla W MOJENH
aCIpOCTpaHEHMs MpaB ocTyna. Mojenau pasrpaHUdeHrs JOCTya Ha OCHOBE MaTPHIIbl OCTYyTA.

3ausitue 28. /[uckpeniuoHHast MoAe/Ib

[IpuHyIUTENbHBIA ¥ 10OPOBOJIBHBIA MPUHIMUI YHPABICHUS JOCTYIOM. AJIMHUHUCTPATOPHI CHCTEMBI U
BIaJENbIbI 00BEKTOB. [IpuBUiernn u mpemoctarBieHue (pacnpocTpaHeHue) npaB aoctyna. CrocoOs
opranu3ani MHQPOPMALMOHHON CTPYKTYpPBhl MAaTpHIbl JOCTyNa — IEHTPAJU30BaHHAs CTPYKTYpa
(cuctemuble Tabnuubel  goctynma B pensuuoHHbix CYBJl, Outel goctyma B OC UNIX)
NIeIIeHTPAIM30BaHHas CTPYKTypa (cnucku joctyna o0bekToB B OC Windows).

SansaTue 29. Moaeian 0e30MacCHOCTH HA OCHOBE MAaHJIATHOM NMOJUTHKH

OOmast  xapakTepUCTHKA  TOJMTHUKM  MaHAaTHOro  (MOJHOMOYHOro)  jocryma.  [lapagurmal
IpagyupOBaHHOTO JIOBEpHs IOJIb30BaTeNAM (CyOBEKTaM JOCTyHa) M TIpaglyHpOBAaHHOW CTENEHH
KOH(HICHIIMATBHOCTH JAaHHBIX (OOBEKTOB JOCTyHa). YPOBHU 0O€30MaCHOCTU CYOBEKTOB U OOBEKTOB
nocrymna. IIpaBuia 6e30macHOro ManaaTHoro gocrymna — 3amnpeT ureHus BBepx (NRU) u 3amper 3amucu
BHI3 (NWD). PedpekcuBHOCTh, aHTUCHMMETPHYHOCTh W TPAH3UTUBHOCTH OTHOIICHHUH JOCTYTIA.
@OyHKIMS ypoBHS 0€30MacHOCTH CyOBEKTOB M OOBEKTOB J0CTyma. Pemierka ypoBHeil 0e30MacHOCTH.
Kracchl 6e30macHbIX HH(OPMAIIMOHHBIX TOTOKOB U MAaTpHIIA AOCTYHA.

3ansaTre 30. Moaean 6e301aCHOCTH HA OCHOBE TeMATH4Y€CKOM MOJUTUKH

OOmass xapakTepUCTHKA TMOJUTUKA TEMaTHYEeCKOro moctyna. Temarndeckoe Kiaccu(pUKamoHHOE
MHOXECTBO M €€ pasHOBHAHOCTH. CrocoObl TeMaTH4YecKoW Kiaccuukanuu CyObeKTOB UM OOBEKTOB
A0CTyIIa Ha OCHOBC ACCKPUIITOPHBIX, UCPAPXUUYCCKUX U q)aCGTHBIX KJIaCCI/I(bI/IKaLII/IOHHBIX MHOXCECTB.
Kputepun Oe3onmacHOCTH HH(OPMALMOHHBIX TMOTOKOB B CHCTEMax TEMAaTHYECKOTO pa3rpaHudyeHUs
moctyna. TemMaTH4ecKrne pelneTk Ha OCHOBE KIaCCH(PMKAIMOHHBIX MHOXKECTB. PereTka moaMHOXKECTB,
MHOKECTBAa TEMAaTHUECKUX PYOpUK MpHU AECKPUNTOPHOHN Kiaccuduxanuu. TemaTuueckas peuieTka Hal
KOPHEBOM JiepeBe pyOpHukaTopa Ipu MOHOPYOPHIIMPOBAHHOW HEpapXHUECKON KiIacCH(PHUKAIUU U ee
130MOp(HBIN BapuaHT B BUJI€ PEIIETKU JUCTOBBIX OJIMHOKECTB.

3ansTue 31. Moaenu 6e301aCHOCTH HA OCHOBE POJIeBOM MOJIUTHKH

OO0mas XapakTepHUCTUKA TMOJUTUKU POJIEBOTO (TUIMU30BAHHOIO) MOCTyMa. Pojb Kak THUMOBOW CyOBEKT
noctyna ((pyHKIMOHAIEHO 000COOJIEHHOE arperupoBaHUE MPaB JOCTYNA W MOJTHOMOYHIA BBITIOJHEHUS
npoueayp HajJ AaHHBIMU). J[Be (a3bl opraHu3anuu pojieBOro JOCTyNa — CO3JaHUe POJieil KaK TUIIOBBIX|
CyOBEKTOB JIOCTYIIA C HAJIEJICHUEM WX MpaBaMu (IIOJTHOMOYHUSMH) JIOCTYIAa HA OCHOBE JUCKPEIIMOHHOM,
MaHJAaTHOM, TEMaTU4YECKOW WJIM WHOW MOJMTUKUA OE30MaCHOCTH W Ha3HAUYEHHUE POJIeH IMOJIb30BATENSM.
CeaHCOBBIN XapakTep (YHKIIMOHUPOBAHUS KOMITBIOTEPHOU CHCTEMBI C POJIEBBIM A0CTyrnoM. CeaHcoBas




ABTOpU3ALMA I10JIb30BATENs C OJHOM WIM I'pyNIOW Ha3HAYEHHBIX €My B CHCTEME POJIEH M JOCTYI K
00BEKTaM CHUCTEMBI B COOTBETCTBYIOLIEH (COOTBETCTBYIOIIMX) poJin (posisix). Pa3HOBUAHOCTH PONIEBBIX|
CUCTEM II0 OTHOLUEHUSAM poOJieH, NpPUHIUIAM HAa3HAYEHUs poJIeH TIOJIb30BaTENIIM M CEAHCOBOU
ABTOPU3ALIMHY 10JIb30BATEIEH ¢ HA3HAYCHHBIMU POJISIMH.

3anarue 32. Mogeian 1 MeXaHU3MBI 00eclieueHHs [eJIOCTHOCTH JaHHBIX

[loHsTHE LIENTOCTHOCTH JAaHHBIX M O00Ilas XapaKTepUCTHKAa METOJOB U MEXaHU3MOB 0OecredeHUs
[IEJIOCTHOCTHU JaHHBIX. J{MCKpelnnoHHas MoJieb 00ecreueHus eIOCTHOCTH AaHHbIX Kiapka-Bunbcona.
OOBeKThI, TpeOyromue KOHTpoJsisi wenocTtHocTr (constrained data items), mpoueaypsl MPOBEpPKH
nenoctHocty  (integrity verification procedures), koppekTHO c(HOPMHPOBAaHHbIC TpaH3aKIHU (HE
HapYIIAIOIINE OTPAHUYCHUS IIEIOCTHOCTH ), TPOUKH "CyOBEKT-TpaH3aKIusA-00beKT". MaHmaTHass MOJIEIb
K.buba. YpoBHM LEIOCTHOCTH JaHHBIX. YPOBHM JOBepUs Mojb3oBareisiM. [IpaBuia MaHIATHOTO|
oCTyNa, He HapyLIalolie 1eJOCTHOCTh JTaHHBIX (3ampeT "uTeHus BHM3', 3ampeT "3amucu BBepx') Kak|
MHBEPCHUS MIPaBUIaM MAaHJATHOTO JOCTYyIa, HE HapyILIAOIUM KOH(PHUICHIMAIbHOCTD JaHHBIX (B MOJENH|
benna-Jlamamyer).

3ansaTue 33. MeToabl M TEXHOJIOTHHU o0ecneYeHUs JOCTYIIHOCTH (COXPAHHOCTH) JAHHBIX
PesepBupoBaHue, apXMBUPOBAHUE U JKypHaJIu3auus JaHHbIX. OpraHu3alMOHHBIE, TEXHOJIOIHYECKHE U]
[IPOrPaMMHO-TEXHUYECKHE IPUHLIUIIBI TOJUTUKN pe3epBUpOBaHUs U apxuBupoBanus bJl. OnepatuBHoe
COXpaHEHMEe (3KypHaJIM3alysl) U3MEHEHUH JAaHHBIX. BoccTaHOBIIEHME JaHHBIX M3 ApXWBHOM KOIMHM U I10|
PKypHally U3MEHEHUl naHHbIX. CUHXpOHHAs M aCUHXpOHHas XypHauu3auud. [lonHoe u MHKpEMEHTHOE
COXpaHEHHE U3MEHEHHBIX JaHHbIX. ClieHapuu apXUBUPOBAHU/)KypPHAIU3ALIUH.
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3ansaTue 34. MeToabl M TEXHOJIOTHHU o0ecnieYeHUs JOCTYIIHOCTH (COXPAHHOCTH) JAHHBIX

Cuctembl peanpbHOrO BpeMmeHu. '"lopsiuee" pesepBupoBanHue. [ JTaBHBINA/PE3EpBHBIA  CEPBEPHI.
"IIpo3payHocTs” A NPWIOKEHUH. ABTOMAaTHYECKOE MEPEKIIOUEHUE CEpBEPOB, '"momHsTHE"
"ynaBmiero" cepepa. CrucreMbl permkanuu JaHHbIX. OOecrniedeHne HeNpepbhIBHOCTH COTJIACOBAaHHOTO
COCTOSIHUSI JAHHBIX, CUHXPOHHAs U aCUHXPOHHas peruiMkanuu. IIporpaMMHO-TeXHHYECKAsl CTPYKTYpa|
CUCTEM peIUTuKaluu JaHHbIX. OOecriedeHre HEeNpepbIBHOCTH COTVIACOBAHHOTO COCTOSIHHSI CTPYKTYPBI
TAHHBIX, CUCTEMBI C "TJIaBHOM" M YaCTUYHBIMU PEIUIMKAMHU.

11

3ansaTre 35. Meroabl, KpUTEPUH U MIKAJbI OLEHKH 3alIIMIIEHHOCTH (0€301ACHOCTH)
KOMIIbIOTEPHBIX CHCTEM

[loHsiTe M3MEPEHHUs BEJIMYMH M OLEHKH OOBEKTOB KaK OTOOPa)KEHUSI MHOXKECTB C OTHOILICHUSMHU.
[Ipouiecc u3Mepenusi (OLEHKM) U IKana u3MepeHus: (oueHku). TouyHble M3MEpPEHUsT U U3MEPEHUsS C
MOTPEITHOCTSIMHU. Tumbl 1Kan (MIKAIUPOBAHWSA) — HOMHUHAJIBHBIC IIKaJbl, TOPSAIKOBBIC (PAHTOBBIC)

[IIKAJIBI, INKAJIbl HWHTEPBAIOB, IIKAJIBl OTHOIICHWN, IIKAIBl PAa3HOCTEH U aOCONIOTHBIC MIKAJHI.




MHOroMepHOE OIICHHBAHHUE CIIO)KHBIX OOBEKTOB U €ro ILeJeBble PAa3HOBUIHOCTU — OIpeAeTIcHHe
CPaBHHUTEIHLHOTO IMPEANOYTCHUS OOBEKTOB, OINPEICICHHE CXOJCTBA M Pa3uuds OOBEKTOB, THITH3AIIHS
(xmaccudukanmst W rpynnupoBaHue) o0ObekToB.  OrmeHKa — 3alMIIEHHOCTH  (OE€30MacHOCTH)
KOMITBIOTEPHBIX CHCTEM KaK 3aJa4a MHOTOMEPHOro ImkajaupoBaHus cBoiictB KC B acmekte
Oe3omacHoctu. UWepapxudeckuii (IpEeBOBHIHBIN) XapakTep CHUCTeMbl KpuTepueB ananuza KC
(mapameTpos, CBOJWCTB, byHKIMI), obecreunBaronmx COCTaBJIAIOLINE 0e30MacHOCTH
(koH(HUIEHIIMANBHOCTh, IIEIOCTHOCTh W JOCTyHmHOCTh uH(popmanuu). IlopsakoBoe (paHroBoe)
[IKATUPOBAHNE KOMITBIOTEPHBIX CHCTEM B acleKTe OC30MacHOCTH Ha OCHOBE TPYIITAPOBAHHS
(xmaccuukanuu) B TPOCTPAHCTBE IIKATUPOBAHUS TEPBUYHBIX (HAKTOPOB OlLEHKU. [Ipumepsl
MHOTOMEPHBIX HOMHHAIBHO-PAHTOBBIX CHCTEM OIICHKH 3alWIIEHHOCTH KOMITBIOTEPHBIX CHCTEM,
3aKpeIJICHHbIE B CTaHIapTax 0€30MaCHOCTH.

3ansitue 36. Pasrpanuuenue gocrynma B OC Windows.
Metoabl goctyna k obbektam B Windows. IlpaBa nocryma k oObektam B Windows. IMpuBmieruu
cyonsekToB B Windows. Paspemenust NTFS mist daiinos u nmamok. Mapkep noctyna (AC) mons3oBarers.

12 Jleckpuntop 3aumtel (SD) o0bekTa: CTpyKTypa JECKPHIITOPA 3alIUThI, CIIUCKU YIPABJICHHUS TOCTYIIOM|
(DACL u SACL), macka npaB B ACE, ¢uaru B ACE - ux HasHauenue, omimuue oT QaaroB B SD,
MCTIO0JIb30BAHUE NP HACJIEJOBAHUH.

Bansitue 37. Pasrpanuuenue gocrynma B OC Windows
Wnentudukarop 6e3onacHoctu (SID) monp3oBatens. [IpoBepka mpaB goctyna cyObekTa K OOBEKTY:

13 oOmmi nopsitok mpoBepkn SRM mpaB noctyma cyOBeKTOB K 0OBEKTaM, JBa BapuaHTa ((yHKIIHHN)
POBEPKHU MpaB JOCTyNa CyObeKTa K OOBEKTy, MPUMEpbI MPOBEPKH MpaB JOCTyHa IMpHU OOpalleHuy|
cyObekTa Kk 00bekTy. Hasznauenue atpuOytoB 3amutel (DACL) co3naBaeMbiM (HOBBIM) OOBEKTaM B
'Windows. 3amunTa OT HECAaHKIIMOHUPOBAHHBIX JCHCTBHM aAMUHUCTPATOPA.

14 3ansitue 38. AyauT 6e30MacHOCTH ONEePANMOHHON CHCTEMBbI
MeTo/1b1 IPOBEICHNS] KOHTPOJIBHBIX TPOBEPOUHBIX MeponpusaTuil. [IporpamMmHble cpencTBa ayaura
3ausitue 39. MexceTeBble IKPaAHbI

15 |[lonsatue MexcereBoro s3kpaHa. Buapr MDO. @DyHKIUM MEXCETEBBIX HKpPaHOB. JlOMOIHUTEIbHBIE
BO3MOXKHOCTH MD. OcobeHHOCTH (PYHKITMOHUPOBAHMS MEXCETEBBIX IKPAHOB
3ansitue 40. 3amuTa HHPOPMALUM HA CETeBOM YPOBHE

16 [Mogens OSI. Dxpanupyromuii mapmpytu3atop. Llmo3 ceancoBoro yposas. [Ipuknannoit nutros. o3
HKCIIEPTHOTO YpOoBHS. CXEMBI 3alMTHI HAa 0a3e MEKCETEBBIX IKPAHOB

17 3ansitue 41. [ToauTHKA MesKceTEeBOro B3aNMOAeHiCTBHS.

Cxembl nogximtoueHuss MO. Ilepconanbhbie u pacnpeneneHasie MDJ. IlpoGnemsr 6e3omacHocTn MO.




TeCTI/IpOBaHI/Ie MCIKCCTCBBIX 5KPAHOB

18

3ansitue 42. Tpe6oBanus noka3areJieii TecrupoBanust M9
Knaccet MO. TpeboBauus PCTOK k MO

IIpakTnyeckmne 3aHATHSA

6

3ansTue 43. [IporpaMMbl HaJIe:KHOTO yaaaeHust HHGOpMaIK

7

3ansaTue 44. ApxuBupoBanue nHpopMaluu

8

3ansitue 45. [IporpamMHubie cpeacTa pesepBHoro konuposanus. Hacrpoiika RAID-maccuBoB

9

3ausitue 46. Mncaitnepckas uadopmanus. [Iporpammer coopa nadopmaruu o [1K

10

3ansTue 47. HacTpolika MexceTeBOro sKpaHa

10

Tema 1.3. OOecnieueHue
nH(GOPMaMOHHON
Oe3omacHocTH cereil. OCHOBBI
TEXHOJIOTHH BUPTYaJIbHBIX
3amuIIeHHbIX ceTeld VPN

Con

ep:KaHHNe Y4eOHOr0 MaTepuasia

3ansitue 48. CereBasi 6e301aCHOCTH

[IpobGnembl nHGOPMAIMOHHON O€30MTacCHOCTH ceTeil. BBenenue B cereBor MH(POPMAITMOHHBIN OOMEH.
Vcnonb3oBanue cetu MuTepuet. Moaens ISO/OSI u crex nporokonos TCP/IP. OGecnieuenue
nH(pOopMallMOHHOHN Oe3omacHocTH ceTeil. CrocoObl obecrnieueHuss THPOPMAITMOHHOM 0€30I1aCHOCTH.
[TyTu pemenus npoGieM 3amuThl HHPOPMALIUU B CETAX

3ansitue 49. BBeieHne B TEXHOJIOTHIO BUPTYaJbHbIX YacTHBIX ceTeil (VPN).

BupTyanbHas yacTHas CETh: OCHOBHbIE IIOHATHUS, LIEJIN CO3AAHUS, ONpeAeIeHus, NoaXoabl. OCHOBHBIE
3anaun TexHonorun VPN. Cneunduxa noctpoenuss VPN. VPN B ny6nnunbix cetsx. TyHHenIupoBaHue B
'VPN. IIpoTokosbl MEXxaHU3Ma TYHHEIUPOBAHMS.

3ansaTue 50. Cxema u noutukm 6e3onacuoctu VPN.

Cxema VPN. Anroputm pabotsl VPN-arenroB. ®yukuuu VPN-arentos. [lonutruku 6€30macHOCTH B
'VPN. Kputepun 6e3omacaoctu VPN. Bapuantst coznanus VPN (3amuméHabIe KaHAIbI, 9aCTHBIE
KaHaJIbl, TPOMEKYTOUHbIe KaHauibl). [Ipumepsl nonutuk 6e3onacHocti VPN.

3ansitue 51. CtaHgapTHble MPOTOKOJIBbI co3aanust VPN

YpOBHHU 3alUIIEHHBIX KaHaTI0B. CEMUYPOBHEBAsI MOJIEINb B3aUMOJEHCTBHS OTKPBIThIX cucteM (OSI).
[IpoTokombl 3amuThl JaHHBIX KaHabHOTO YpoBHS (PPTP, L2F u L2TP). CpaBHUTENbHBIN aHATH3
[IPOTOKOJIOB 3AIIMTHI HA KAHAJILHOM YPOBHE.

3ansaTue 52. 3amuTa JaHHBIX HA CETEBOM YPOBHE
[Tporoxosn IPSec. [IpoTOKOIIBI TYHHENBHOIO U TPAHCIIOPTHOI'O PEKUMOB. 3alUTa HA CEAHCOBOM YPOBHE
(ITporokonst SSL, TLS, SOCKS).

3ansitue 53. Oco0eHHOCTH yNpPaBJIeHHs KII04YeBOii CHCTeMOii aCHMMeTPHYHBIX KPUIITOCHCTEM.

HHppacTpyKTypa OTKpHITHIX Kintoueil. [Ipobiemsl yripaBieHHst KpUOTOrpagrueCKUMH KIIFOYaMHU.
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PKusnenHbli nukna kaoueid. Komnpomertaius kitoueid. Y npaBieHUEe CEKPETHBIMU U OTKPBITBIMU
kitouamu. Uadpactpykrypa oTkpbIThix kiatoueit (MOK). Monenu APKI u PKIX

3ansitue 54. Ceprudukanusi OTKPbITHIX KJIIOYeid.
(OCHOBHBIE TIOJIXO/IBI K 00€CTICUCHHIO O€30TaCHOCTH OTKPBITHIX Kitoueh. CoaepikaHne MeToia
cepTU(UKAILMU OTKPBITHIX KiItoueil. Y poctoBepstonuii neHTp. CepTudukaT oTKphIToro kimoya. @opmar

! cepTu(UKaK OTKPBITOrO Kitoua. AHHYJIMpOBaHUE cepTudukaTtoB. Moaenb HHGPACTPYKTYpbI
OTKpBITHIX Kimtoueil. OcHoBHBIE TpoToKoIIbIl MOK cornacHo mogenu PKIX. 3akon P® «O06 snekTpoHHOK
O JIITHUCH
3ansaTue 55. TpeGoBaHus K NPOAYKTAM NOCTPOCHHUS BUPTYAJIbHBIX YaCTHBIX CeTEH.

8 BapuanTel peanuzanuu. XapakTepuUCTUKa OCHOBHBIX cpencTB noctpoeHusi VPN. [Ipon3BoaANTEILHOCTS.
Yopasiasiemocts. CoBMecTumocTs. [loanepxka cripaBoyHol ¢y 0bl. HanéxHOCTh 3a1uTh 1
(yHKIMOHAIbHAS NOJHOTA.
3ansitue 56. [IpyHIMNBI TOCTPOEHUS] BUPTYAJILHBIX YACTHBIX CeTel.

9 |Peanuzarmusi anrOpUTMOB CKOPOCTHOM KpunTo3aniuTel. Bapuantel peanuzanuu VPN, 11ITr0361 1 KITHEHTHI
VPN.
3ansitue 57. PemeHust 11 NOCTPOEHUsSI BUPTYAJbHBIX YACTHBIX CeTeil.

10 |[VPN Ha 6a3e ceTeBbIX onepannoHHbIX cucteM. VPN Ha 6aze mapmipytuszaropoB. VPN Ha 6aze
MEKCETEBBIX JKPAHOB.
3ansitue 58. Pemienus 1Jis1 NOCTPOEHHsI BUPTYaJbHbIX YACTHBIX CeTeii.

11 |VPN Ha 6a3e cnenuaJn3upoBaHHOTO MporpaMMHoro ooecredeHus. VPN Ha 6ase ammapaTHBIX CPECTB.
Bu/1bl BUPTYaJIbHBIX YaCTHBIX CETEH.
3ansiTue 59. XapakTepucTHKA POCCUIHCKUX NPOAYKTOB /ISl CO3JaHUS BUPTYAJbHBIX YaCTHBIX

12 ceTei.

AnmapaTHO-IporpaMMHbIi KoMIuleke « KoHTuHeHT». [IporpamMmmHbIe IPOAYKTHI CEMENCTBA «3acTaBay.
[TponykTsl komIuiekca « VipNety.
3ansitue 60. XapakTepucTHKA POCCUIHCKUX MPOAYKTOB /ISl CO3JaHUS BUPTYAJbHBIX YaCTHBIX

13 ceTeil.

CemelicTBo npoaykToB «Net-PRO». IIpoaykrs! «1lum» u «Mrmna-2». CpaBHUTEIbHBINA aHAIN3
POCCUICKHUX IPOTYKTOB.

JlabopaTopHbie paboThl

5 [3ansrue 61. [Ipumeps! nonutuk 6e3onacHoctu VPN 26

6 [3ansTue 62. [IpoTOKOIBI 3aIINTHI JaHHBIX KaHaTbHOTO YpoBHS (PPTP, L2F u L2TP). CpaBHUTENBHBIH




AHAJIN3 IIPOTOKOJIOB 3allIUThI HA KaHAJIbLHOM YPOBHC.

3ansitue 63. 3anuTa 1aHHBIX Ha ceTreBoM ypoBHE ([IpoTtokoi [PSec). [IpoTokosbsl TYHHETFHOTO U

! TPAHCHOPTHOT'O PEKUMOB.

8 [3amsTume 64. 3amuTa Ha ceancoBoM ypoBHe (IIporokonsr SSL, TLS, SOCKS)

9 [BansTume 65. Mudpactpykrypa oTkpsIThiX Kitoueil (MOK). Monenun APKI u PKIX

10 |3amsTHe 66. Ceprudukar OTKPITOro Kimoya. PopMar cepTHYUKALIH OTKPHITOrO KI0Ua.
AHHYJIMPOBaHUE CePTH(UKATOB

11 BaumsTue 67. Peanuzaius anropuTMOB CKOPOCTHOM KPUIITO3AIUTHI

12 [3ansaTue 68. VPN Ha 06a3e ceTeBBIX ONEpallHOHHBIX CUCTEM

13 [3ansaTue 69. VPN Ha 6a3e crienaan3upoBaHHOTO MPOTPaMMHOT0 00ECTICUCHHUS

14 Baustue 70. VPN Ha 6a3e anmapaTHBIX CPEJIICTB.

15 [Baustue 71. Micnonp3oBaHue TOKEHA Ha paboyeM MecTe aMHHHUCTPATOpa

16 [3ansaTue 72. YcranoBka u Hactpoiika CK3U «Kpunrollpo CSP»

17 3ansitue 73. PaboTa ¢ KOHTEfHEpaMH 3aKpBITOTO KJI0Ya U CEPTUPHUKATAMU TI0TH30BATENS CPEICTBAMU
Kpunto [Ipo CSP

Tema 14. Texnonoruu | Coaep:kaHue yueOHOTro MaTepHaJia
00HapyXKEHUST BTOP>KCHUM 1 [Bausitue 74. YSI3BUMOCTH TPAAMIMOHHBIX CPEACTB 3aIIIUTHI

Vs3Bumoctu creka npotokosioB TCP/IP. Ciabocti MO, u criocoObl ero 00xo/a. YSI3BUMOCTH CHCTEMbI
ayTeHTU(UKAIMK U aBTOPU3ALIUN

2 [3ansTHe 75. AHATOMMS aTaKH, 3TANbI OCYIIECTBIEHUS aTAKH
Knaccudukanus yszsumocteil. Monenb ataku. Otaribl peanu3anuu atakd. Kinaccudukamus ataxk

3 [3ansaTue 76. 3agaya oOHapy:KeHUs aTak
[ToHsiTHE CHCTEMBI OOHAPYKEHHS aTak. PeaqbHbIe BO3MOYKHOCTH CHCTEM OOHApY)KEHUS aTakK W TPEJIeibl 30
X BO3MOXKHOCTeH. Cxema paboThl CUCTEMBI OOHAPY>KEHUS aTak

4 BansaTue /7. OcHOBHbIEe NIPUHIMIIBI 00HAPYKEHUS aTaAK
[Tpu3naku atak. ictounuku nHpopmanuu o6 arakax. TeXHOJOTHH U MOAX0]Ibl K 00HAPYKEHUIO aTak

5 [3ansTue 78. OOHapy:KeHHUE CJIe/I0B aTaK
KoHTpoJIb M3MEeHEeHHNH (hailioB. AHAIN3 )KYPHAJIOB perUCTpaliii. AHAJIN3 CETEBOro Tpaduka

6 [Bausatue 79. Knaccudukanus cucreM o0HAPYKEeHHS aTaK

CucteMbl aHain3a 3aIIMIICHHOCTH. AHAIM3aTOPBl JKypHAIOB peructparuu. OOMaHHbBIE CHCTEMBI.

CrcremMbl KOHTPOJIAA HEJIOCTHOCTH




3ansitue 80. BuiOop cucTeMbl 00HAPYKEHHS aTaK
[ IpeaBaputenbublii aHanu3. Kpurepun onenku. TectupoBanue

8 [3ansTue 81. Pazmemenune cucteMbl 00HAPY:KEHHUS ATaAK
Pa3zmenienue ceHcopoB. Vcronb30BaHe CETEBBIX CEHCOPOB KOMMYTHPYEMBIX ceTsiX. Pazmenienue
CHCTEMBI aHAJIN3a 3aIIUIICHHOCTH

9 [3ansartue 82. Pazmenienune cucTeMbl KOHTPOJIS EJIOCTHOCTH
[ToHsATHE CUCTEMBI KOHTPOJIS IIEIOCTHOCTH. MeTO bl KOHTPOJISI LIEIOCTHOCTH.

10 (3ansaTue 83. Cucrembl BUpTYaabHbIX JioBymiek (Honey Pot u Padded Cell)
[TonsiTre noByIIeK. Buabl 1 ciocoOwl peanu3anuu.

11 [3anstue 84. Metoasl pa3BepTbiBaHus U 3Kkcmiayarauun COA
O6mure mpodsiembl. CeTeBble CUCTEMBI. Y 3JI0BBIE CUCTEMBbI

12 [3anstue 85. CpencrBa aHa/Iu3a 3alIMIIEHHOCTH CETEBBIX MPOTOKOJI0OB H CEPBHCOB.
CpezncTBa aHanM3a 3alIUIIEHHOCTH OMNEpalMoHHON cucteMbl. OOmie TpeboBaHUS K BBHIOMpPAEMBIM
CpeJCTBaM aHaJM3a 3aIIUIIIEHHOCTH.

13 Bausitue 86. MeToabl aHa/Iu3a ceTeBOii HHpOPMAIUM.
Knaccugukarus cucreM oOHapy)eHus atak. KOMIIOHEHTHI U apXUTEKTypa CHCTEMbl OOHApY>KEHHs aTak.
OcoOeHHOCTH CcHUCTEM OOHapyXeHHs aTak Ha CETEBOM M ONEPalMOHHOM YpOBHSX. MeTobl
pearnpoBaHus Ha CETEBBIC aTaAKH.

14 Bausitue 87. TexHOJIOTHH 3aIIUTHI OT BUPYCOB.
KommploTepHble BUPYCHl M TPOOJIEMBbI AaHTUBUPYCHOH 3amuThl. Kiaccmpukamust KOMITBIOTEPHBIX
BUpYCcOB. JKM3HEHHBbIH HHMKI BHUPYcOB. OCHOBHBIE KaHallbl PACHpPOCTPAHEHHUS BHUPYCOB U JAPYTHUX|
BPEIOHOCHBIX IPOTPAMM.

15 [3ansaTue 88. O030p oTevyeCTBEHHBIX pPellIeHUI A1 00HAPYKeHUs BTOPKeHM It

JlabopaTopHblie padoThl

18 [3anstue 89. [IpoekTupoBanue crenaa ais peanusanuu |IDS

HpaKTuquKue 3aHATUA

11

3ausitue 90. Hactpoiika nHTEepdelicoB BUPTyaTbHBIX MAITMH

12

3anstue 91. Kondurypauus npasuna s COB

13

3ansitue 92. PazBepThiBaHNE OTKPBITHIX CIIMCKOB MPaBUII

14

3ansitue 93. [logkirouenue cpeacTBa MOHUTOPUHTA

15

3ansaTue 94. BxintoueHue pexxuma 0JIOKUPOBKU

10




Tema
YIIPaBJICHUS
3aIATHI

1.5.

Metonasl
CpeACTBAMU

Conep:xxanue yueOHOro MaTepuaJia

1

3ausitue 95. MeToabl ynpaBJieHuUsl CPeICTBAMM CEeTeBOM 3aIMThI.
3agaun yIpaBJICHUS] CUCTEMOM CETEBOM 3alllUThl. APXUTEKTypa YIPaBICHHUS CpPEJICTBAMU CETEBOMU
3AIlUTHI. CDyHKI_[I/IOHI/IpOBaHI/Ie CHUCTCMBI YIIPABJIICHUA CPCACTBAMU 3alIUTEI.

3ansaTre 96. Aynurt 6e30macHOCTH MH(POPMAIMOHHOI CHCTEMBbI.

MOHUTOPHUHT 0€30MacHOCTH cucTeMbl. [IporpaMMHbIe cpeicTBa POBEACHUS Ay IUTa OE30MAaCHOCTH.
(O030p COBPEMEHHBIX CUCTEM YIIPABIICHUS CETEBOM 3aIUTOM.

KJIEICCI/I(I)I/IKB.LII/IH CHUCTEM 3alllUTHI. HepCHeKTI/IBBI 1 TCHACHIIMHA B PAa3BUTUN CUCTCM 3allIUTHI.

3ausitue 97. MeToabl U cpeacTBa odecnevyeHUusi HHPOPMAIMOHHONH 0€30MACHOCTH KOMIbIOTEPHBIX
CHCTEM HA aIMHHUCTPATUBHOM ypoBHe Ub.

O030p CHpPaBOYHO-AaHATUTHUYECKUX MATEPUAIOB ISl MPHUHATHS yHPaBICHUYECKUX pEUICHUH Ha|
aMUHMCTPAaTUBHOM ypoBHE. OCHOBHBIE METO/IbI 3aIIUThI IPOU3BOICTBEHHOIO IEPCOHAIA U HACEICHMUS
OT BO3MOXXHBIX TIOCJICJICTBUN aBapuid, KaTacTpod), CTUXUIHHBIX OCICTBUI

3ansitue 98. MeToabl U cpeacTBa odecneyeHus: HHGOPMANMOHHOI 0€30MaCHOCTH KOMNBIOTEPHBIX
CHCTEM Ha NPOLEyPHOM YPOBHE.
[ IpoexkTupoBanue, BHepeHue U 3kciutyaranus B opranuzanuu MC u KT Ha npouenypHoM ypoBHE.

3anstue 99. MeToabl u cpeacTBa odecnevyeHUss HHPOPMALMOHHOM 0€30I1aCHOCTH KOMIIBIOTEPHBIX
cHCTeM.

Pa3paboTka MakeToB CIIPaBOYHO-aHAIUTUYECKUX MAaTEPHUAIIOB JIJIsl PUHATHUS YIIPABICHUECKUX PEIICHUIA
Ha OCHOBE 3aKOHOAATEJIBHOro ypoBHs Mb.

3ansitue 100. MeToasl u cpecTBa odecnedeHusi HHPOPMALMOHHOI 6€30MACHOCTH KOMIBIOTEPHBIX
cHCTeM.

OCHOBHBIE METO/Ibl 3aIIUThI IPOU3BOJCTBEHHOI0 MEPCOHANA M HACEJCHHUs OT BO3MOXKHBIX IOCIIEACTBUH]
aBapHii, kKaracTpod, CTUXUNHBIX O€ICTBUI

3ansaTue 101. OcHOBHBIEC IPOrPAMMHO-TeXHHYECKHE MepbI 0€301aCHOCTH HH(OpMauH
IlocTanoBka PEIICHHUE CXEMOTCXHUUYCCKHUX 3aaay, CBA3aHHBIX C BI)I60p0M CHUCTEMBI JJICMCHTOB IIPH]
3aJJaHHBIX TPEOOBAHUAX K IMapaMerpaM (BPEeMEHHBIM, MOIIHOCTHBIM, Ta0apUTHBIM, HaJEKHOCTHBIM.
3HAKOMCTBO C METOAAaMH IPOECKTHUPOBAHUS, pa3pabOTKU U peaqu3aludy TEXHUYECKOTO peIIeHUs B
00J1aCTH CO3J]aHUsI CUCTEM 3aIIUThl HHPOPMALIUU

3ansiTie 102. OcHOBHBIE IPOrPAMMHO-TEXHUYECKHE MePbl 0€30M1aCHOCTH HH(popMannu
[IpoToKoIMpOBaHye, ayJUT, KU(POBAHUE, KOHTPOJIb LIEJTOCTHOCTH, JIEKTPOHHAS ITU(POBast MOANUCH

3ansaTie 103. AHTUBHPYCHASI 321U TA KOMIILIOTEPHBIX CHCTEM

18




I[OCTOI/IHCTBa N HCAOCTATKU 3BPHUCTHUYCCKUX AJITOPUTMOB IMOUMCKA BUPYCOB.

HpI/IHLII/IHBI opraHu3anuu aHTI/IBI/Ip}ICHOI‘/’I 3alllUThI I/IH(I)OpMaI_[I/IOHHLIX cucteM. Twumonorus BUPYCOB.

CamocrosiTes1bHAas padoTa 00y4aOIUXCs

Cucremarnueckasi mpopaboTKa KOHCIIEKTOB 3aHATHH, YUYECOHOW W CIICIMAIIBHOW TEXHUUYECKOU JIMTEPaTypPhl
(o Bompocam k maparpadam, raaBaM y4eOHBIX MOCOOUH, COCTABICHHBIM MPENO/IaBATEIIEM).

[ToaroroBka k 1a00paTOpHBIM paboOTaM C UCHOJIB30BaHUEM METOAMUYECKHX PEKOMEHIAlMi MmpernojaBaTens,
odopmiteHre 1a00paTOPHBIX pabOT, OTYETOB U MOJATOTOBKA K UX 3AIIUTE.

TemaTuka 1oMamIHUX 3aaHNH, COO0IeHNH, pedepaToB:

[Ipobnembl obecriedeHrs: 6€30MaCHOCTH ONEPALMOHHBIX CHCTEM.

TexHonoruu ayTeHTUOUKALIIH.

AyTeHTH(]UKAINS, aBTOPHU3AIUS U aIMUHUCTPUPOBAHNE ACHCTBHIA MOJIH30BATETIS.

[Tapomm.

PIN-xoapbL.

MeTobl HaZIeKHOTO COCTABJICHUS MapOJIEH.

ToKeHBI.

CmapT-KapThl.

BupryanbpHbie Ki1ro4u.

0. IIporpammHO-anmapaTHbIE MOAYJIU JOBEPEHHOMN 3arpy3KH.

1. AIIMA3 Kpunton —3aMOK CUCTEMHBIN aIMUHUCTPATOP.

12. W3ydenme HaCTpOEK CUCTEeMHOT0 anMuHucTpaTopa AIIM/I3.

13. Cexrop HXKM/I.

14. OO6nacTh maMATH.

15. ®aiin, manka, KaTauor.

16. Pasrpanudenue n0CTyma K 00BEKTaM OMEPAIMOHHON CHUCTEMBI.

17. KommuiekcHas cucTeMa OpraHu3alyuy YIPABICHUS TOCTYIIOM.

18. HWncramnsauus. Hacrpoiika.

19. Ayaut 6e30nacHOCTH ONEPALUOHHON CUCTEMBI.

20. ®DyHKIUMU MEXCETEeBBIX dKpaHOB. OTpaHWYEHWE TOCTYMAa BHEUIHUX IOJIb30oBaTeseil. Pasrpannuenue
nocryna. GunbTparus Tpaduka.

21. Anamu3 wunbpopmaruu. [laketHas dunbTpanusa. [locpegnuueckue ¢yHKuun. JlOMOTHUTEIBHBIC
BO3MOKHOCTH MD.

22. Tlomuthka MeXceTeBoro B3aummonencTBus. Cxembl moaximtoueHus MDO. IlepconanbHble U

RROooNoGO~WNE
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pacripenenenHbie MD.

23. Tpebosanus nokaszareneit Tectupoanms. Kimaccer MD. Tpeboparus @CTOK k MD.
24. KoHuenuus nmocTpoeHusi BUPTYaJIbHBIX 3aILUIIEHHBIX CETEH;.

25. BupryanbHbIe 3alIUIIEHHBIC CETH.

26. TyHnHenupoBaHUE.

27. VHKarcynsus maKkeToB.

28. CtpyKTypa 3alUILEHHOTO MaKeTa.

29. BapuaHTBHI IOCTPOCHUS 3AIUIICHHBIX KAaHAJIOB.

30. 3ammra Ha KaHAJIBHOM YpOBHE.

31. TIporoxomeiPPTP, L2F, L2TP.

32. Tlpotokossl (OpMUPOBAHUS 3ALIMIICHHBIX KAaHAJIOB HA CEAHCOBOM YPOBHE.

33. IIporokoiser SSL, TLS, SOCKS.

34. 3amura Ha CETEBOM YpOBHE. ApXUTEKTypa cpeacTs 6e3onacHoctH IPSec, AH, ESP.
35. 3amura Ha MPUKIAJTHOM YPOBHE.

36. TIporokxonsl PAP, CHAP, S/Key, SSO, Kerberos.

37.

38. DyHKIMOHUPOBAHHUE CHCTEMBI YIIPABICHUS CPEJICTBAMU 3aLUTHI.

39. Ayaut 6e30macHOCTH HHPOPMAIIMOHHON CUCTEMBI.

Kypcosoii npoekt

O0s13aTesIbHbIC Ay TUTOPHBbIE Y4eOHbIE 3aHATHS 110 KYPCOBOMY IIPOEKTY

Beenenue. Beimaua 3amanuii

AHaIn3 ITOCTaBJIEHHON 3a0a4H

Onpenenenue 3amumnaeMpx nHGOpMalMOHHBIX akTHBOB. Kareropuposanue nndopmanuu

OnpeznencHue yss3BUMOCTEN U yrpo3

AHanus u BBI60p BO3MOXXHBIX pCH_IeHI/Iﬁ 110 3alIUTC

AHanu3 MEXaHH3MOB 3alInUThI

AHaJIN3 TpeOyeMBbIX KOMIIOHEHTOB

[IpoekTupoBaHre MOJIETH YIPO3

OO |N|OTTIA|IWIN -

Hactpolika KOMIOHEHTOB 3alIUThI

[uny
o

KOH(I)I/IprI/IpOBaHI/IC II0JIB30BATCIIbCKHUX 3ada4

[N
[N

HpOCKTI/IpOBaHI/IC OKCIICPUMCHTA 11O BHCAPCHUIO CUCTCMBI 3allIUThL

=
N

HopMaTuBHO-1paBOBOE 00€CIIeYeHHE MPOCKTA

-
w

Pacuer nanexca ROSI

30




[EEN
IS

[loaroroBka IMOSICHUTEIILHOM 3alIMCKHU K KYpCOBOMY IIPOCKTY

=
ol

3anmTa KypcoBOro mpoeKTa

TemaTnka KypcoBbIX
NnpoeKkToB (pador):

. Mogens yrpo3 HCJI Ha npeanpusituu

. [IpoBenenue knaccudukanuu AC u CBT mo tpeboBanusim ®CTIK Ha npennpustun

. [TpoBenenue knaccuduxanuu 110 no Tpedoanusm GCTIK nHa npeanpustun

. [IpoBenenue knaccudukanuu MD mo TpeboBanusm @CTIK Ha mpeanpusaTun

. [Toctpoenne monenu Hapymmrens no TpedoBanusamM @CTOK Ha npeanpustiu

. [Toctpoenne moaenu HapymmTens mo TpedboBanusm ®Ch Ha npeanpusTun

. Mogens yrpo3 6ezonacnoctu UC nepcoHaIbHBIX TaHHBIX HA MPEANPUATHN

. KommekcHas moaens 3amuThl HHGOPMALIUY HA TPEIIPUITHH.

. Onenka 3()(heKTUBHOCTU CYIIECTBYIOIIMX MPOTPAMMHBIX U MPOTPAMMHO-AMNIAPATHBIX CPEJICTB 3aIIUTHI
uH(pOpMallMM C TPUMEHEHHWEM CHEIHATM3UPOBAHHBIX HHCTPYMEHTOB U METOJO0B (MHIUBUAYaIbHOE
3a71aHue)

10. OO630p W aHAIM3 COBPEMEHHBIX MPOTPAMMHO-AMNMAPATHBIX CPEICTB 3aIIUTHl  MHGOPMAIIH
(MHIMBHYalIbHOE 3a/laHUE)

11. BwiGop onTUMaIbHOTO CPEICTBA 3AIMUTHl MHGOPMAIMH HMCXOAS M3 METOIWYECKUX PEKOMEHIAINi
OCTIK 1 uMerImMXCcsa UCXOAHBIX TaHHBIX (MHIUBUAYaJIbHOE 3aJaHUE)

12. [IpumeHeHne MpOrpaMMHO-AMNIAPATHBIX CPEJICTB 3alIUTHl MHPOPMAIUU OT Pa3IUYHBIX THUIIOB Yrpo3 Ha
IpennpusITiH (MHAUNBUIYAIBHOE 3aJaHHE)

13. IIpoGnema 3amuThl HHGOPMAIMK B 00JaYHBIX XpaHWIUIIax qaHHbeix 1 [{O/]ax

14. 3amura cpeji BUPTyaau3aiui.

OO0 IO DN B~ W=

YyeOHas npakTuka

MJIK.02.01. 3amura
uHpOpManuU B
uH(pOpMaITMOHHO-
TEJICKOMMYHHUKAIIMOHHBIX
CUCTEMaXx U CeTSIX C
UCTIOJIb30BaHUEM
MIPOrPaMMHBIX U POTPaAMMHO-
amnmapaTHBIX CPEJICTB 3aIIUTHI

Buasi pador:

Pabora ¢ YUCTHBIMU 3allUCAMU MOJIb30BaTEICH

Hacrpoiika napamerpos 6e3omacHocti OC

YIpaBieHrEe XpaHEHUEM JIaHHBIX.

ApXuBalys TaHHBIX

Boccranosienne JaHHBIX

Aynut pecypco OC

Ayaut cobbrtuii OC

Yrpasnenue goctynom B Linux

OO N[O T | W N -

Yrpasienue goctynom B Windows
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10

Cpe,[[CTBa aYTeHTI/I(I)I/IKaI_[I/II/I OIICPallMOHHBIX CUCTEM

11

YnpasieHue cpeacTBaMu ayTeHTuuKkanuu B Linux

12

Ynpasienue cpeactsamu ayTeHTUGUKau B Windows

13

JloKyMeHTHPOBaHKE MOJUTUKU OE€30M1aCHOCTH

14

BBI60p, IIOAKJIFOYCHUC, HaCTpOﬁKa MCIKCCTCBOI'O 9KpaHa

15

BLI60p, IIOAKIIFOYCHHUC, HaCTpOﬁKa MECIKCCTCBOT'O 3KpaHa

16

AIMUHUCTPUPOBAHNUE MEXKCETEBOIO IKpaHa

17

O3HaKOMHeHI/Ie, OAKIIFOYCHHUC, HaCTPOﬁKa CHUCTCMBbI PE3CPBHOI0 KOMMMPOBAHUA

18

O3HaKOMJIEHHE, [TOJIKJIIOUEHUE, HACTPOHKA CUCTEMBI PE3EPBHOIO KOMTUPOBAHUS

19

AI[MI/IHI/ICTpI/IpOBaHI/Ie CHUCTCMBI PE3CPBHOIO KOITMPOBAHUSA

20

AZIMUHUCTPUPOBAHNE CUCTEMBI PE3EPBHOIO KOITMPOBAHUS

21

(O3HaKOMJIEHHE, ITOAKIIIOUEHUE, HACTPOHWKA CUCTEMbl AaHTUBUPYCHOM 3aIIUTHI

22

A}IMI/IHI/ICTpI/IpOBaHI/IG CHUCTEMBI aHTHBHPYCHOfI 3alllUTHI.

23

M3yueHrne MeTo10B KOMIUIEKCHOTO UCCIIeI0BaHMs 00beKTa HHPpOpMaTH3AIIUU

24

3yuenue nHpopMaluy HUPKYJIUPYIOLIeH B KOPIOPATUBHOM HH(OPMALIMOHHOMN cUCTeEMe

25

I/I3yquHe NOCTPOCHUSA CUCTCMBI 3allIUTHL I/IH(l)OpMaI_II/II/I Ha OCHOBC HOPMATHUBHBIX dKTOB U MCTOANYCCKUX|
yKa3aHUU

26

I/IsyquHe MOCTPOCHUA CUCTCMBI 3allIUThI I/IH(l)OpMaIII/II/I Ha OCHOBC HOPMATHUBHBIX AKTOB U MECTOANYCCKUX|
yKa3aHUU

27

[Toctpoenue monenu yrpo3 UCITIn

28

OHpCIIeJ'IeHI/Ie BCPOATHOCTU peCain3daliuu  yrpos 0C30IMacHOCTH B HH(l)OpMaHHOHHOﬁ CHUCTEMC
[MCPCOHAJIbHBIX TAHHBIX

29

l3ydeHne neiicTByOMmEe HOPMaTUBHON JIOKyMEHTAIMKA 00BEKTa HH(POPMATH3ALUU

30

CocTaBlieHHE TJIaHA MEPOTIPUATHN 110 YIYYIISHUIO 3aITUIIIEHHOCTA 00beKTa HH(OPMATH3AIUN

31

CocTaBiieHHe T1aHa MEPOIIPHUATHI M0 YIYUIICHUIO 3aIlMIIEHHOCTH 00beKTa MH(POpMaTH3aINH

32

CocraBjcHHE IIJIaHa MepOHpI/IHTI/Iﬁ M0 YJIY4YIICHUIO 3alUIIEHHOCTH o0BeKTa HH(bOpMaTHSaL[I/IH

33

Paspaborka KC3U undopmanroHHo cUCTEMBI: COOP TaHHBIX

34

Paspaborka KC3U nH(pOpMAIMOHHOM CHCTEMBI: BEIOOP TEXHOJIOTHI




35

Pazpaborka KC3U nndopmanmoHHoi cCUCTEMBI: pa3paboTKa MOJEIU

36 [Pa3paborka KC3U nnpopmannoHHO# cucTeMbl: 0(hOpMIIEHUE PEIICHUS
IIpome:xkyTouyHast arrecTanus B ¢popMe 1 pepeHIHPOBAHHOIO 3a4eTa 4
Pazjnen 2. Kpunrtorpaguyeckasi 3amura uHGpopMannu 178
MK 02.02.Kpunrorpaguyeckas 3amura nHpopmanumn 178
Tema 2.1. OcHoBsl | Conep:kanue y4e0HOro MaTepuasia
kpunrorpapudyeckux MerofoB | 1 [3anstue 1. BBenenue B kpunrorpaduio
3amMTE KHGOpPMALHUH OcHOBHBIE NOHATHS U onpeneneHus. OCHOBHbIE 3Talnbl pa3BUTHs kpuntorpaduu. CTaHOBICHHE
Kpunrorpadguu Kaxk HayKu.
2 [3anstue 2. 3agauu Kpunrorpaduu
OcHOBHBIE 3aJjauu Kpunrorpaduu. YmpaBiieHHEe CEKPeTHbIMU Kitodamu. MHQpacTpyKTypa OTKpBITHIX
KIo4Yed. Monenn OTKpPBITBIX TEKCTOB. BeposTHOCTHass MoJenp OTKpBITOro Tekcra. Kpurepun
pacro3HaBaHMUs OTKPBHITHIX TeKcTOoB. DopMmanbHble Mojeau mudpoB. Anredpandeckas MozAeab mudpa.
BepositHocTHas Mmozens mudpa
3 [3ansatue 3. CpoiicTBa HHPOPMANIMOHHOI 0€30MaCHOCTH.
CpolictBa HH(pOpManMOHHONW Oe30macHOCTH, oOecneyrBaeMble KpPUNTOrpapUuecKUMH METOAaMH
3anuThl MHGOpManuu. Buapl atak. CinyxObpl 0€30MacCHOCTH W MEXAaHU3MbI JOCTHXKEHHS TpeOyemoro,
YPOBHS 3alIUIIIEHHOCTH. 30
4 3BansarTue 4. Kpunrorpadguyeckue MeToabl.
[udposanne. Komupoanue. Creranorpadus. Cxartue.
5 [3ansaTue 5. MatemaTuka Kpunrorpapuu.
bunapHbpie omeparuu. ApudMeTrnka LensiXx uyucen. MoayibHas apudmeruka. Marpunbl. JluHeitHOe
CpaBHEHHUE.
6 [3ansatue 6. Knaccupukauus mmudpos.
[Torounsie mudper 3amensl. udper mpocToil 3amMeHbl W UX aHanu3. MHoOroangpaBUTHBIE IMHQPHI
3ameHbl. JluckoBele mudparopsl. ugpsr rammupoBanus. Mcnonb3oBaHHe HepaBHOBEPOSTHOCTHOM
rammbl. [loBTOpHOE Hcmonb3oBanue ramMmmbl. Kpunroananus mudpa Bukuaepa.
7 [3ansatue 7. Kiiaccudukanus mudpos
[udpsr nepectaHOBKH. PazHOBHAHOCTH MHM(POB MEPECTAHOBKU. DIIEMEHTHI KpUNTOAHATN3a IMHU(PPOB
[1EPECTaHOBKHU.
8 [3ausTue 8. biounble MUPPHI.




bnounbie muppsl npoctoit 3amensl. udpsr  Ilneiidepa m Xwmma. ApxuTekTypa COBPEMEHHBIX
O5ouHbIX muUppoB: ceth Peiictens. PexxuMpl nucnonp3oBanus 07104HbIX mUGpoB. Poccuiickuii 0104HBINA
mmpp ['OCT 28147-89. Kpunroanroputrmel: RINJDAEL u IDEA. Metoasl aHanu3a anropuTMoB
OsmouHoro mudpoBaHusi. PexkoMeHIanuM MO MPaKTUYECKOMY MPUMEHEHHUIO aJIrOPUTMOB OJIOYHOIO
mudpoBaHus.

9 [BansTue 9. CucreMsl IHGPOBAHUS € OTKPHITHIM KJIIOYOM.
[Tpuniun accumerpuyHoro mudpoBanus. [IpakTuueckue acCeKThl UCTI0JIb30BaHMUS KPUITOCUCTEM C
OTKPBITHIM KITIOYOM.

10 (3ansTtue 10. Kpuntorpadpuueckas croiikocTb muppos.
Teopernueckass ¥ MpakTHueckas CTOUKOCTh mudpoB. [logxompl K ompeneneHuo Kpunrorpaduaeckoi
cToiikocTu mudpoB. [Toaxoap! K omnpeneneHuto MpaKTHUECKOW CTOMKOCTH mH(poB. MMHUTOCTONKOCTH|
mupoB. MmuTo3amnmra. XapakTepUCTUKH UMUTOCTOMKOCTH MHU(POB U UX OIEHKH.

11 [3ansitme 11. IloTouHble IMPPBI
[IpyHIUIBI TOCTPOEHUST AJITOPUTMOB MOTOYHOro Mmu@poBaHus. CTpoeHHE MOTOYHBIX KPUIITOCUCTEM.
['eHepaTropsl IICEBAOCIYYaWHBIX MoOciaenoBaTenbHOcTed. KoHrpysHTHBIE TeHepaTtopsl. ['eHepaTtopsl
®dubonayun. ['eHepaTopbl, OCHOBaHHbIE HA CJIIO)KHOCTH PELICHUS 3a7ad TeOpUu duceln. I'eHepaTopsl Ha|
OCHOBE JIMHEWHBIX PETUCTPOB CABUTA.

12 Bansitue 12. MeToabl aHAJIN3a KPUNTOrPaguUeCKUX aJITOPUTMOB
Krnaccugukauss METOAOB aHaNIM3a KPUNTOrpadUUecKUX alrOPUTMOB. MeETOJbl HaXOXKIEHHs KIOUeH
KPUNTOTpaUUECKMX  aJIrOPUTMOB:  QJTOPUTMHUYECKHE  METOAbI,  anredpanyeckue  METOJbl,
CTATUCTUYECKUE METOJIbI

13 [Baustue 13. Kpunrorpadguyeckue xem-(pyHKIun
Oo6mue ceeacHus o xem-pynknusx. Kpunrorpapudeckue xen-pynakmun. KimrodeBsie u 0€CKITIOUEBEIC
xenl-pyHkuu. repatuBHbie crnocoObl moctpoeHust xem-QpyHkuuil. [lonsarue o croiikoctu xen-
GyHKIMI.

14 Baustue 14. KomnboTepHoe mudpoBaHue.
Komnosas tadbymna ASCII. AnreOpandeckue CTpYKTYpBI: TPYIIIbI, KOJbIa, mosist. [ eHepaTop mapoiei.

15 [3anstue 15. Kpunroananus.
ATaka rpy0o# cuibl. YacTOTHBIN aHamm3. ATaka 1o oopasity. ATaka 3HaHHS UCXOTHOTO TEKCTa .

IIpakTH4eckue 3aHATHSA

1 [3ansatue 16. Creranorpaduyeckre METOIbI CKPBITHS HHPOPMALIUU 14

2 [3anstue 17. [IpumeHeHre METOOB MUGPOBAHUS MTEPECTAHOBKON




3ansaTue 18. [Ipumenenue MeTo 0B MUGPOBAHUS 3aMEHOMN

3ansitue 19. [Ipumenenne MeTo10B UG POBAHKUS MHOT0ATI(PABUTHON 3aMEHBI

3ansaTue 20. Kpuntoanaan3 MeTo 0B epECTaHOBKHU

3ansaTre 21. Kpunroanaau3 MeTO0B 3aMEHbI

N oo bW

3ausitue 22. KomnsrorepHoe mudpoBaHue

Tema 2.2.  CoBpeMeHHbIE
CTaHJapTHI MU(POBAHUSL

Cox

ep:kaHue y4eOHOro MmaTrepuajia

3ansTre 23. [IpuHIUNBI MOCTPOEHUS KPUNTOrpaguUeCKUX aJITOPUTMOB ¢ CHMMETPUYHBIMU
KJII0YaM#

OcHOBHBIE CTIOCOOBI peanu3aii KpUnTorpahuyeckiux alropuTMoB U TpeOOBaHUs, MPEIbSIBISIEMbIE K
HUM. Pa3nndne Mexxay NporpaMMHBIMU U allllapaTHBIMU peanusauusamu. lIporpammuslie peanusanuu
mrppoB. CoBpeMeHHbIe KpunTorpahudeckue HHTep EncHl.

3ansTue 24. [IpuHIUNBI NOCTPOeHUsI KpUNTOrpaguIeCKUX aJrOPUTMOB € HECHMMETPUYHBIMH
KJII0YaMH

Kpunrorpaduyeckue ctanmapTel. MeTOIbI MOMYYSHHS CITy4aifHBIX U TICEBIOCTYYaHbBIX
MOCJIeI0BAaTEILHOCTEH. PerncTprl cipura ¢ 00paTHO# CBsA3bI0. JIMHEHHBIN KOHTPYIHTHBIA METO/I.
MyJIbTUIUIEKCOPHBIE TIOCIIEA0BATENBHOCTH. BOIIPOCHI IEpHOINYHOCTH U pacpe/IesIEHUs JIIEMEHTOB B
[ICEBIOCIYYalHbIX OCIEI0BATENBHOCTIX. CBA3b MEXKly KaU€CTBOM IOCIIEN0BATEIIBHOCTEN,
MOJTYYCHHBIX C MOMOIIIBIO HEIMHEHHBIX PETUCTPOB CABHUTra U XapaKTEPUCTUKAMU (YHKIIUU YCIOKHEHUS.
[IpruMeHeHNs AUCKPETHBIX (DYHKIMH AJIs1 YCIO0KHEHUS TOCIe0BaTEIbHOCTEH.

3austue 25. CummerpuyHoe mudpoBaHue.
Cern Qaiictens. Crangapt mmdpobanus nanabix DES. Ctpykrypa DES. Ananmm3 DES. MHorokpaTtHoe
npumenenne DES. bezonacnocts DES.

3aHsiTHe 26. YcoBepiieHCTBOBAHHBIN cTaHaapT mndpoBanus AES.
Ctpykrypa AES. Pactmpenue xmroueir 128/192/256. Ananus 6e3onacHoctu AES.

3ansaTue 27. Poccuiickne cTaHAapThl CHMMETPHYHOI0 K (ppoBanus
Crpykrypa ['OCT 28147-89. Pexumser mmdppoBanuss [OCT 28147-89. Anammz Ge3omacHoctu ['OCT]
28147-89. 'OCT P 34.12-2015.

3ansaTue 28. [Ipodsema pacnpenenenus Kiarveil CHMMETPUYHOIO IIM(POBAHHUSA.
Anroput™ udpu-Xenmana. Ynpasnenue xmoyamu. Kerberos.

3ausitue 29. AcummerpuvHoe mudpoBaHue
IIpocTteie uncna u ypaBHeHus. Pasnoxxenne na muoxxutenu. RSA. Teopema 06 ocratkax. Bo3senenue B

CTENeHb U JorapuQmsl.
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3anstue 30. AcummerpuiHoe mudpoBanue
Kpuntorpaduueckas cucrema Oinb-I'amansg. KpunrocuctemMbl Ha OCHOBE MeETOAa SIUITMITUYECKHUX|
kpuBbIx. DI

3ausitue 31. Poccuiickue CTaHAAPTHI ACHMMETPUYHOI0 IIM(POBaHUS.
I'OCT 34.10-94. 'OCT P 34.10-2001. I'OCT P 34.10 -2012. be3onacHOCTb aCUMMETPUYHBIX
AJITOPUTMOB.

IIpakTHYeckue 3aHATHA

6 [3ausTue 32. Anroput™m {udpdu-Xenmana
7 [3ansaTue 33. Crannapt cummerpuyHoro mudposanust AES RIJINDAEL 10
8 [3amsTue 34. ['eHepanys NpOCTHIX YHCEI, UCIIOJIBE3YEMBIX B ACHMMETPHYHBIX CUCTEMaX MIH(POBAHNUS
9 [Bansatue 35. Kpuntorpapuueckue Xsm-QyHKIUU. AyTEeHTUDUKAIHSL.
10 Bausitue 36. [llndpoBaHre METOIOM CKOIB3SIICH MTEPECTAHOBKH
JlabopaTopHbie padoThI
1 [BausTue 37. M3ydyeHue mporpaMMHbIX MPOAYKTOB 3aIiuThl uHpopmaiuu. [Iporpamma PGP (Pretty Good
Privacy)
2  [Bamsitue 38. llludp Ineiidepa. 10
3 [BaunsTue 39. Poccuiickuii crangapt xam-pynkuuu [OCT P 34.11-94
4  BansarTue 40. Kpuntocucrema RSA
5 [3austue 41. DnexTpoHHas mudpoBas MOAMUCH
Tema 2.3. Kpunrorpaduueckue | Conep:xkanue yuedOHOro matepuasia
METOJIBI 00CCTICUCHHs 1 [3austue 42. IlesocTHOCTH COO0LIEHUS.
6€30MaCHOCTH CETEBBIX Cnyuaiinas monens Oracle. YcTaHOBICHHE MOATUHHOCTH COOOIIECHUS.
TEXHOJIOTHH 2 [3ansTue 43. Kpunrorpapuueckue x3u-GpyHKIHH.
MD-5. SHA-1. SHA-512. TOCT P 34.11-94. TOCT P 34.11 -2012 Ananu3 0e30macHOCTH XOIII-
byHKImMil. ATak Ha X31I-QYHKIUH.
3 [Baunsatue 44. DneKTpoHHAs HU(pPOBasi MOANMKUCH. 28
Anroput™m hopmupoBanus noanucu. CroiicTBa obecrneunBaembie DIII1. Cxembl udpoBoii MOATUCH.
4 3ansatue 45. DiekTpoHHass nudpoBas NOANMUCH.
Ataku Ha nudposyto nmoanuck. DI ¢ Bpemennoit metkoi. Cnenas DLII. beccnopnas DIIL.I'OCT P
34.10 -2012.
5 [Bausatue 46. YcraHoB/JIeHHE NOAJIUHHOCTH 00HEKTA.

IIpocroit maponb. JnHamumueckuii maposib. 3ampoc-orBeT. PIN. TlonTBepkneHue ¢ HyJeBbIM




a3rjIalllICHUCM

3ansaTue 47. TexHonorum uaeHTH(PUKATNH
buomeTpruyeckue cpeacTBa HIeHTUDUKAINN. DICKTPOHHBIC KIIOYH U KapThl. TOKEHBI.

3ansaTe 48. CepTU(PUKATHI OTKPHITOI0 KJIKOYA
[IpoGnembl pacripeiesieHrs: OTKPBITOTO KITF0Ya aCHMMETPUYHOTO U(POBAHUS.
VY nocrosepsroriue meHTpbl. X.509. Uepapxus PKI.

3ansaTue 49. O6ecneyenne 6e30MACHOCTH CETH ¢ MPHMEHEHHEM KPUNTOrpaguuecKUX MPOTOKOIOB
Ha MPHUKJIAHOM YPOBHE.
OnektponHas nouta. Apxutekrypa e-mail. PGP. S/MIME

3ausitue 50. O0ecneueHue 6€30MACHOCTH CeTH ¢ MPUMeHEeHHeM KPUNTOrpaguyecKuX MPOTOKOJI0OB
HA TPAHCIIOPTHOM U C€TEBOM YPOBHE.

®opmatsl coobmenuss SSL. TLS. beszomacHocts TpancnoptHoro ypoBHsi IPSec. Opranuzamus VPN-
ceTH

10

3anstue 51. 3amura uHGopManum B ceTsix 6eCIPOBOJIHOIO A0CTYIA.
IEEE 802.11. WEP. WPA. WPA-2. IEEE 802.16.

11

3ansaTue 52. 3amura HHPOPMALIUH B CETHAX COTOBOM CBSI3H.
A3. A8.A5/3. ATaku Ha aJTOPUTMBI.
IlepcnieKTHBBI pa3BUTHSL OECIPOBOIHON MOOMILHON CBSI3H.

12

3ansitne 53. I[lpukiaaHpie mnporpaMMHble HHTepdelichbl, peajn3ylolIHe CPeICTBA 3alIUTHI
uHpopmanuu

3aluIIeHHbIE TPAHCIIOPTHBIE MPOTOKOJbI. [IporpaMMHo-anmapaTHble cpeAcTBa 3alluThl HHGOPMAIUH.
Sanmenssiil nporokon HTTPS. Bonpock 6e3onmacHocty B IHTEpHET NPOTOKOIAX.

13

3ansaTre 54. [IpuHIUNbI padOTHI TEXHOJIOTUH 0JIOKYEHH
Peanmzaius Onokueitna Ethereum. OcHoBHBbIE KOMMOHEHTHI CHUCTeMbI. COCTOSHHE YYETHOW 3aIHCH.
broku dxocucreMsl Ethereum. Xo1r v ci10)KHOCTE O10Ka.

14

3ansTue 55. [IpuHIUNBI padOTHI TEXHOJIOTHH 0JIOKYCIH
Tpanzakuuu, cOopsl U «ra3». Xsm TpaHzakuuu. [Ipuniun padots! nudposoro nepesa Mepkia. OuibTp,
biryma.

15

3ansaTue 56. [IpuHuNbI padOTHI TEXHOJIOTUM OJIOKYEHH
Texunueckuit crangapt ERC20 mns paszpabotkm cmapt-koHTpakTa. Hammcanuwe cmapT-KOHTpakTa Ha
s3pike Solidity. Omuccus nudpoBbIX TOKEHOB.

16

3ausitue 57. Biaok4eiiH B cucTeMax HCKYCCTBEHHOT0 MHTEJLJIEKTA




ICO kak kpayadanaunrosas miardopma. Conposoxnenue ICO B Poccun. FOpucaukunonHubsie BOpocsl
B aCIIeKTe 3aKOHOAATENbCTBA O KpunroBaimoTax, peryminus SEC. Odopmienue 1CO vepes3 paznnyHbie
PaBOBbIE KOHCTPYKLIMH.

17

3ansitue 58. OCHOBBI KBAHTOBOW KpUIITOrpaguu
Uro Takoe KBaHTOBas Kpunrorpadus, U Kakue 3amayd oHa pemaeT. OmHopaszoBble Kitoud. Kpurtepuid
[[lennona abconmoTHON cexkpeTHOCTH. CylIeCTBYIONINE JOCTHKEHNS B KBAHTOBOM KpUInTorpadum.

18

3anaTne 59. OcHOBBI MAaTEMATHYECKOI'0 aNnapara KBAaHTOBOI HHGOPMATHKH.

OnucaHre KBaHTOBBIX COCTOSHHH OT/EIBHBIX M COCTABHBIX KBAHTOBBIX CHCTEM, YHCTBHIC, CMEIIaHHBIC
COCTOsIHUSI, KBAHTOBAs 3aIllyTaAHHOCTb, OPTOTOHAJIbHLIC H 0606H_leHHbIe HU3MCPCHHA, OUYUMIUICHUC KBAHTOBLIX
COCTOHHHf/i, TEOpEMa O 3aIpeTC KOIMUPOBAHUA, Hpeo6pa30BaHH51 KBAaHTOBBIX CUCTEM, BIIOJIHEC ITOJIOXKUTCIIbHBIC
0TOOPaKCHHUS.

19

3ansaTue 60. Mepbl 0JM30CTH KBAHTOBBIX COCTOSIHHMil, MCIOJIb3yeMble B NMPOTOKOJAX KBAHTOBOI
Kpunrorpagum.
Teopema 0 HEBO3MOKHOCTH KOIIMPOBAHUS U IPOTOKOJI KBAHTOBOM TEJIECMOPTALIUH.

20

3anstue 61. [IpoToKk0/IBI KBAHTOBOIO pacnpeieieHust KI0Yei.
OCHOBHBIE TIPOTOKOJIBI KBAHTOBOTO pactipeneicaus kimrouei: BB84, B92, E91, SARGO04, da3oBo-BpeMeHHOE
Ko IMpoBaHue, muddepeHIranbHO-(pa30Boe KOUPOBAHHUE.

21

3ansiTue 62. KorepeHTHble COCTOSHUSA U UX NPe00pPa30BaHUs ONTHYECKHMH JIeMEHTAMM.

22

3ansiTue 63. BoiokoHHBIE peau3aluy CHCTEM KBAaHTOBOI Kpunrorpagpuu

23

3ansaTue 64. TexHosornu 3amumeHHol 00padoTKu HH(pOpMaLUH

[IprMeHeHHe TEXHOIOIMH TePMHMHANIBHOTO JgocTyna. OO0Iue CBEJeHHUsS O TEXHOJIOIMH TEPMHHAIBHOIO)
nocryna. ObGecnieuenue OesomacHoctu cepepa OC Windows Server. Hacrpoiika cepsepa MSTS.
Hactpoiika npotokosia RDP.

24

3ansaTue 65. TexHosoruu 3amumeHHol 00padoTKu HH(pOpMaUH

CayxOb1 katanoroB. O0mue cBeneHus o ciayxk0ax karaioroB. Ctpykrypa karanora LDAP. Cucrema
eIIMHOTO BXOJIa B CETh Ha oCHOBe IpoTokoia Kerberos. Co3nanne equHOro mpocrpancTBa 6€30MacHOCTH,
Ha Oaze Active Directory.

25

3ansitne 66. OpraHnM3alHOHHO-MPABOBBIE OCHOBBI  CHCTEMbl  aTTeCTAIlMH  O00bHEKTOB)
WH(OpMaTH3alNHU 110 TPeOoBaHNAM 0e30nacHOCTH HHpOpManun

Opra"u3alioHHas CTPYKTypa CHCTEMBl aTTECTAllMM OOBEKTOB HMH(POpPMATHU3AIUMU IO TPeOOBAHUAM
Oe3onmacHoCcTH MH(pOpMAIMU (fajiee - CUCTEeMa aTTeCTallMh), KaK COCTaBHOM YacTH €AMHOW CHUCTEMBbI
cepTUUKAIIMK CPEICTB 3alMThl WHMOpPMAIMM W aTTeCTallid OOBEKTOB MH(POpPMATHU3AIUU TIO

Tpe6OBaHI/I$IM 0€30IMaCHOCTH I/IH(I)OpMaI_II/II/I. ]_ICJ'II/I W BUJbI aTTCCTAllMU 00BEKTOB I/IH(I)OpMaTI/ISaI_II/II/I HQa




COOTBETCTBUE TPeOOBaHUAM 0€30MacHOCTH WHGPOpPMAIMU. YYACTHUKU ATTECTAIlMM U WX MOJTHOMOYHS
(kommeTeHIMN). 3ana4yu, GyHKIINU, TTpaBa U 003aHHOCTH OPTaHOB MO ATTECTAIlUN

26

3ansaTue 67. TpeGoBaHus K OPpraHaM no aTrecTauuu 00beKTOB HHGOPMATH3AHHI

/lesiTeNbHOCTh  aTTECTAllMOHHBIX KOoMHUccHM. CBOAHBIA peecTp CepTUPUIMPOBAHHONW MPOIYKLUH,
MCTIONBb3YeMOH B HENAX 3allMThl MH(POPMALMU HA aTTECTOBAHHBIX O0OBEKTaxX HH(OPMaTH3AIMH.
['ocynapcTBeHHBIM KOHTPOJIL (HAA30p) 3a COOJIOJEHWEM TMOpsJKa aTTeCTallud M AKCIUTyaTalnen
ATTECTOBAHHBIX 0OBEKTOB HH(OPMATU3ALIUU

27

3ansitue 68. OCHOBHbIe MEpPONPHUSITUA IO NMPOBEACHUIO ATTECTANMN 00bEKTOB MH(OPMATH3ALMHU
HA COOTBETCTBHE TPeOOBaHUAM Oe30macHOCTH HHGOpMALHHT
[lonaua M paccMOTpeHME 3asBKM Ha aTTecTalMio 00beKToB uHGpopmaruszauuu. llpeaBapurenbHoe
03HAKOMJIGHHE C aTTeCTyeMbIM OOBEKTOM HH(pOpMATH3aLMK; pa3paboTKa MNpOrpaMM M METOIUK
aTTeCTAallMOHHBIX HMclbITaHuil. [IpoBeneHne aTTecTallMOHHBIX MCIBITAHUN 00BEKTOB MH(OpMaTH3ALMH.
Odopmiienne, perucTpanys 1 BblJjada aTTecTaTa COOTBETCTBHS

28

3ansitue 69. CocTaB M cojiepkaHue JOKYMEHTOB, pa3padaTbiBaeMbIX ISl IPOBEIEeHUS aTTeCTALMU
U 110 pe3y/IbTaTaM aTTecTaluu 00beKTa HHGOPMaTH3ALUN.

[IporpaMmMa ¥ METOAMKHA AaTTECTAIMOHHBIX HCIBITAHUNA OOBEKTOB HWH(MOpPMATHU3alMH. ATTECTaT
COOTBETCTBHUS

29

3ansaTue 70. Cepruduxanus 00beKTOB
Hasnauenue u oOmias xapaktepuctuka. JloopoBonbHas ceprudukanus. O0s3aTenbHOe MOATBEPKACHUE
cooTBeTcTBUS. [leknapupoBanue cooTBeTcTBHsl. O0s3aTenbHas cepTUhUKALMS

30

3ansaTue 71. Ceprudukanus o0beKTOB

[IpoBenenue cepTU(PUKALMOHHBIX HWCHBITAHUNA: MPUHLUIBI HPOBEAEHUS MCIbITaHUHN, JTOKYMEHTBHI
CepTUPUKAIMOHHBIX ~HCIbITaHui. CepTUUKanyMs TNPOMYKIMH, BBO3UMOW W3-3a TpaHulsl PO.
Ceptudukaius Ha perHOHaAILHOM U MEKIYHApOIHOM YPOBHSIX.

31

3ansitue 72. MeTOOMKH BHeJApPeHUS] NMPOrPaMMHO-aNNAPATHBIX CPeACTB KpunTorpaduyeckoii
3aIHMThI
[Taker PGP, naker Kpunron

32

3ansitne 73. MeTOOAMKH BHeJAPeHUS] TNPOrpaMMHO-ANNAPATHBIX CPeACTB KpUNTOrpadguyeckoii
3aIMThI
CK3U «Bepba-O», IIK «Inter-PRO»

JlaGopaTopHble padoThI

6

Bansitue 74. PazpaboTka cXeMbl IPOCTOTO TIAPOJIS

10




3ansitue 75. PazpaboTka cXxeMbl JUHAMUYECKOTO MapoJIst

3ansaTue 76. Ceprudukarsl OTKPHITOrO KJI0Ya

O~

3ansitue 77. Hactpoiika ¥ agMUHUCTPUPOBAHKME TOKEHA

10 [3ansitue 78. Hactpoiika cepBrucoB PyToken

CamocTosiTe/ibHasi padoTa 00yuaouuxcst

Cucrtematnueckasi IpopaboTKa KOHCIIEKTOB 3aHATHH, yueOHOM 1 crielnalbHON TEXHUYECKOH TUTepaTyphl
(o Bompocam K maparpadam, riiaBaM y4eOHBIX TOCOONH, COCTaBIICHHBIM ITPETIO/IaBATEIIEM ).

[ToaroroBka K 1a0OpaTOPHEIM paboOTaM C UCTIOIB30BAHUEM METOIMUECKHX PEKOMEHIAINH MPeToIaBaTes,
odopmiteHre JTabopaTOPHBIX pabOT, OTYETOB U TIOJTOTOBKA K UX 3aIIUTE.

TemaTnka 10OMalIHUX 32/1aHUI, COO0LICHNH, pedepaToB:

M3ydeHne HOBBIX TEXHOJOTHI XpaHeHHU HHPOPMALINH.

CraTucTHKA M aHAJIN3 KPYITHBIX yTeueK HHPOPMAaLIUH 3a TOJ.

[Touck nHGOpPMAMK O HOBBIX BUAAX aTak HAa HH)OPMAIIMOHHYIO CHCTEMY.

0O0630p cOBpeMEHHBIX IPOrPAaMMHBIX M IPOrPAMMHO-AMIAPATHBIX CPEJICTB 3aILUTHI.

CpaBHUTENBHBINA aHAJTN3 COBPEMEHHBIX IMPOTPaMMHBIX U TIPOTPAMMHO-ANAPATHBIX CPEACTB 3aIHTHI.
Kpunrorpadudeckne MeTomp!.

udposanne. Komuposanne. Creranorpadus. Cxatue.

Tpaauunonssie mmdps! nepectaHoBKU. OTHO U IByX HalpaBiIeHHbIE.

[Torounsie u G:104HBIE TIH(PHI.

0. TpaguuMoHHbIE U(PPHI 3aMEHBI.

1. [udpser MEOTOAN(ABUTHON 3aMEHBI. YaCTOTHOCTH CHMBOJIOB.

12. Kpunroananms.

13. Araka rpy0oii CHIIBL.

14. YacToTHbII aHaIM3.

15. Araka no oOpasiry.

16. Araka 3HaHUS UCXOIHOI'O TEKCTA.

17. KomnbrorepHoe mmdpoBaHue.

18. Cranpapt mudpoBanus naHabix DES.

19. Crpykrypa DES. bezonacHocts DES.

20. Crpyxtypa 'OCT 28147-89.

21. Pexumsbl mmdposanus [OCT 28147

22. Ananus 6e3onacHoctu ['OCT 28147-89. 'OCT P 34.12-2015.

23. Aunroputm lndpdu-Xenmana.

RBRO©oo~NoORWNE
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24. Ynpasnenue xiouamu. Kerberos.

25. AcumMmeTpudHOE MU POBAHNUE.

26. Kpunrorpadudeckas cucrema Dmib-I"amans.

27. TOCT 34.10-94.

28. T'OCT P 34.10-2001.

29. TOCT P 34.10 -2012.

TemaTnka Hay4YHBIX Pad0oT 00y4aIOIMXCH:
1.  Twumnsl atak. ATaku, B OCHOBE KOTOPBIX JIKHUT MApaJOKC 3a7auu O JHAX pOXKAeHus. /[BycropoHHnEe
aTaku. YpoBeHb Oe3omacHocTH. OCBOEGHHUE NMPOLECCOB 3aM(PPOBAHUS U paclIuPpOoBaHUS IS
npocTeimux mudpos

2. YacroTHbIE CBOWCTBA OCMBICIEHHBIX COOOILEHUH.

3. Kpunroanamms mmdpa oqHOOYKBEHHON MPOCTOM 3aMEHBI

4.  Kpunroananus mudpa «pemierka Kapnano».

S. Bcekpoitie mudpa Bepaama npu mnoBTOpHOM HMCIONB30BaHuU Kitoda. Kpunroananus mudpa
Buxenepa.

6. [udpsl, ocHoBanHbie Ha anroputme Deiictens. Oynkuus paysaa. Peanmuzanus GyHkimm payHaa.
TpaauuMOoHHBIE CUMMETPUYHBIE OJIOYHBIE IIU(PBI.

7. Pacuer MeTosa BCTPEUHBIX aTaK.

8.  KananbHoe u ckBo3HOE HmM(ppoBaHue. YpaBieHUe CEKpeTHbIMU Kiltouamu. Kpunroananus
PacCMOTPEHHBIX AJITOPUTMOB CUMMETPUYHOIO M poBaHus. Pazmep kiroua.

9.  Iudpossie moxnucu. Ynpasnenue kitoyamu. B3nom kimtoua. CornacoBanue Kiroueil ¢ OMOILBIO

naposst. 3amuuieHHsie pyHkiun xsmuposanus. HMAC. SHA. MDS. RIPEMD. UMAC. Kpuntorpadus c
OTKPBITHIM KJTFOUOM.

10. Oo6wmen kmouamu. Cxema uddu-Xemnmmana. I[lporokon oomena kimrouamu Oakley, ISAKMP

11. Cepgepsl kimoueit. Cuctema Kerberos. Cepuc ayrentuduxarnmu X.509.

12.  Croxactuueckoe npeoOpa3oBanue nHpopmarmu. R-610ku. 'ammupoBanune. BepostHocTHOE
mudpoBanue.

13. U3yuenue cucremsr PGP

14. Tlpumep peanuzanuu 3aUThl UHGOPMAIMK HA IPEANPUATUH (IIPEACTaBUTH CBOM BapuaHTt [10
MO3BOJIAIOILETO 3ALUTUTh CEKPETHBIE JaHHbIE OT HECAHKIIMOHUPOBAHHOT'O KOITUPOBAHUs, B KaUECTBE
BapHUaHTa UCIOJIb30BATh NpeA-npuaTue, padoratouiee Ha 1C, He UCKITIOUATh UCIIOIB30BAHUE KOTIMPOBAHUS
uH(pOpMallMU Ha 3JIEKTPOHHBIE HOCUTENH U BbIXOJ B MIHTEpHET).

15. Bpanamayspsbl.




16. Tposiackue konu. [Ipunnun neiictus. 3amura

17.  Yepsu. [Ipunnun neiicteus. 3amura

18. Kpunrocucremsl ¢ OTKPBITHIM KIIOUOM (aCCUMETPUYHBIC)

19. CaoiicTBa KOHCTPYKIMH O€3YCIOBHO CTOWKUX MH(poB, Ha3BaHHBIX K. [IIeHHOHOM COBEpIICHHBIMH,
10 OTHOLLIEHMIO K Pa3IMYHBIM KPUNTOATAKAM.

20. KsanroBas kpuntorpadus.

21. Iudposas nognuck. Peanuzanus. [Inrockl 1 MUHYCBI €€ UCIIOIB30BAHUS.

22. BeposTHOCTHOE MIH(pPOBAHUE.

23. Kpuntorpadpuueckoe cxarue. AIrOpUTMBI CKAaTHsI JaHHBIX. ApU(PMETHIECKOe KOTUPOBaHHE.
24. becrnipoBoaHbIe ceTH. ATakd. MeXxaHn3MbI oOecTieueHus 3amuThl nHpopMaruu. [Iporokon WEP.
25. Tlocneanue pa3paboTku B Kpunrorpaduu (pazoop coBpeMEeHHEHIINX MOIX010B K MU(PPOBAHHIO,
MCKJIIOYasi KBAHTOBOE)

26. Mopnenb 00pabOTKM COOOLICHUH U 3aIIUTHI MTOJIb30BATENs. Y IpaBlieHHE JOCTYIIOM Ha OCHOBE
IIPEACTABICHUM.

27. Pexum cuemieHus uppoBaHHBIX OJOKOB. DJIEKTPOHHAs U(pPOBaJIbHAS KHHUTA.

IIpome:xxyTounast arrectanusi B popMme 1upepeHHPOBAHHOIO 3a4eTa 4
YyeOHas npakTuka Buabi pador
MJIK.02.02. 1 |Hactpoiika u aiMUHUCTPUpPOBaHHE TOKEHA
Kpunrorpagueckas sanura 2 |Hacrpotiika cepBucoB Pyroken-PinPad
uHpOpMaLIUU
3 |Hacrtpoiika cepBucoB Pyroken-D1II1
4  [Hacrpoiika cepBucoB Pytoken—Bluetooth
5 |Hactpoiika cepBucoB PyToken—S
6 [Pazpabotka anropurma PGP 36
7 [M3yuenue nporokonoB SSL, TLS, [PSec
8 [Hacrpoiika 6e3onacHocT 6ecipoBoanoii cetu nepeaaun nadopmanuu [EEE 802.11. WEP. WPA. WPA-
2
9 |CocraBneHue aropuT™Ma Xem-(QyHKIUN
10 |CocraBnenwue anropurMa mudpa
11 [MonxmroueHue, ycTaHOBKA JpaiiBEpPOB, HACTPOMKA MPOrPaMMHBIX CpeAcTB mmdpoBanus Kpurnros.
12 | AnMuHHECTpHPOBaHUE MPOTPAMMHBIX CPEACTB MHUppoBanus Kpunron




13

[lonkaroueHue, ycTaHOBKa IpaiiBepOB, HACTPOIIKa anmapaTHbIX cpelcTB mudpoBanus Kpunron.

14

AZTMUHHCTPUPOBAHHE annapaTHBIX cpeAcTB mudpoBanus Kpunros.

15

NHbpacTpyKTYphl OTKPBITHIX KIIF04Yel U cranaapT X.509

16

3ammTa 3JeKTPOHHOTO TOKYMEHTO000POTa C UCIIOIB30BAaHUEM JIEKTPOHHOM IU(PPOBON MOATTHCH

17

[Iporpammuas peanmzanus 'OCT P 34.12- 2015

Crannaptel nHpopmanroHHoit 6ezonacHoctu B Mutepuete (IETF, RFC).

IIpousBoacTBeHHAas1
npakTuka (no npoguiaio
CIeNrAJIbHOCTH)

Bun

bl padoTt

MHcTpyKTaX Mo TEXHUKE 0€301aCHOCTH

(O3HAKOMIICHHE C pa60‘{I/IM MECTOM

O3HAaKOMJICHUE C OPTaHU3ALMOHHON CTPYKTYPOU NpeanpUsITUS

PesepBHOE KOonMpoBaHUe HHGOPMALIUN

Boccranosnenne JaHHBIX

[IpoBepka KoM Ha NPEANPUIATHH, H3YUYECHHE TEXHOJIOIMH PE3EPBHOIO KOTUPOBAHUS

3aIJ_[I/ITa I/IH(l)OpMaI_II/II/I OT HCCAHKIITMOHUPOBAHHOI'O JOCTYIId

3amuTa HHPOPMAIMN OT HECAHKIIMOHUPOBAHHOTO OCTYTIA

OO N[OOI WIN|F-

3anra HHPOPMALUU OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA

—
o

Peructpanus u yuét BXoaa/Bbixoa CyObEKTOB CUCTEMBI B/U3 CUCTEMBI (y3J1a CETH)

—
[EEY

Peructparus 1 y4€t BX0/1a/BbIX0J]a CYObEKTOB CUCTEMBI B/U3 CHCTEMBI (y371a CETH)

—
N

Yuér Hocureneit unopmanyu

13

Ounctka (0OHyJIEeHHE, 00E3TMYNBAHNE) OCBOOOXKIAEMBIX 0bs1acTel onepatuBHOM mamsatu OBM u
BHEITHUX HAKOMUTeNeH

14

Pabota c anTUBHpYyCaMH

15

PaboTa ¢ aHTHBHpYCaMH

16

OOHOBJIEHIE AaHTUBUPYCHBIX TPOrpaMM

17

3ammMra MMO4YTOBBIX SIIHKOB

18

[[TudpoBanne KOHPUACHITUATHHOM HHPOPMALIH

19

Pabota B mporpamme cryptoapi

20

PaboTa B mporpamme cryptoapi

21

PaboTa B mporpamme cryptoapi

22

Pa6ora B mporpamme Windows Defender

23

Pabota B mporpamme Windows Defender

180




24

Pa6ota B mporpamme Windows Defender

25

V3ydyeHne TUCKPEIMOHHOr0 MPUHIMIA KOHTPOJIS T0CTyIa K HH(GOopMaluu

26

M3ydeHnue TUCKPEMOHHOTO MPUHITUIA KOHTPOJIS IOCTyNa K HHpOopMaluu

27

COBI[aHI/Ie CUCTCMBI 3allIUTHI IICPCOHAJIBHBIX TAHHBIX

28

CO3I[aHI/IC CHUCTCMBbI 3allIMTHI ITICPCOHAJIBHBIX JaHHBIX

29

COSI[aHI/Ie CHUCTCMBI 3allIUTHI IICPCOHAJIBHBIX TAHHBIX

30

CO3)IaHI/IC CHUCTCMBI 3allIMTHI IICPCOHAJIBHBIX JaHHBIX

31

CO3,Z[3.HI/IG CHUCTCMBbI 3allIMTELI IICPCOHAJIBHBIX TAHHBIX

32

Co31aHne KOMIUIEKCa MEPOIIPUATHHN 10 3alUTE NEPCOHAIBHBIX JAHHBIX C UCIIOIB30BAHUEM PE3EPBHOTO
KOIMPOBaHUs, IU(PpOBaHHU WHPOPMALINN, AHTUBUPYCHBIX TPOTPaMM

33

Cozanne KOMILIEKCAa MEPOIIPUATHMN I10 3aILUTE IIEPCOHAIBHBIX JAHHBIX C UCIIOJIb30BaHUEM PE3EPBHOTO
KONMpOBaHUs, UPpoBaHKU WHPOPMALINU, AHTUBUPYCHBIX IPOTPaMM

34

CozaHne KOMILIEKCA MEPOIIPUATHMN 110 3aILUTE NEPCOHAIBHBIX JAHHBIX C UCIIOJIb30BAaHUEM PE3EPBHOTO
KONMPOBaHUs, MUPpoBaHKUI WHPOPMAIINY, AHTUBUPYCHBIX IPOTPaMM

35

CozaHne KOMILIEKCA MEPOIIPUATHMN IO 3aILUTE NEPCOHABHBIX JAHHBIX C UCIIOJIb30BAaHUEM PE3EPBHOTO
KONMPOBaHWs, MUPpoBaHKU WHPOPMAIINN, AHTUBUPYCHBIX IPOTPaMM

36

CozaHne KOMILIEKCA MEPOIIPUATHMN I10 3aILUTE NEPCOHAIBHBIX JAHHBIX C UCIIOJIb30BaHUEM PE3EPBHOTO
KONMpOBaHus, MK(poBaHKs HHPOPMAIMK, AaHTUBUPYCHBIX IPOTpamMMm

37

CozaHne KOMILIEKCA MEPOIIPUSTUMN 110 3aILUTE NEPCOHAIBHBIX JAHHBIX C UCIIOJIb30BaHUEM PE3EPBHOTO
KOnupoBaHus, MKU(poBaHUs HHPOPMAIMK, AaHTUBUPYCHBIX POTpamMm

38

YdyacTre B opranusaiiy padoT 1o 3alIMTe MePCOHAIBHBIX KOMIIBIOTEPOB Ha MPEANPHUITHN

39

Yyactue B OpraHu3anuu pa60T I10 3aIIUTE NEPCOHAIBHBIX KOMIIBIOTEPOB HA NPEANTPUATHUN

40

YyacTie B opranuzaiyy padoT 1O 3alIUTe IMePCOHATBHBIX KOMITBIOTEPOB Ha MPEANPHITHN

41

'Yyactue B OopraHn3aiuun pa60T 110 3alIUTC NEPCOHAJIBHBIX KOMIIBIOTECPOB HaA NPEANIPUATHN

42

Yyactue B opranuszaniy padboT MO 3alUTe JOKAIbHBIX CeTEeH Ha MpeaNpHUsITHH

43

YyacTtue B opranuzaiuu paboT Mo 3aliuTe JOKAIBHBIX CeTell Ha MpeAnpUsITUU

44

Yyactue B opranuszaiiy paboT Mo 3alUTe JOKAIbHBIX CeTel Ha MpeNNnpHUsITHH

45

YdacTie B opranuzaiyu padoT Mo 3amuTe padboT B r1100ANbHOM CeTH HHTEPHET Ha MPEIIpUsSTHH

46

Yyactue B opranuzanuu paboT 1o 3anure padboT B r100aJIbHOM CETH UHTEPHET Ha MPeaNpHUITHH

47

YdacTie B opranmuzaimu padoT 1o 3ammuTe padoT B III00ATBHON CETH WHTEPHET Ha MPEIIpUsSTHH

48

PaboTa ¢ kpunrorpadguyeckKMMy CpeCTBAMU 3aIIUTHI HHPOPMALIUU

49

Pabota ¢ kpunrorpaduyecKuMu CpeCTBaMH 3alIUThl HHPOpMaIH




50

PaboTa ¢ kpunrorpadguyeckMMy CpeCTBAMU 3AIIUTHI HHPOPMALIUU

51

Pabota ¢ kpunrorpaduyecKuMu CpeCTBaMH 3alIUThl HHYOpMAaIUH

52

PaboTa ¢ kpunrorpadguyeckKuMu CpeCTBAMU 3AIIUTHI HHPOPMALIUU

53

Pabota ¢ kpunrorpadguyecKuMu CpeCTBAaMH 3aIUTHl HHPOPMAIHH

o4

Pabota ¢ kpunrorpadgudeckiuMu CpeCTBaMH 3aIIUTH HHPOPMALIUU

55

PaboTa ¢ kpunrorpaguyecKMMU CpeCTBAMU 3aIIUTHI HHPOPMALIUU

56

Pabota ¢ kpunrorpaduyecKuMu CpeCTBaMH 3alIUThl HHPOpMAaIUH

57

PaboTa ¢ kpunrorpadguyecKuMy CpeCTBAMU 3AIIUTHI HHPOPMALIUU

58

PaboTta ¢ kpunTorpadhuyeCKUMH CPEICTBAMH 3aIUTHI HH()OpMAIUN

59

O3HaKOMJICHHE, OpTaHU3aIlHsl, HACTPOHKA CUCTEM 0€30MacHOCTH OeCIPOBOIHOMN 3alTUIIEHHON JTOKAIBHOM
CETH.

60

O3HaKOMIJICHHE, OPTaHU3AIMsl, HACTPOUKA CUCTEM 0€30MaCHOCTH OECIPOBOJIHOM 3aIlUIIIEHHON JIOKATBHOM
CETH.

61

O3HaKOMIICHHE, OPTaHU3aIMsl, HACTPOMKA CUCTEM 0€30MaCHOCTH OECIPOBOJIHOM 3aIUIIIEHHON JIOKAIBHOM
ceTH.

62

ATMUHUCTPUPOBAHUE CUCTEM 0€30MacHOCTH 0€CITPOBOAHOMN 3alUILIEHHOM JJOKAJIbHON CeTH.

63

AJTMUHHCTPUPOBAHHE CUCTEM 0E€30MaCHOCTH OECITPOBOIHON 3aIMIIICHHOM JIOKAJIbHON CETH.

64

AJIMUHUCTPUPOBAHUE CUCTEM O€30MaCHOCTH OECIIPOBOIHOMN 3aIUIIEHHOMN JIOKAIBHOW CETH.

65

AZTMHUHHCTPUPOBAHHE CUCTEM 0E€30MaCHOCTH OECITPOBOIHON 3aIMIICHHON JJOKAJILHON CEeTH.

66

A,Z[MI/IHI/ICTpI/II)OBaHI/Ie cucTeM 0€30IMacHOCTH 6€CHPOBOI[HOI71 38.I_HI/IH_[€HHOI71 JIOKAJIbHOM CETH.

67

[Tonnep>kanue GecriepeOoitHOM pabOTHI MPOTPaMMHBIX U TIPOTPAMMHO-ANIIAPATHBIX, B TOM YHCIIE
KpUNTOTrpapUUECKUX CPEACTB 3alIUThl HH(OpMALMK B 000pYJ0BaHUHN UH(OPMAIIMOHHO-
TCJICKOMMYHHWKAIITMOHHBIX CUCTEM U ceTeil.

68

[Tonnep>xanue Gecriepe0oifHOM pabOTHI MPOrpaMMHBIX U POTPAMMHO-ANIAPATHBIX, B TOM YHCIIE
KpUNTOrpaguuecKux CpeCTB 3alUThl HHPOpPMAIK B 000py10BaHUH UH(DOPMALIMOHHO-
TE€JIEKOMMYHUKALIMOHHBIX CUCTEM U CETEH.

69

[lonnepxanue 6ecriepeOoitHON PabOTHI MPOrPaMMHBIX U IPOTrPAMMHO-AMNMNAPATHBIX, B TOM YHCIIE
KPUNTOTpapUUECKUX CPEACTB 3alIUThl HH(OpMAIMK B 000PYJ0BaHUN UH(OPMAIIMOHHO-
TEJIEKOMMYHUKAITMOHHBIX CUCTEM U CETEH.

70

Br100p IporpaMMHBIX Cpe/ICTB MU(GPOBAaHKSI B COOTBETCTBHH C pPelIaeMoi 3a1aueit

71

Br160p nporpaMMHbIX cpeAcTB UGPOBaHUS B COOTBETCTBUH C pelIaeMoil 3aaueit

72

Br160p mporpaMMHBIX cpeicTB UG POBaHKsST B COOTBETCTBHH C PEHIaeMOi 3a1aueit




73

[TonkroueHue, ycTaHOBKa IpailBEPOB, HACTPOIKa MPOrpaMMHBIX CPEJCTB A0OHEHTCKOI0 MHU(pPOBAHUS

74

[lonxiroueHue, ycTaHOBKa JIpaiiBEpOB, HACTPOIKA MPOrpaMMHBIX CPEACTB a0OHEHTCKOro MH(POBaHUS

75

[TonkiroueHue, ycTaHOBKa paiiBEpPOB, HACTPOIKa MPOrPaMMHBIX CPEICTB a0OHEHTCKOTO MHU(pPOBAHHUS

76

AJTMUHUCTPUPOBAHNE BHEAPEHHBIX CPEJCTB

77

AIMAHHCTPUPOBAHUE BHEIPEHHBIX CPEJICTB

78

A,ILMI/IHI/ICTpI/IpOB AHUC BHCAPCHHBIX CPCACTB

79

HacTtpoiika cpeacTB 3JeKTPOHHON NOAMUCH

80

HacTtpoiika CpecTB 3JIEKTPOHHOM MOAITUCH

81

HacTtpoiika cpeacTB 3J1€eKTPOHHON MOAMUCH

82

A IMUHUCTPUPOBAHUE CPEJICTB JIEKTPOHHOMN MOJIUCH

83

A,I[MI/IHI/ICTpI/IpOBaHI/Ie CpCIACTB 3JICKTpOHHOI71 noAIIMuCHu

84

A IMAHHCTPUPOBAHUE CPEJICTB AJIEKTPOHHOU MOAIUCH

85

AnmuHuctpupoBanue cpeacts PKI

86

A nmunnctpupoBanue cpenacts PKI

87

A imuHucTpupoBanue cpeacts PKI

88

Cnaua pabovero mecra

89

HOL[FOTOBKa JHCBHUKA 1 aTTCCTALIMOHHOTO JIMCTA 11O MMPAKTHKE

90

IloaroToBka 1 cgaya oT4eTa o IMPAKTHUKC

CamocTrosiTe1bHAasA padoTa NPHU NOATOTOBKE K K3aMeHYy N0 NPo(hecCHOHAJIBLHOMY MOIYJII0 8
KouncyabTanuu 2
IIpome:xkyTouHas arrecranus B popMe 3K3aMeHa 10 NPOGeCCHOHATBHOMY MOIYJII0 8
Bcero mo IIM 776




3. YCJIOBUA PEAJIMBALIUU ITPOT'PAMMBI IPO®PECCHUOHAJIBHOI'O MOAYJIA

3.1 I[.]'[ﬂ peanusanm IMnporpamMmMmbl INMpPeayCMOTPEHBLI CacaAyoliue cneuuajabHbIe
NOMEIIICHUSA

JlaGoparopusi  «IIporpaMMHBIX M  HPOrpaMMHO-AIMNAPATHBIX  CPEJICTB  3AIIUTHI
uHpopmanuuy. Jlaboparopusi OcCHalleHa AHTHBHPYCHBIMH TPOTPAMMHBIMH KOMILJICKCAMU;
anmapaTHBIMM  CpPEACTBAMH  ayTEHTH(HMKAIMK TIOJIb30BATelNs; IMPOrpPaMMHO-aNMapaTHbIMU
CpeICTBAaMHU YIPABJICHUS JOCTYIIOM K JaHHBIM U 3amuThl (mmdpoBaHus) WHOOpMAIUU;
cpeactBamMu  3anmThl uHpopmamuu ot HCJI, OnokupoBaHusi [0CTyna M HapyUICHHUS
IIEIOCTHOCTH; TPOTPAMMHBIMH CPEIICTBAMH KPUNTOrpaUYecKOi 3amuThl  WH(GOPMAIIHH;
NPOrpaMMHBIMU CPEICTBAMH BBISBICHHUS YysA3BUMOcTed M oueHku 3amuimeHHoctd WTKC,
aHaJiM3a CEeTeBOro TpaduKa; CUCTEMbI Pa3TPaHUYCHHUS TOCTYIIA; MEKCETEBBIE SKPAHbI; CPEIICTBO
Kpunrorpaduyeckoi 3amTel HHGOpMAIHK, peanusyroliee (GyHKINH YAOCTOBEPSIOMIETO IIEHTPa
U CO3/IaHUsl BUPTYAIbHBIX CETEH; KOMIUIEKT MPOEKIIMOHHOTO O0OpYIOBaHUS (MHTEPAKTHBHAsS
JI0CKa B KOMITJIEKTE C TIPOEKTOPOM WUJIH MYJIbTUMEIUIHBII TPOEKTOP C IKPAHOM).

M/IK.02.01. 3amuTa napopManuu B HHPOPMAIMOHHO-TEJIEKOMMYHHUKAIMOHHBIX
CHCTEeMAaXx U CeTAX C UCMOJIb30BAaHUEM NMPOTrPAMMHBIX U MPOrPAMMHO-ANNAPATHBIX CPEACTB
3aIMThI

3.2 UndopmanmonHoe odecriedeHue peaan3anun NporpamMmmbl
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1. Kogekc Poccwmiickoit Denepanuu 00 aIMUHUCTPATUBHBIX MpaBOHApYIIeHUsSX//["apanT:
crpaBouHo-tipaBoBas cucrema. — URL: https://base.garant.ru/12125267/ (mnata oGparieHus:
22.01.2024).

2. ®enepanbhbiii 3ak0H oT 27 urosst 2006 r. Ne 149-D3 «O6 uHbopManmu, HHOOPMAITMOHHBIX
TEXHOJIOTUSX U O 3ammTe nHpopmanum» //I'apant: cnpaBouHo-nipaBoBas cucrema. — URL:
https://base.garant.ru/12148555/ (nara obpamienus: 22.01.2024).

3. ®enepanbublii 3akoH oT 27 uronsa 2006 r. Ne 152-03 «O nepcoHanbHbIX JaHHBIXY» //["apaHT:
cnpaBouHo-tipaBoBas cucrema. — URL: https://base.garant.ru/12148567/(nata oGpareHus:

22.01.2024).
4. ®enepanbubiii 3akoH oT 27 aexadpst 2002 r. No 184-D3 «O TeXHHUECKOM PETYIUPOBAHUI
//T'apanT: crpaBouHO-mipaBoBasi cucrema. —  URL: https://base.garant.ru/12129354/(nara

obpamienus: 22.01.2024).

5. ®enepanpubiii 3akoH OT 4 mas 2011 r. Ne 99-D3 «O nuIeH3UPOBAHUU OTACIHHBIX BHUJIOB
JIeATEITLHOCTH //T"apaHT: CIIPaBOYHO-TIPABOBAs cucTeMma. — URL.:
https://base.garant.ru/12185475/(nata obpamenus: 22.01.2024).

6. Vxka3 Ilpesuaenta Poccuiickoit ®denepanmu ot 16 asrycra 2004 r. Ne 1085 «Bompocsl
denepanbHOM CIyKObI IO TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIO» //I"apaHT: cripaBOYHO-
npaBoBas cuctema. — URL: https://base.garant.ru/12136635/(nata oopamenwus: 22.01.2024).

7. VYxa3 Ilpesunenta Poccuiickoit denepammu ot 6 mapra 1997 r. Ne 188 «O6 yTBepkaeHuu
NEepevHs CBEACHUN KOH(UICHIMANBHOTO Xapakrepa» //I'apaHT: cIpaBOYHO-TIpaBOBas
cucrema. — URL: https://base.garant.ru/10200083/(nara obparenus: 22.01.2024).

8. Vka3 Ilpesunenra Poccuiickoii ®deneparm ot 17 mapra 2008 r. Ne 351 «O mepax mo
obecnieyeHnr0 MHGOpPMAIMOHHOM Oe3omacHocTH Poccuiickoit Denepaniy mpy HCHOIb30BaHIN
UH()OPMAITMOHHO-TEIIEKOMMYHHKAITMOHHBIX ~ CETe  MEXIyHApOJHOTO  WH(OPMAIMOHHOTO
obmenay //TapaHT: cipaBoyHO-mipaBoBas cucrema. — URL: https://base.garant.ru/192944/(nara
obpamenus: 22.01.2024).

9. lonoxenne o0  cepTuUKAMHM  CPEACTB  3amUTBl  HHGOpMAnUH.  YTBEPKICHO
noctaHoByienreM [IpaBurenbctBa Poccuiickoit @enepanuu ot 26 wmrons 1995 1. Ne



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

608//Tapant: cnpaBouHo-npaBoBasi cuctema. — URL: https://base.garant.ru/102670/(nara
oOpatuenus: 22.01.2024).

[Tonoxenue mo arrectauuud OOBEKTOB HMH(pOpMATU3aLMU MO TpeOOBaHMSAM O€30IaCHOCTU
undopmarmu. YrBepxkaeno ['ocrexkomuccuenn Poccun 25 HosiOpst 1994 r. // DnexTpoHHbIH
GboHI TPaBOBBIX M HOPMATHUBHO-TEXHUYECKHX HokyMeHTOB/Koncopruym «Komekcy:
opunmaneueii caiir. — URL: https://docs.cntd.ru/document/902243370 (mata oGparieHus:
22.01.2024).

CoctaB W copep)kaHHE OPraHU3aIMOHHBIX W TEXHHYECKMX Mep MO0 O00ecreueHHIo
0€30MacHOCTH MEePCOHATBHBIX JAHHBIX MPU UX 00paboTke B MH(POPMAIMOHHBIX CHCTEMaX
NEePCOHATBHBIX MaHHBIX. YTBepkIeHbI mpukazoM @CTOK Poccun ot 18 despans 2013 r. Ne
21 /] DnexTpoHHbIH (HOH/ MPABOBBIX U HOPMATHBHO-TEXHHUYECKHUX TOKyMeHTOB/KoHcopIimym
«Komekc»: odurnmansueiii caiit. — URL: https://docs.cntd.ru/document/499005278 (mara
obpamenus: 22.01.2024).

Meper  3amuThl  MHGOPMAIMM B TOCYJApCTBEHHBIX HMH(OPMAIIMOHHBIX  CHCTEMaX:
meroauueckuii TokyMeHT. YTB. ®CTIK Poccuu 11 despansa 2014 r. // Dnexkrpornsiii GoH
NpaBOBBIX W HOPMATHBHO-TEXHHYECKHX  JMokyMeHTOB/Koncopumym  «Komekcy:
opunumaneueii cait. — URL: https://docs.cntd.ru/document/499083160 (mata obGparieHus:
22.01.2024).

AnmunuctpatuBHbiii periiameHT @CTOK Poccuu mo mpeaocTaBieHUIO TOCYJapCTBEHHOM
YCIYTH TI0 JIUIIEH3UPOBAHUIO JICATEIILHOCTH 10 TEXHUYECKOW 3aIInTe KOH(QUACHIHATLHOU
unpopmanuu. YtBepkaeH npukazom PCTOK Poccum or 17 wmroas 2017 r. N 134//
DONeKTpoHHBI (OHJ TMPAaBOBBIX M HOPMATUBHO-TEXHUYECKUX HOKyMeHTOB/KoHCOpimyMm
«Kogeke»: odummansueii caiit. — URL: https://docs.cntd.ru/document/436757446 (nara
obpamenus: 22.01.2024).

TpebGoBanust o 3amure HHQOpPMAIMHM, HE COCTABIAIOIIEH TOCYJAapCTBEHHYIO TaiiHy,
coJiepKalieiics B TOCyJapCTBEHHBIX MH()OPMAIIMOHHBIX CHCTEMAax. Y TBEpP)KIEHBI MPUKA30M
®CTDK Poccun or 11 despans 2013 r. Ne 17// DnexrpoHHblii (OHI MPaBOBBIX U
HOPMAaTHUBHO-TEXHUYECKUX J0KyMeHToB/Koncopiuym «Kogekc»: oQuIManbHBIA CcalT. —
URL.: https://docs.cntd.ru/document/499002630 (nara obpamienus: 22.01.2024).

TpeboBanus o 3amuTe HHGOPMAIMH, COJEpKAIICHCA B MHPOPMALIMOHHBIX CHCTEMaXx O0IIero
nons3oBaHus.  YTBepkaeHsl  mpukazamu  OCb  Poccum uw ®CTOK  Poccum
or 31 aerycra 2010 r. Ne 416/489// DnextpoHHbIi (GOHI NPaBOBBIX W HOPMATHUBHO-
texHudeckux gokymeHToB/Koncopmumym «Komekcy: odummanpaeii caiit. — URL:
https://docs.cntd.ru/document/902234311 (narta obpaimenus: 22.01.2024).

ITpukaz ®Cb Poccum ot 9 depans 2005 r. No 66 «O6 yrBepknaenuu IlonoxxeHust o
pa3paboTke,  TPOM3BOJCTBE,  pealIM3alMd W JKCIUlyatauud  MH(pPOBaIbHBIX
(kpunTorpadUUECKHX) CpEJ/ICTB 3aIIUTHI uHpopmaum. — URL:
https://base.garant.ru/187947/(nata oopamenus: 22.01.2024).

I'OCT P 34.10-2012. HudopmanmonHass texHosoruss. Kpunrorpaduueckas 3ammura
uHpopmanuu. Ilpomeccel QopMupoBaHMsT ¥  TPOBEPKU  AIIEKTPOHHOH  IUPPOBOU
MOJMUCH//DNEKTPOHHBIH donn MIPaBOBBIX u HOPMAaTUBHO-TEXHUUYECKUX
nokymeHToB/KoHcopimym «Kopgekey: ouIHMaTbHBINA Caur. — URL:
https://docs.cntd.ru/document/1200095034(nata obpamenwus: 22.01.2024).

I'OCT P 34-11-2012. Wndopmaumonnas TtexHonorus. Kpumnrorpapuueckas 3ammra
nHopmaruu. DYHKIUS XIIIUPOBAHMS//DIEKTPOHHBIN (OHA NPaBOBBIX W HOPMATHBHO-
TeXHu4ecKux JokyMeHToB/KoHcopunym «Komekcy: oduUManbHbIA callT. — URL:
http://docs.cntd.ru/document/1200095035(nara obparienus: 22.01.2024).

I'OCT P  50922-2006  3ammra  uHpOpManmuu.  OCHOBHbIE  TEPMHUHBI U
onpeneneHus// INeKTPOHHBIN dbonx MIPaBOBBIX u HOPMaTHUBHO-TEXHUYECKHUX
nokymeHToB/KoHcopimym «Kogexey: OUITHATTEHBIHA CauT. -URL:
http://docs.cntd.ru/document/1200058320(nara obparienus: 22.01.2024).



20.

21.

22.

23.

24.

25.

26.

217.

28.

29.

30.

I'OCT P 51275-2006 3ammrta wunpopmauuu. OObekT wuHpopmaTuzanuu. DakTopsl,
BO3JeicTByOIME Ha nH(popmMannto. OO0mye Moa0XKeHUs//DIeKTPOHHBIM (OH] MPABOBLIX U
HOPMAaTHBHO-TEXHUYECKUX J0KyMeHToB/KoHcopiuym «Kozekc»: oduuuanbHbIi calT. —
URL.: http://docs.cntd.ru/document/gost-r-51275-2006 (mata oopamierus: 22.01.2024).
I'OCT P 51583-2014 3ammra undopmaruu. Ilopspok cozgaHus aBTOMATH3UPOBAHHBIX
CUCTEM B 3allMIIEHHOM HCIOoJIHEHUU. O01Ine nosioKeHus//INeKTpoHHbINH (POH PaBOBBIX U
HOPMAaTHBHO-TEXHUYECKUX J0KyMeHToB/KoHcopuuym «Kogekc»: oduuuanbHbIi calT. —
URL.: http://docs.cntd.ru/document/1200108858 (nara obpamienus: 22.01.2024).

I'OCT P 52069.0-2013 3amura unpopmanuu. Cucrema cranaapToB. OCHOBHBIE OJIOKEHHUS.
— URL: http://docs.cntd.ru/document/1200102287(nata obparmenus: 22.01.2024).

I'OCT P 52447-2005 3amwura wuHpopmanuu. TexHuKa 3amUThl  HUHGOPMALMH.
Homenxknatypa mnokasateneil kauecTBa//DNeKTPOHHBIM (OHI NPaBOBBIX W HOPMATHBHO-
TexHnyeckux JokymeHtoB/Koncopuumym «Kogekc»: odunmaneneii  caidt. — URL:
http://docs.cntd.ru/document/1200044725 (nara obparenus: 22.01.2024).

I'OCT P 56103-2014 3ammra wuHpopManuu. ABTOMaTHU3UPOBAHHBIE CHUCTEMBI B
3alMIIEHHOM ucnojgHeHuH. OpraHuzanuss U cojepkaHue paboT Mo 3aluTe OT

HpeHaMEPEHHBIX CHJIOBBIX 3JIEKTPOMAarHUTHBIX BO3/1CHUCTBUII. OO6ume
MOJIOKEHUSA// DIEKTPOHHBIN boun IIPaBOBBIX " HOPMAaTUBHO-TEXHUYECKHUX
nokymeHToB/KoHcopiimym «Kopekey: ouIMaTBHBIN Caur. - URL:

http://docs.cntd.ru/document/1200113006(nata oOparuenus: 22.01.2024).

I'OCT P 56115-2014 3amwmra wuHopManuu. ABTOMaTH3UPOBAHHbIE CHUCTEMBI B
3aIMIIeHHOM  HcroimHeHnn. CpencTBa  3amuThl  OT  NPEAHAMEPEHHBIX  CHIIOBBIX
AJIEKTPOMArHUTHBIX Bo3JaeHcTBUHA. OOmue TpeGoBaHUA//DIEKTPOHHBIN (OHJ MPABOBBIX U
HOPMAaTHUBHO-TEXHUYECKHUX JTOoKyMeHToB/Koncopimym «Komekc»: oQuIManbHBIA CalT. —
URL.: http://docs.cntd.ru/document/1200113336(nata obparenus: 22.01.2024).

I'OCT P MCO/M3BK 13335-1-2006 NudbopmanmroHHass TEXHOJOTH. MeETOABl U CpeAcTBa
oOecnieuenus OezonacHoctu. Yacts 1. Konnenuus u Mopenu MeHeIKMEHTa 0e30IacHOCTU
MH(POPMALMOHHBIX U TEJIEKOMMYHHUKAIIMOHHBIX TEXHOJIOTUI//DIEKTPOHHBINA (POH/I MPaBOBBIX
U HOPMAaTUBHO-TEXHUUYECKUX NokyMeHToB/KoHcopunym «Konekcy»: opunuanbHbil calT. —
URL.: https://docs.cntd.ru/document/1200048398(narta obparienus: 22.01.2024).

I'OCT P UCO/MDBK 15408-1-2012 MuadopmanroHHass TEXHOJOTHSI. MeETOIbl U CpelcTBa
obecieuennss  Oe3omacHocTd. Kputepun oneHKH —0e€30macHOCTH  WH(POPMAIMOHHBIX
texnosoruii. Yacte 1. BBeaeHue u o0mas mojens//DNeKTPOHHBIA (POHI MPaBOBBIX M
HOpPMaTHUBHO-TeXHUYECKUX  AokymeHToB/Koncoprmym  «Komeke».  — URL:
https://docs.cntd.ru/document/1200101777(nata obpamenwus: 22.01.2024).

I'OCT P UCO/MDK 15408-2-2013 HNudpopmannoHHas TEXHOJIOTUS. METOIbl M CpeACTBa
oOecrieueHus Oe3onmacHocTd. Kputepun oueHkn 0e30mMacHOCTH  MHGOPMAIMOHHBIX
texHosoruil. Yacte 2. OyHKIMOHAIBHBIE KOMIIOHEHTHI 0€30MacHOCTH//DIeKTPOHHBIH (HOoH
IPaBOBBIX W HOPMAaTMBHO-TeXHHYEeCKMX  JokyMeHTOB/Koncopumym  «Kogekc»:
ounmaneueii caiir. — URL: http://docs.cntd.ru/document/1200105710(nata obpamieHus:
22.01.2024).

I'OCT P UCO/MDK 15408-3-2013 HNudopmaunoHHas TEXHOJIOTUS. METOIbl M CpEACTBa
oOecrieueHus Oe3onacHocTd. Kputepun oueHkn 0e30mMacHOCTH  MHGPOPMAIMOHHBIX
texnonmoruii. Yactp 3. KommoHeHTHl noBepus K Oe30macHOCTH//DIEKTPOHHBIN (HoHI
IPaBOBBIX M HOPMAaTMBHO-TeXHHYeCKMX  JokyMeHTOB/Koncopumym  «Kogekc»:
opunmaneueiii caiit. — URL: https://docs.cntd.ru/document/1200105711(nara oGparieHus:
22.01.2024).

I'OCT P NCO/MDBK 27002-2012 MudopmanroHHast TEXHOJOTHsS. METOOsl M CpeAcTBa
obecrieuenust Oe3zomacHocTH. CBOJ HOPM W MPaBWI MEHEIKMEHTa WHOOPMAIMOHHOM
6e3onmacHOCTH//DNEKTPOHHBIH ¢boug IPaBOBBIX u HOPMAaTHUBHO-TEXHUYECKHUX
noxkymeHnToB/KoHcopiimym «Koneke»: ouIIHaTBHBIN CaT. - URL:
http://docs.cntd.ru/document/1200103619(nata obparienus: 22.01.2024).



31.

32.

I'OCT P UCO/M3K 27005-2010. MudopmanmonHas TexHoJorus. MeToabl M cpeacTBa

obecrnieyeHus 0€30MacHOCTH. MeHeKMeHT pucka nH(pOpPMaLMOHHON
0e30nmacHOCTH//DNEKTPOHHBIH ¢boH IPaBOBBIX u HOPMAaTHBHO-TEXHUYECKUX
nokymentoB/Koncopruym  «Komekcy: opunMambHBIA  calT.  — URL:

http://docs.cntd.ru/document/gost-r-iso-mek-27005-2010(nata oopamenus: 22.01.2024).

I'OCT P NICO/MBK TO 13335-5-2006 UupopmanmoHHast TEXHOJIOTHS. METOIbI M CpeACTBa
oOecrreuennst OesomacHocth. Yacte 5. PYKOBOI[CTBO o MCHCIKMCHTY 0€e30MacHOCTH
ceTH//DNeKTPOHHBIH doHx MIPaBOBBIX 174 HOPMaTHUBHO-TEXHUYCCKUX

nokymeHToB/KoHcopiimym «Kongeke»: ouHMaTbHBINA CaT. — URL:
http://docs.cntd.ru/document/1200048416(nata oOparuenus: 22.01.2024).

3.2.2. OcHOBHbIE TIeYaTHbIE U 3JIEKTPOHHbIE U31aAHUS:

1.

3aBoaues, 1. B. [Iporpammubie U mporpaMMHoO-amnapaTHble CpeACcTBa 3alUThl HHPOpMAIHH
B oObekTax uH(popMannoHHOW WH(PpacTpyKTyphl: yueOHoe wusmanue [ U.B.3aBoxues,
A.B.Kpynenun, C.B.Cxpoiib. - MockBa: Akagemus, 2023. — 320 c. - ISBN: 978-5-0054-
0439-8.

Onudep, B. Komnbiorepubie cetu. [lpunnumel, TexHonoruu, mnporokonsl/ B.Onudep,
H.Omudep. - Cankr-IlerepOypr: ITutep, 2021. - 1008 c. - ISBN 978-5-4461-1426-9. - URL:
https://ibooks.ru/bookshelf/387241/ (nara oobpamenus: 24.01.2024).

[Haubrun, B. @. MudopmarrionHas 6€30mMacHOCTb KOMIIBIOTEPHBIX CUCTEM U CETEH: yueOHOoe
nocobue / B.®. [llansrun. — MockBa: POPYM: UHOPA-M, 2023. — 416 c. — ISBN 978-
5-8199-0754-2. - URL: https://znanium.ru/catalog/product/1910870 (mara oOpaieHus:
22.01.2024).

3.2.3. JlonoJiHUTEIbHbI€ HCTOYHUKH:

1.

Kupenbepr, A. I'. CucremHOe aIMHHHCTPUPOBaHHE W HH(POPMAIMOHHAS OE30MaCHOCTh
cereit DBM: yuebHoe mocobue / A. I'. Kupenbepr. — KemepoBo: Ky3['TY umenu T.D.
I'op6auesa, 2022. — 120 c. — URL.: https://e.lanbook.com/book/257564(nara obparenus:

22.01.2024).
KnumenTtoes, K. E. BBenenue B 3ammry KOMIbIOTepHOH HHMOpMaImu: yueOHoe mocodue /
K. E. KnumenTneB. — Camapa: Camapckuii yausepcuret, 2020. — 183 ¢. — ISBN 978-5-

7883-1526-3. — URL.: https://e.lanbook.com/book/189043(nara obpamienus: 22.01.2024).
Mapwakos, [[. B. IIporpamMMHo-anmapaTHble CpeAcTBa 3alUThl MHPOpMALUHU: ydeOHOE
noco6wue / JI. B. Mapakos, JI. B. ®atxu. — Poctos-na-/lony: ouckoit ['TY, 2021. — 228
c. — ISBN 978-5-7890-1878-1.— URL.: https://e.lanbook.com/book/237770 (nara
obpamenus: 22.01.2024).

Momak, H. H. 3amumennsie mHGOpManMOHHBIE cUCTeMBbI: ydeOHoe mocobue / H. H.
Momak, JI. K. IItunpina. — Cankr-IletepOypr: CIIOI'YT um. M.A. bonu-bpyesuua, 2020.
— 216 c. — URL: https://e.lanbook.com/book/180099 (mnara o6pamenus: 22.01.2024).
IMotepriees, I'. 0. Be3omacHOCTh OMEpalMOHHBIX cUCTeM: ydebHoe mocobwe / I'. FO.
[Torepriees, B. C. Hedenos, A. A. Kpuynmun. — Mocksa: PTY MUPDA, 2021. — 93 c.
—ISBN 978-5-7339-1393-3. — URL.: https://e.lanbook.com/book/182416 (nara
oOpatuenus: 22.01.2024).

DJIeKTPOHHBIE PecypChl:

1.

2.

denepanbHas ciry)x0a M0 TEXHHYECKOMY M AKcnopTHoMy KoHTpoito (PCTIK Poccun):
ounmaneueiii cait. - URL: www.fstec.ru. (mata obparuenus: 22.01.2024).

SecurityLab. 3ammra uadopmanuu u uHGopManroHHas 6€30MacHOCTh: MH()OPMAITUOHHBIH
noptai/O00 "PositiveTechnologies”. — URL: http://www.securitylab.ru (nata oOpamuienus:
22.01.2024).

Ilepuoauueckre N3TaHUA:



bezonacHocTh MHGOPMALIMOHHBIX TEXHOJOTHMH: pelieH3upyeMblii HayuHbli kypHan HUAY
MU®DU: odpunmansusiii caiit. - URL: https:/bit.spels.ru/index.php/bit (zara oGparenus:
22.01.2024).

Bonpoce! knbep6e30nacHOCTH: Hay4YHbIH, NepuoanYecKuil, HH(HOPMaLMOHHO-METOJUYECKHMA
KypHa: opunmanbHbli caidT. - URL: https://cyberrus.info/ (nata obpamenus: 22.01.2024).
Zamura unpopmaimu Inside//UBUC: undopmanmonHbie yCinyru: OQUIMAIBHBIA CalT. -
URL: https://eivis.ru/ (nara oopamienus: 22.01.2024).

Information Security/Mudopmanmonnast 0e3omnacHocTh: oduimanbubiii caiir. - URL:
https://lib.itsec.ru/imag/ (nara o6pamienus: 22.01.2024).

MK.02.02. KPUTITOI'PA®UYECKAS 3ALIUTA UHOOPMALIMN
3.2 Un¢opmanoHHOe o0ecnieueHne peain3auuu NporpaMmsbl

3.2.1. OcHOBHbBIE 3JIEKTPOHHbIE U3IAHUS:

1.

BBenenue B kpunrorpaduveckyro 3ammry uHGOpMauu 00BEKTOB: YUeOHUK ISl CPEIHETO
npodeccronanbHoro oopaszosanust/ C. H. Unpuneix, C. I'. Amommna, T. Y. Kanunkuna [u
ap.]. — MockBa: MTYCHU, 2021. — 276 c. — URL: https://e.lanbook.com/book/215231
(maTta oopamenus: 22.01.2024).

I'maakux, A. A. OCHOBBI COBPEMEHHBIX KPHUNTOTpadUUYECKHMX CHCTEM M MEePCHEKTUBBI UX
pasBuTHs: yueOHoe mocodue / A. A. I'magkux, B. E. JlementseB, H. 10. Ywiuxun. —
ViapsinoBek: YalI'TY, 2020, — 214 c¢. — ISBN 978-5-9795-2096-4. — URL.:
https://e.lanbook.com/book/259745 (nara obparenus: 22.01.2024).

Hukudopos, C. H. Meronpr 3amutel undopmanuu. [ludpoBanue mgaHHBIX: ydeOHOE
nocobue / C. H. Hukugopos. — 2-e u3n., crep. — Cankr-IlerepOypr: Jlans, 2022. — 160 c.
— ISBN 978-5-8114-4042-9.— URL: https://e.lanbook.com/book/206285 (nmarta
obparenus: 22.01.2024).

3.2.2. IonoJHUTEIbHbIE HCTOYHUKH:

1.

Urnatees, E. b. OcHoBbI kpunTorpaduu: yaeonoe nocodue / E. b. UrnateeB. — lBanoBo:
NUIroy, 2020. — 88 c.— URL: https://e.lanbook.com/book/154559 (mata obGparenus:
22.01.2024).

Kammpckas, E. H. Kpunrorpaguueckue cucremsr: yuednoe nocobue / E. H. Kammpckas, A.
I1. Kymnup. — Mocksa: PTY MHUPD2A, 2021. — 66 c¢. — URL:
https://e.lanbook.com/book/182424(nata obpamenus: 22.01.2024).

Kammpckas, E. H. Kpuntorpadpuueckuil aHamu3 1 MeTO/bl 3alIUThl HHPOpMaLuu: yuyeOHOoe
nocooue / E. H. Kammupckas. — Mocksa: PTY MHPDA, 2020. — 91 c¢.— URL:
https://e.lanbook.com/book/163861(nara oOpamienus: 22.01.2024).

Kpaxosckwii, FO. M. MeToap! 3amuTsl mHGOpMaIuu: yueOHoe mocoodue st By30B / FO. M.
KpaxoBckuii. — 3-e u3a., nepepad. — Cankr-IlerepOypr: Jlans, 2021. — 236 c. — ISBN
978-5-8114-5632-1.— URL: https://e.lanbook.com/book/156401. (mara oOparieHwus:
22.01.2024).

Jlaromia, O. H. Ceprudukarms uadopmarnmonnsix cucrem / O. H. Jlaromra. — 3-e u3., crep.
— Cankr-IlerepOypr: Jlanp, 2023. — 112 c. — ISBN 978-5-507-46102-8. — URL.:
https://e.lanbook.com/book/297659 (nara obpamienus: 28.01.2024).



4. KOHTPOJIb

n OIEHKA PE3YJIbTATOB

MNPO®ECCHUOHAJIBHOI'O MOJAYJIA

OCBOEHUA

Kox n HaumeHnoBanme

npodeccHOHAJILHBIX U

00IIUX KOMIETEHIINH,
¢popmupyemsbIx B
paMKax MOayJst

Kpurepun onenkn

MeToabl OEHKH

[IK 2.1. Ocy1iecTBasATh - BBISIBJISITH M OIICHUBATH YTPO3bl 0€30MACHOCTH | DKCIEPTHOE
YCTaHOBKY (MOHTaX), unpopmanuu B UTKC; HaOro1eHue
HACTPOMKY (HanaaKy) u - HacTpauBaTh U MPUMEHSTh CPEACTBA 3alIUTHI
3aIlyCK B 9KCIUTyaTalnioo | WH(GOpMAIMK B ONIEPALIMOHHBIX CUCTEMAX, B
IPOrpaMMHO-aINAPATHBIX | TOM YKCJE CPEACTBA AaHTUBUPYCHOM 3alllUTHI;
Y UH)KEHEPHO- - IPOBOJIUTH YCTAHOBKY U HACTPOIKY
TEXHUYECKUX CPE/ICTB IPOrpaMMHBIX U POTpaMMHO-aNNapaTHbIX (B
o0ecrieueHus TOM YHCJI€ KPUNTOTPapUUECKUX) CPEICTB
nH(OPMaLMOHHON 3alUThl HHHOPMALINK;
6e3onacaoct UTKC. - IPOBOJIUTH KOH(UTYpHUPOBaHUE
IPOrpaMMHBIX U MPOrpaMMHO-aNapaTHbIX (B
TOM YHCJI€ KPUNTOTPapUUECKUX) CPEICTB
3aIuThl HHQOpMaLIUU
[IK 2.2. OGecneunBathb - BBISIBJISITH M OLICHUBATH YTPO3bl 0€30MACHOCTH | DKCIEPTHOE
IKCILTyaTaIuio u unpopmanuu B U'TKC; HaOIoIeHne
coJiep’KaHue B - IPOBOJUTH KOHTPOJIb NTOKAa3aTeNen u
paboTocrnocoOHOM nporecca QyHKIIMOHUPOBAHUS TPOrPAMMHBIX
COCTOSTHUM MPOTPaMMHO- | U MIPOrPaMMHO-AMNIAPaTHBIX (B TOM YHUCIIE
anmnapaTHbIX U KpUNTOrpapuuecKrx) CpeiCTB 3alTUTHI
WH)KEHEPHO-TEXHUYECKUX | WHPOPMALINH;
CpenCcTB o0ecredeHus - MPOBOJUTH BOCCTAHOBJICHUE TIpoIlecca U
UH(POPMALTMOHHOM napamMeTpoB (QyHKIIMOHHUPOBAHUS
6e3omacnoct UTKC u MPOrpaMMHBIX U MPOTPaMMHO-aNMapaTHHIX (B
UX TUarHOCTHKY, TOM YHCJI€ KPUNTOTPAPHUECKUX) CPEICTB
oOHapy»XeHHe OTKa30B, 3alUThl HH)OPMALINY;
(dbopmupoBaTh - IPOBOJUTH TEXHUYECKOE O0CITYKUBAHUE U
NPEIOKEHHS 110 UX PEMOHT IPOrpaMMHO-aMMapaTHBIX (B TOM
YCTPaHEHUIO qrciie KpUNTOrpapuuecKnx) CpeACTB 3alIUThI
urrchanagarr:
[IK 2.3. ®opmynupoBaTh | - BBISBIATH U OIICHUBATh YIPO3bl 0€30MaCHOCTH | DKCIEPTHOE
IPEeJI0KEHUS 110 unpopmanuu B UTKC; HabIo1eHne

MIPUMEHCHHIO
IPOrpaMMHO-aITaPaTHBIX
1 MH)KCHEPHO-
TEXHHYECKUX CPEJICTB
obecrieueHust
uHGOPMalMOHHON
oe3omacHoctu UTKC.

- HaCTpauBaTh U MPUMEHSATH CPECTBA 3aIIUTHI
UH(POPMAILIUU B ONIEPAITIOHHBIX CUCTEMAX, B
TOM YHCJI€ CPEACTBA AaHTUBUPYCHOMN 3aIUTHI;

- MPOBOJIUTH KOH(DUTYpHUPOBaHUE
MPOrPaMMHBIX U TIPOTPaMMHO-ANMapaTHHIX (B
TOM YHCJIC KpUNITOTpapUIeCcKuX) CPEACTB
3alIUThl UH(OPMALIHH;




OK 01. Bri6upats | - 000CHOBaHHOCTH TOCTAHOBKH I1€JIH, BEIOOpA U | DKCIIEPTHOE
CHocoObl peleHusl 3ajad | IPUMEHEHHs] METO/I0B U CIIOCOO0B peleHUs HabIo1eHne
npogeccuoHaIbHON npodecCHOHATIBHBIX 3aa4; DK3aMeH
NEeSITeNIbHOCTH, - aJleKkBaTHas OIIEHKAa M CaMOOLIEHKa
MPUMEHUTETHHO K | 3¢(eKTUBHOCTH U Ka4eCTBA BBIOJIHEHHS
Pa3IMYHbIM KOHTEKCTaM. | Ipo(eCCHOHATIBHBIX 3aa4;
OK 02. Hcnonb3oBaTh - HCTIOJIb30BaHME Pa3IMUHbIX UCTOYHHUKOB, DKcnepTHOe
COBpPEMEHHBIE CPe/ICTBA BKJII0Yas 2JIEKTPOHHBIE PECYPCHI, HaOro1eHue
MOKCKa, aHaJIn3a 1 Meauapecypcesl, UHTepHeT-pecypcebl, DK3aMeH
UHTEPIPETALUU NEepUOIUYECKUE U3/1aHUs 110 CTIEHUATIbHOCTH
nHpOpMaIUU U JUTSL petIeHnst TPOopeCCOHATBHBIX 33/1a4;
UH(POPMALIMOHHBIE
TEXHOJIOTHH JIIs
BBINOJIHEHUSI 3a/1a4
OK 03. ImanupoBats u - IEMOHCTpauus OTBETCTBEHHOCTH 3a DKcnepTHOe
pearnu30BBIBAT MPUHATHIE PEIICHHUS; HabIo1eHne
cOOCTBEHHOE - 000CHOBAaHHOCTh CAaMOAHAJIN3a U KOppeKLuss | DK3aMeH
npo¢eCCHOHANTBHOE U pe3yabTaTOB COOCTBEHHOU PabOTHI;
JMYHOCTHOE Pa3BUTHE,
OK 04. DpdexTuBHO - B3aUMOJICHCTBUE C 00YUaIOIIUMHUCS, DKcnepTHoe
B3aUMO/ICIICTBOBATH U IpernoaBaTes MU U MacTepaMu B X0J1€ HaOmro1eHue
paboTaTh B KOJJIEKTUBE U | 00y4eHUsl, C pyKOBOJIUTENIAMU y4eOHOU 1 DK3aMeH
KOMaHJE. IPOM3BOJICTBEHHOM MPAKTHK;

- 000CHOBaHHOCTh aHAJIN3a PaObOThI YWICHOB

KOMaH[Ib!l (TIOAYMHEHHBIX);
OK 09. ITonb3oBaTbCs - 9 EeKTUBHOCTH UCTIOJIb30BaHUS DKCIEPTHOE
npodeccuoHaIbHON UH(POPMALMOHHO-KOMMYHHUKAITHOHHBIX HaOro1eHue
JTIOKyMEHTAaIMen Ha TEXHOJIOTHH B po(deCcCHOHATBLHOMN DK3amMeH

rOCyJapCTBEHHOM U
UHOCTPAHHOM SA3BbIKaX.

NeSITeIbHOCTH COTJIACHO (POPMHUPYEMBIM
YMEHUSM U [10JIy4aeMOMY MPAKTHYECKOMY
OTIBITY;
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